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Embedded Cryptographic Module supports FIPS
140-2 security.

March 30, 2011 - XPress Crypto Module for developing wireless and wired

devices is designed into XPress Ethernet Bridge, which is 900 MHz wireless

Ethernet bridge. Unit includes USB control interface that allows passwords

and encryption keys to be set from PC. Operating over temperature range

of -40 to +85°C, it supports Serial Peripheral Interface (SPI) and can be

embedded in host microcontroller circuit. Product's circuit board is treated

with government approved, tamper-evident coating. 
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Encryption System supports external eSATA
storage devices.

Authentication Device offers security for MCU-
based systems.

Computer Encryption System secures data with
physical key.

Encrypted Drive Management Software aids
configuration, setup.

Notebook Computer Card provides external drive
encryption.
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Digi

International
11001 Bren Road East
Minnetonka, MN, 55343, USA

Digi Introduces First
Embedded Module
to Enable FIPS 140-
2 Security for
Wireless Devices

- XPress(TM) Crypto Module

enables OEMs and

integrators to fast track

development of network

products where FIPS

validation is required -

MINNETONKA, Minn. - Digi

International (NASDAQ:

DGII) today introduced the

XPress Crypto Module, the

industry's first

cryptographic embedded

module for developing

wireless and wired devices

that meet stringent federal

cryptography standards

required for many

government, financial and

other regulated industries.

The XPress Crypto Module

is validated by the National

Institute of Standards and
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Security Software turns USB flash drive into

personal vault.

Authenticators are based on public key
infrastructure.

Inline Encryptors meet government encryption
demands.

Portable USB Device enables secure access and
transactions.

Software is suited for on-the-fly-encrypted drive.

Systems Manager facilitates encryption for IBM
WMQ.

Software automates issuance of new certificates.

Production Transcryption Engine supports DRM
networking.

Encrypted Storage Service delivers government-
grade security.

Administration Tool handles enterprise file
encryption.

Hardware/Software Solution automates secure key
management.

Encrypted Email Service offers enterprise-wide
protection.

Coprocessor Adapter enables secure Internet
transactions.

Institute of Standards and

Technology (NIST) to Level

2 of the Federal Information

Processing Standard (FIPS)

140-2 (certificate #1452).

Digi has designed the

cryptographic module into

its XPress Ethernet Bridge,

a 900 MHz wireless Ethernet

bridge, in order to market

the product as "FIPS 140-2

Inside." OEM customers can

follow this same design

process to achieve rapid

time to market for products

bearing the official NIST

FIPS 140-2 logo. 

"Most federal agencies can

only purchase wireless

security products that

include validated FIPS 140-2

software and hardware,"

said Steve Mazur, director

of government sales, Digi

International. "The FIPS

140-2 validation process is

time consuming and

complex. Digi now offers a

way to bring NIST FIPS

140-2 labeled products to

market without spending

months in certification

testing." 

The XPress Crypto Module

is FIPS 140-2 Level 2

certified and provides data

encryption in a secure

hardware platform. The

cryptographic boundary is

limited to the module so

product features can be

added without requiring

recertification. The module

supports a Serial Peripheral

Interface (SPI) and can be

readily embedded in a host

microcontroller circuit. A

USB control interface allows

passwords and encryption

keys to be set from a PC,

ensuring physical control

over access to the

configuration. The circuit

board is treated with a

government approved,

tamper-evident coating to

protect encryption keys

from being compromised. 
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from being compromised. 

The module features an

industrial temperature

range (-40°C to +85°C)

and small form factor (30

mm x 50 mm x 15 mm),

allowing it to be used in a

wide variety of applications.

Digi also offers other FIPS

certified products including

the Digi Passport® FIPS

console server and XPress

900 MHz Ethernet Bridge. 

XPress Crypto Module

development kits are

available now for $399. For

more information about the

XPress Crypto Module, visit

www.digi.com/xpresscrypto.

About Digi International

Digi International is making

wireless M2M easy by

developing reliable products

and solutions to connect

and securely manage local

or remote electronic devices

over the network or via the

Web. Digi offers the highest

levels of performance,

flexibility and quality, and

markets its products

through a global network of

distributors and resellers,

systems integrators and

original equipment

manufacturers (OEMs). For

more information, visit

Digi's Web site at

www.digi.com, or call 877-

912-3444.

For more information, visit

Digi's Web site at

www.digi.com, or call 877-

912-3444.

All brand names and

product names are

trademarks or registered

trademarks of their

respective companies.
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View detailed contact
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More New Product News from
this company:

Smart Grid Platform helps
utilities conduct pilot program.

Cellular Gateway monitors
remote assets in harsh
environments.

Integrated 4G Routers power
M2M applications.

Programmable Terminal
Server also acts as ZigBee
gateway.

Embedded Tracking Module
utilizes cellular and satellite
signals.

Programmable Cellular
Gateway accesses remote
devices/sensors.

Cellular Router features
Qualcomm Gobi(TM)
technology.

Development Kit fosters low-
power, wireless device design.

Programmable ZigBee Module
eases application
development.

Other News from this
company:

Digi Extends ConnectCore
i.MX Product Family and
Freescale Collaboration with
New iDigi-Enabled Wireless
Module

Digi Wireless Design Division
Extends Freescale
Collaboration with Custom
Design Support for Freescale
i.MX53 Processor

Digi Provides Critical Wireless
Communication Infrastructure
for Better Place, a Market
Leader in Electric Vehicle
Networks and Services

Digi X-Grid Solution Offers
Utilities Expanded Customer
Engagement Opportunities
with Itron ERT-enabled Homes

Digi Announces ZigBee Smart
Energy Certified ESP Gateway
Built upon Industry's First
ZigBee Smart Energy-Ready
Module

Digi Introduces Industrial-
Grade Cellular Gateway and
Wireless Adapters for Drop-in
Networking

Digi to Release ZigBee® PRO
Feature Set on Popular XBee®
Product Line

Digi International Reports
19.8% Increase in Revenue
for Fiscal 2007 over Fiscal
2006

Digi Unites Wireless
Technologies to Pioneer 'Drop-
in Networking'

Rabbit Goes Wireless

MaxStream First to Offer
ZigBee Certified Wireless
Modules

Digi International Acquires
Wireless Leader MaxStream

Digi Joins Rockwell
Automation's Best-in-Industry
Supplier Program

Digi Announces Availability of
FieldServer Technologies
Building and Industrial
Automation Protocols with
NET+Works® Tools Suite and
NET+ARM Processors
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