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Revision history—90002540

H April 2024 = Release of Digi Connect EZ 16/32 firmware version 24.3:
= \WireGuard VPN - Configure a WireGuard VPN where your device can
act asaclient or as a server.
= System watchdog - Two new configuration settings:

« Interface tests - Configure a reboot of the interfaces you
configure after a specified amount of time.

e Modem monitoring - Configure a power cycle of the modem
after an initial timeout instead of that timeout being reported
as afailure.

® SNMP trap and email notification for events - Configure an SNMP v2
trap and/or email notification to be sent when an event occurs.

= Configure a GRE tunnel - Configure your tunnel to use Ethernet over
GRE (GRETAP setting).

= Configure cellular modem(s) - Configure your cellular modem(s) to
include or exclude certain 4G bands.

® Serial disconnect - Disconnect any users connected to a serial port
configured for one of these modes: Login, Remote Access, PPP Dial-
in, or Modem Emulator.

® Serial port information - Display information about the serial ports
on the Dashboard.

For more information about this release, see the blog post called,
"Announcing the Latest Digi Software Solutions for DAL OS 24.3 Frmware"
on digi.com.

Additional changes

= Added a step for device registration.
= Added information about the altpin feature. See Serial connector

pinout.
G February  Added information about CORE module installation. See Create a cellular
2024 connection using the CORE module.

Updates for AnywhereUSB Plus Hub:

= Updated the User Roles description.

= Documented the Minimum TLS Version option in the Preferences
dialog.
= Documented the client ID displayed on the
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Revision | Date Description

F February "
2024

AnywhereUSB Manager title bar.
Added documentation for the AnywhereUSB ports. See
AnywhereUSB 2 Plus USB ports on a Connect EZ 16/32.

Updated baud rate information. See Default serial port
configuration.

E January Release of Digi Connect EZ 16/32 firmware version 23.12:

2024

Updated Active SIM slot definition: Configure cellular modem.

HPS feature is available for all DAL devices. Enable FIPS mode

Link OSPF routes through a DMVPN tunnel and allow for redirection
of packets between spokes. Configure a DMVPN spoke.

Support for Rapid Spanning Tree Protocol (RSTP). Configure a
bridge.

New setting which allows device to initiate a Realport connection
to aremote server. Configure the RealPort service.

New After option for the SIM preference schedule. Configure
cellular modem.

New BOOTP dynamic allocation option. Configure a DHCP server.

Renamed SureLink Attempts configuration setting to Surelink test
failures to better indicate what this setting does.

New Services > Anywhere USB configuration setting to control the
minimum TLS version allowed by the AnywhereUSB service. See
Configure AnywhereUSB services

New Telnet Login setting to control whether a user must supply
credentials when opening a Telnet connection to access a serial
port on a service. Configure serial authentication.

New Advanced watchdog Modem check and recovery setting to

control whether watchdog will monitor initialization of the Connect
EZ 16/32 cellular modem. Configure the system watchdog.

For more information about this release, see Announcing the Latest
Digi Software Solutions for DAL OS 23.12 Hrmware and Digi Remote
Manager on digi.com.

D October Release of DigiConnect EZ 16/32 firmware version 23.9:

2023
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Register a device to DRM:
* Added alink to the Dashboard of the local web Ul to register
and add the device to Digi Remote Manager.
Updated Dashboard:

e Updated the layout of the Dashboard page of the web Ul to
combine the network interface and cellular modem details into
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Revision | Date Description
a single Network Activity panel.

= Domain allow list:

e Added a Domain allow list feature to control what domains are
accessible through the Digi device.

= Fallback:

e Added afallback server setting to control which DNS server is
used as the fallback in the event that no configured or DHCP-
obtained DNS servers are available.

= MACsec tunnel:
* Added information about adding a MACsec tunnel.

Additional changes
Added Configure an email notification for a system event and Configure an
SNMP trap for a system event.

Trademarks and copyright

Digi, Digi International, and the Digi logo are trademarks or registered trademarks in the United States
and other countries worldwide. All other trademarks mentioned in this document are the property of
their respective owners.

© 2024 Digi International Inc. All rights reserved.

Disclaimers

Information in this document is subject to change without notice and does not represent a
commitment on the part of Digi International. Digi provides this document “asis,” without warranty of
any kind, expressed or implied, including, but not limited to, the implied warranties of fithess or
merchantability for a particular purpose. Digi may make improvements and/or changes in this manual
or in the product(s) and/or the program(s) described in this manual at any time.

Warranty

To view product warranty information, go to the following website:

www.digi.com/howtobuy/terms

Customer support

Gather support information: Before contacting Digi technical support for help, gather the following
information:

Product name and model

Product serial number (S)

FHrmware version

Operating system/browser (if applicable)
Logs (from time of reported issue)
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Trace (if possible)
Description of issue
Stepsto reproduce

Contact Digi technical support: Digi offers multiple technical support plans and service packages.
Contact us at +1 952.912.3444 or visit us at www.digi.com/support.

Feedback

To provide feedback on this document, email your comments to
techcomm@digi.com

Include the document title and part number (Digi Connect EZ 16/32 User Guide, 90002540 A) in the
subject line of your email.
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Hungarian--Magyar .............
Italian--ltaliano ..................

Polish--Polskie ...................
Portuguese--Portugués ...
Slovak--Sovak ...................

RF exposure statement ...

Federal Communication (FCC) Part 150assB ...

Radio Frequency Interfere

nce (RA) (FOC15.005) ... ...

European Community - CE Mark Declaration of Conformity (DoC) .......................c..cooii.

CE and UKCA OEM labeling re
CE labeling requirements

QUIrEMENtS ...

UK Conformity Assessed (UKCA) labeling requirements ...

RoHS compliance statement
Cautionary statements for Co

NNECt EZ 16/382 .

Residential environment Warnings ...

Product disposal instructions
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Digi Connect EZ 16/32 User Guide

This guide provides reference and usage information for the Connect EZ 16/32.

Digi Connect EZ is Digi’s next generation Device Server product line, providing connectivity for existing
critical assets in business, commercial, and industrial automation applications. This product line
builds on and extends the capabilities of our previous PortServer and Digi One products along with
enhanced manageability, security, intelligence, and performance, while offering seamless connectivity
for existing applications.

Applicable hardware

This user guide contains information for these Connect EZ 16/32 models. Hardware features are
shown in the table below.

Core
module
and
2
AnywhereUSB antenna
Name SKU MEl | Serial ports USB ports ports
Connect EZ 16 EZ16-A100 16 X
Connect EZ 16 MH EZ16-C100 X 16 X X
Connect EZ 32 EZ32-A100 32 X X
Connect EZ 32 MHE EZ32-C100 X 32 X X
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Get started with Connect EZ 16/32

This section explains what comes with each Connect EZ model, how to install the necessary software,
and how to connect the hardware.

For a list of the Connect EZ 16/32 variants, see the applicable hardware list.

Before you begin: Register your Connect EZ 16/32

Welcome to the Digi family! Register your new Connect EZ 16/32 today and start enjoying a suite of
exclusive benefits, including centralized management and 24/7 technical support. Click here to
register now!

Step 1: Open the box and remove components needed for the
initial install

You will need:

Connect EZ
16
OR
Connect EZ
32

Thisimage is of Connect EZ 32. The Connect EZ 16 has a blank panel covering
the top row of serial ports.
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Get started with Connect EZ 16/32 Sep 2: Connect the power supply

Equipment | Description

Ethernet Ethernet cable/RJ45 straight-through.
cable

One Ethernet cable isincluded in the box, but you will need two Ethernet
cables to complete the initial set up.

N\
O
& ®

Loopback RJ45M serial loopback plug is included for use with testing.

plug
Welcome The password used to log into the web Ul for the device is printed on the back of the
card card.

For information about all of the Connect EZ 16/32 components, see Connect EZ 16/32 component list.
In addition to the components in the box, you will need to supply the following:

Equipment | Description

Power cord | Anational mains power cord. Depending on the device variant ordered, a power
cord may be supplied. At least one power cord is required to power the device. If
your device is dual-powered, a second power cord is recommended.

For AC power supplies: Use an appropriate power cable meeting national standards
to connect to a standard outlet.

= EU/International: VDE Mark, conforming to IEC 60083, IEC 60227, or IEC
60320, with C13 to the appropriate national mains connector rated for 16Aat
250V.

® USA/Canada: URor UL Mark, conforming to UL 62, UL 817, or CSA-C22.2, with
C13to 5-15P, or NEMA locking connector rated for 10Aat 125V.

Step 2. Connect the power supply

1. Orient the device so the back of the device is facing you.

2. Connect the power cord to at least one power supply on the device.
3. Plugthe other end of the power cord to a main power supply.
4. If your device is dual-powered, repeat the process for the second power supply.
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Get started with Connect EZ 16/32 Sep 3: Connect to site network using an Bhernet LAN

If your device is single-powered, you can purchase and install an additional power supply unit.
See Install an additional power supply unit.

Step 3: Connect to site network using an Ethernet LAN

1. Orient the device so the front of the device is facing you
2. Connect one end of an Ethernet cable to your site network.
3. Connect the other end of the Ethernet cable to the ETH 1 port on the Connect EZ.

Step 4. Configure RealPort using the Digi Navigator

In this step, you will download and install Digi Navigator and configure RealPort.

1. Connect one end of the second Ethernet cable to the ETH 2 port on your device and the other
end to your computer or local network.

2. Download the Digi Navigator.
a. Navigate to the Digi Navigator support page.

b. Scroll down to the Product Resources tab, and in the Drivers & Patches section, click
Digi Navigator.

c. Fom thelist box, select the appropriate Microsoft Windows option from the list of driver
options.

d. dick the download link to download the Digi Navigator application.

3. When the download is complete, click on the downloaded .exe file. The Digi Navigator Setup
wizard displays.

4. Select which user(s) should be able to launch the Digi Navigator from this computer after it
has been installed:

= Anyone who uses this computer (all users): Any user who logs into this computer can
launch the Digi Navigator.

= Only for me. Only the user who was logged in to this computer when the Digi
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Get started with Connect EZ 16/32 Sep 4: Configure RealPort using the Digi Navigator

Navigator was installed can launch the Digi Navigator. Thisis the default.

F’J Digi Navigator Setup - X
Choose Installation Options
Who should this application be installed for? ":)’

Please select whether you wish to make this software available to all users or just yourself

(O Anyone who uses this computer (all users)

(® Only for me

There is already a per-user
installation. (C: \Users\eblaufus\AppData\Local \Programs\Digi Navigator)
Will reinstall fupgrade.

==

5. dick Install. The Completing Digi Navigator Setup screen displays.

6. Choose the Run Digi Navigator option to launch the Navigator when the installation is
complete.

| 58 Digi Navigator Setup -

Completing Digi Navigator Setup

Digi Navigator has been installed on your computer.

Click Finish to dose Setup.

Run Digi Navigator

< Back Cancel

7. dick Finish to complete the installation process. When installation is complete, the Digi
Navigator islaunched.

8. The Digi Navigator discoversthe Connect EZ 16/32 devices that are powered on and
connected to your network. When the process is complete, a list of the devices on your
network appears.

9. If more than one device is displayed in the list, you can verify the device you are working on by
looking at the unique serial number for the device on the back of the device's Welcome card.
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Get started with Connect EZ 16/32 Sep 4: Configure RealPort using the Digi Navigator

10. Configure RealPort on the device.
a. Cick the Configure device for RealPort button.

F5 DigiNavigator

Specify a device ~

EZ 32 Ez32-000042 v

10.10.74.109 HTTPS

RealPort Devices
Device IP Address COMs

EZ32-000042 10.10.74.109 41-49,51-57

b. Alogin screen for the devices web Ul displays.

c. Enter the device's default user name and password in the appropriate fields. The default

user name is admin and the default password is the unique password printed on the label
packaged with your device.

d. dick Submit. Aprogress message displays.
e. When RealPort configuration is complete, the Success message displays.

Success

f. Cick Cose to close the message.

11. Configure RealPort on your computer. The RealPort service is installed during this process.
a. dick Configure this PCfor RealPort.

J& Digi Navigator - o X

Specify a device A

EZ 32 £z32-000042 v

10.10.74.109 HTTPS

RealPort Devices

Device IP Address COMs

£232-000042 10.10.74.109 41-49,51-57

b. The Select starting COM list box displays.
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Get started with Connect EZ 16/32 Sep 5: Connect to the web Ul and update the firmware

c. Select the COM port that should be configured for RealPort. The first available port
displays by default.

d. dick Submit. Aseries of progress messages displays.
e. When the configuration is complete, a message displays.

EZ32-000042 was installed on COM1

f. Cick Aose to close the message. Configuration is complete.

Step 5: Connect to the web Ul and update the firmware

1. Fom the Digi Navigator, find your device.

JZ Digi Navigator - o X

Specify a device A~

EZ 32 EZ32-000042 v

10.10.74.109 HTTPS D

RealPort Devices

Device IP Address COMs

EZ32-000042 10.10.74.109 41-49,51-57

2. dick Open. The login screen for the web Ul launches.

3. Enter the user name and password for the Connect EZ 16/32 in the Username and Password
fields.

® User name: Admin

= password: The unique password is printed on the device label and also on the label
attached to the back of the Welcome card.

4. dick Login.
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Get started with Connect EZ 16/32 Sep 6: Validate RealPort connection

5. On the main menu, click System >Administration >Firmware Update.

& Dashboard B8 Status £+ System @ admin

Configuration Administration
# Device Configuration Terminal
& Digi Remote Manager® File System
B3 Serial Configuration Logs
Configuration Maintenance Support Report

e @—

Reboot

dick Download from server.

“

6. For Version:, select the most recent version of the device firmware.
7. dick Update Firmware.

Step 6: Validate RealPort connection

You can test your connection to a serial port using the loopback plug.

Before you begin, make sure a terminal emulator isinstalled on your laptop.

1. Insert the loopback plug into one of the serial ports on the Connect EZ 16/32.

2. Open your terminal emulator.

3. Select the serial port to which the loopback plug is connected. The port description includes
the name of the device, the port number on the device, and related COM port. For example:
"COM1.: EZ01-E00028-Port 1 (COM1)"

4. Open the port. When the connection has been make, the serial port LED is solid green.

5. Type data (such as "Hello" or "test") into the terminal emulator. The yellow serial port LED
flashes as you type.

= \When the loopback plug isinserted, the data will echo back to you.
= |f you remove the loopback plug, the data will not echo back to you.

Optional actions

The actions below are optional set-up items.
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Get started with Connect EZ 16/32 Optional actions

Action Description

Power supply | If desired, you can order an additional power supply unit and install it. This
unit enables you to have two power supplies for one device.

= EZPS-AC. Connect EZ 16/32 power supply kit, port-side intake. The thumb
screws used to connect the itemsto the Connect EZ are red.

See Install an additional power supply unit.

Cellular If you want to use a cellular connection to the Connect EZ 16/32, you can
connection connect the Digi CORE module and cellular antennas to the Connect EZ
hardware.

See Create a cellular connection using the CORE module.

Mount the You can mount the device on arack.

device See Mount the Connect EZ 16/32 on arack.

Connect to Digi | Connect to Digi Remote Manger to remotely manage a large number of devices.
Remote See Central management.

Manager

AnywhereUSB | Your Connect EZ 16/32 includes two USB ports, which act as an AnywhereUSB 2
ports Plus Hub. The USB ports can only be used in conjunction with the
AnywhereUSB Manager, which must be installed separately.
See AnywhereUSB 2 Plus USB ports on a Connect EZ 16/32.
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Hardware

Connect EZ 16/32 component list

Verify that you have the following included equipment.

Included equipment for Connect EZ 16/32

These components are included in the box.

Equipment | Description

Connect EZ
16
Connect EZ
32

I |oGI”

Thisimage is of Connect EZ 32. The Connect EZ 16 has a blank panel covering
the top row of serial ports.

For detailed information about the panels, see:

® Front panel and LEDs
= Back panel

Ethernet Ethernet cable/R145 straight-through
cable Connect to a site network using an Ethernet cable. See Connect to site network

using an Ethernet LAN.

Console RJ45F to DBI9F RS232 Serial adapter.
Adapter Connect the console adapter to a straight-through R145 cable, and then connect
that cable to the Console port on the front of the device.

Mounting The Connect EZ 16/32 ships with rack mount ears pre-attached.
bracket For mounting instructions, see Mount the Connect EZ 16/32 on a rack.
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Hardware Connect EZ 16/32 component list

Equipment | Description

Loopback | RJ45M serial loopback cable is included for use with testing.
cable

Device label | Alabel sticker that includes information about the device is attached to the
sticker Welcome card. You should retain this label sticker and card with your hardware
records. For more information about the label, see Device label sticker sample.

Note This label includes the unique default password for the device. This unique
password will be needed if the device is factory reset and you want to access the
web Ul on the device.

Additional required equipment

Power cord | Anational mains power cord. Depending on the device variant ordered, a power
cord may be supplied. At least one is required to power the device. If your device is
dual-powered, a second power cord is recommended.

For AC power supplies: Use an appropriate power cable meeting national standards
to connect to a standard outlet.

= EU/International: VDE Mark, conforming to IEC 60083, IEC 60227, or IEC
60320, with C13 to the appropriate national mains connector rated for 16A at
250V.

®m USA/Canada: URor UL Mark, conforming to UL 62, UL 817, or CSA-C22.2, with
C13to 5-15P, or NEMA locking connector rated for 10Aat 125V.

For information about connecting the power supply, see Power the Connect EZ
16/32.

Optional additional equipment

Power Each Connect EZ 16/32 has one power supply installed by default. You can order a
supply unit | dual-powered device with two power suppliesinstalled by default, or you can
purchase a second power supply unit and install it.

® EZPS-AC. Connect EZ 16/32 power supply unit, port-side intake. The thumb
screws used to connect the items to the Connect EZ are red.

See Install an additional power supply unit.

Optional additional cellular equipment

These items are only needed if you are using a CORE module to connect to a cellular network.
For more information, see Create a cellular connection using the CORE module.

Digi Connect EZ 16/32 User Guide 30



Hardware Front panel and LEDs

Equipment Description
CORE module
ASIMcard is also required.
SIM card An activated SIM card provided by your cellular network operator. You can insert

up to two SIM cards in the CORE module. See Create a cellular connection using
the CORE module.
The CORE module supports the standard mini-SIM cards (2FF).

LTE Antenna Up to two LTE antennas can be attached. See Create a cellular connection using
) the CORE module.

Front panel and LEDs

Item Name Description

1 Micro-SD  Insert an SD card.

2 Console Connect the RJ45F to DBIF RS232 console adapter to the Console port.

3 USB 3.01 | Thetwo USB ports act as an AnywhereUSB 2 Plus Hub. The USB ports can

USB 3.0 2 | only be used in conjunction with the AnywhereUSB Manager, which
must be installed separately.
You can use the Manager connect to and monitor the devices connected
to the USB ports. You can configure the AnywhereUSB service and
Manager from the Connect EZ 16/32 web UL.
See AnywhereUSB 2 Plus USB ports on a Connect EZ 16/32.

4 SFP+ 1 Connect an SFP+ transceiver module for fiber connection, such as Fnisar
SFP+ 2 Network FTLX8574D3BCL SFP+.

Thisis available on all models except for the Connect EZ 8 model
(EZ08-A100).
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Hardware Front panel and LEDs

Item Name Description

Connect EZ 16/32 can support both a copper port and and an SFP+
port at the same time. If an SFP+ port is enabled, the SFP+ port LED will
illuminate if an SPFtransceiver isinstalled, regardless of whether the
optical/fiber cable is connected end-to-end.

5 ETH 1 Use the ETH 1 port to connect the device to your local hetwork using an
Ethernet cable. See Connect to site network using an Ethernet LAN.
The ETH 1 LED shows the status of the connection.
= Yellow (right): There is activity on the port.
= Green (left): The port isin use.
5 ETH 2 Use the ETH 2 port to connect to a second Ethernet port. Thisis useful
for redundancy or if you have more than one network.
The ETH 2 LED shows the status of the connection.
= Yellow (right): There is activity on the port.
= Green (left): The port isin use.

6 Serial Use the serial portsto connect to devices and equipment to the Connect
ports 1-16 | EZ 16/32. See Connect equipment to the Connect EZ serial port.
OR The serial port LED shows the status of the connection.
1-32

= Yellow (right): The port isin use. The LED may be solid or blink,
depending on the traffic speed.

®m Green (left): Adevice is connected to the port.

7 Fanl LED | The LED showsthe status of Fanl that isincluded with PSU1, which is on
the right side of the back of the device.
Solid green: The fan is running within normal range of use.
Solid red: The fan slows down or the device is overheating.

7 Fan2 LED | The LED showsthe status of Fan2 that is included with PSU2, which is on
the Ift side of the back of the device.

® Solid green: The fan is running within normal range of use.
® Solid red: The fan slows down or the device is overheating.

7 Sys. Fan | The LED shows the status of Sys. Fan, which is the fan on the back of the
LED device that is not associated with a PSU (power supply unit).

® Solid green: The fan is running within normal range of use.
® Solid red: The fan slows down or the device is overheating.

8 PSU1 LED | The LED shows the status of power supply and fan unit on the left. This
power supply and fan unit is factory-installed.

® Solid blue: The device is powered on.
® Solid red: The device is not powered or the supply has failed.

8 PSU2 LED | The LED shows the status of power supply and fan unit on the right. This
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Hardware

Item

Name

Back panel

Description
power supply and fan unit is optional.

® Solid blue: The device is powered on.
® Solid red: The device is not powered or the supply has failed.

User LED | LEDused for the Find Me feature. When this feature is activated, the LED

blinks orange and then green.

VWWAN Shows the strength of the WWAN signal.
Signal LED

VWWAN Shows the status of the WWAN service.
Service

LED

Back panel

1

4

5

Item

Name
PSU2

VWWAN1
VWWAN2

Core
Module

Reset

System
Fan

PSU1

Description

Alocation for an optional second power supply for devices that are dual-
powered.

Your device may have a second power supply installed from the factory, but if
not you can purchase a second power supply unit and install it.

See Install an additional power supply unit.

The second power supply allows for additional power for the device.

See Power the Connect EZ 16/32.

Attach cellular antennas if the CORE module is used to complete a cellular
connection. The antenna mounts are covered with a black button that can be
removed.

See Create a cellular connection using the CORE module.

Insert a Digi Core Modem to complete a cellular connection.

Use these thumb screws to remove the CORE module plate so that you can
insert the CORE module.

See Create a cellular connection using the CORE module.

Press the Reset button to reset the device to the factory default settings. See
Use the RESET button to reset your device to the factory defaults.

Provides air flow for the device.

The power supply for a device.
See Power the Connect EZ 16/32.
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Hardware Change the password on the Connect EZ

Change the password on the Connect EZ

The unique, factory-assigned password for the default admin user account is printed on the bottom
label of the device and on the loose label included in the package. For ease of use, you may want to
change the password from the default.

If you erase the device configuration or reset the device to factory defaults, the password for the
admin user will revert to the original, factory-assigned default password.

. Loginto the Connect EZ 16/32 WebUI as a user with full Admin access rights.
. Onthe menu, click System > Device Configuration. The Configuration window appears.

1
2
3. dick Authentication >Users > Admin.
4

. For Password, enter the new password. The password must be at least eight characterslong
and must contain at least one uppercase letter, one lowercase letter, one number, and one
special character.

5. dick Apply to save the configuration and apply the change.

For more detailed information about this process, see Change the default password for the admin
user.

Create a cellular connection using the CORE module

This section explains how to connect the Digi CORE®module and cellular antennas to the Connect EZ
hardware.

As an alternative, you can also use an Ethernet LAN connection. See Connect to site network

using an Ethernet LAN.

Prerequisites

= Activated SIM card from your cellular network provider.
= Digi COREmodule. Thisis purchased separately.

To connect the hardware and connect to the cellular network:
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Hardware Connect to site network using an Bhernet LAN

1. Make sure that your device is powered down before removing or installing the module.
CORE modules are not hot-swappable.

2. Insert your activated SIM card into the CORE module. The notched end of SIM card should be
inserted first, with the gold metal contacts facing down. You will hear a click once the SIMis
completely inserted.

If one SIM card is being used, insert the SIM card into the SIM 1 slot.

3. Insert the CORE module into the device.
a. Orient the device so the front of the device is facing you.
b. Unscrew the CORE module slot cover from the back of the device.

c. Insert the COREmodule into the slot. Make sure the pin holes on the back of the module
match the location of the pinsin the slot.

d. Push the moduleinto the slot.
e. Push the white handle down until you hear it click.

f. Optionally, you can screw one of the CORE module cover screws into the center of the
handle.

g. Place the CORE module cover over the end of the device. Make sure that the antenna
labels are oriented correctly.

h. Push the cover in place.

4. Attach both of the cellular antennas. While gripping the metal connector section with your
thumb and forefinger, tighten until secure. Do not tighten the antenna by holding any part of
the plastic antenna housing.

5. Plug the power supply cord into at least one of the power supplies on the back of the device.
6. Plugthe power supply unit into an AC power outlet to power up the Connect EZ.

Connect to site network using an Ethernet LAN

This section explains how to connect to a site network using an Ethernet cable.

1. Connect one end of an Ethernet cable to your site network.

2. Connect the other end of the Ethernet cable to either the ETH 1 or the ETH 2 port on the
Connect EZ. By default a DHCP request will be sent to the local Ethernet network.

If you do not have a DHCP server on your network, you can connect locally over 192.168.210.1.
See Using the local web interface.
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Connect equipment to the Connect EZ serial port

After your device is connected and powered up, you can connect equipment to the device using the
serial ports.

The serial port on the Connect EZ provides console access to connected critical equipment through a
connected Ethernet LAN. Connect your network device to the Connect EZ serial port. For pinout
information, see Serial connector pinout.

You must use a cable with an RI45 (10 pin) connector to connect to a serial port on the Connect EZ.
Consult the user guide for the device you are connecting to the Connect EZ to determine the
connector type, cable type, and pinout positions for your specific device.

The serial port is enabled by default. The network devices connected to the serial port may be
accessed using RealPort, Digi Remote Manager, the local web user interface, TCP, telnet, or SSH
connections. TCP, telnet and SSH connectionsto serial ports are disabled by default and must be
enabled by a device-specific configuration.

Connect equipment to a serial port

You can connect equipment to a serial port on the Connect EZ 16/32, and access it using a terminal
emulator program, such as Tera Term or Putty.

Before you begin, make sure aterminal emulator is installed on your laptop and you have a
serial cable.

1. Connect one end of a serial cable to a serial port on the Connect EZ 16/32.

2. Connect the other end of the serial cable to your equipment.
3. \erify the connection between the Connect EZ 16/32 and the equipment.
a. Open your terminal emulator.
b. PressEnter.
c. When the connection has been make, the serial port LED is solid green.

Serial connector pinout

The Connect EZ has an R145 (10 pin) serial connector. The table below contains the pinout
information.

If you enable Altpin in EIA-232 mode, the DCD and DSR signals are swapped. This allows use of DCD
with 8-wire cables. Altpin has no impact on 422 or 485 mode.
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Mount the Connect EZ 16/32 on a rack

All Connect EZ Models MEI models only MEl models only

Digi RJ45 | Digi RJ45 ElA-232 Signals (DTE) ElA-422/485 EIA-485
10-pin 8-pin Full-duplex Half-duplex
1 Rl TxD- TxD-
2 1 DSR (DCD¥) RxD- RxD-
*When Altpin is enabled

3 2 RTS RTS+ N/A
4 3 GND GND GND
5 4 TxD TxD+ TxD+
6 5 RxD RxD+ RxD+
7 6 SG SG SG

8 7 CTS CTS+ N/ A
9 8 DTR RTS N/A
10 DCD (DSRY) CTS N/A

*When Altpin is enabled

Mount the Connect EZ 16/32 on a rack

The Connect EZ 16/32 can be mounted on a rack using the pre-attached ears. Refer to your rack
installation guide to determine the type of screws required by your rack for secure installation.

1. Place the device on the rack and line up the oval holes on the pre-attached ear with your rack.

2. Using the screws recommended by your rack installation guide, attach the device to the rack.
Carefully tighten the screws so that the device is firmly attached to your mounting rack.

Power the Connect EZ 16/32

Each device is single-powered by default. If theConnect EZ 16/32 is dual-powered, you can use two
power cordsto power the device.

1. Orient the device so the back of the device is facing you.

2. Connect the power cord to at least one power supply. The power supply on the right is
available by default.

3. Plugthe other end of the power cord to a main power supply.
4. If your device is dual-powered, repeat the process for the second power supply.
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Power loss and Connect EZ 16/32 configuration

Power loss and Connect EZ 16/32 configuration

The Connect EZ 16/32 retains its configuration if power is lost and then power is restored when the
device is plugged into a main power supply, or if the device is commanded to restart automatically or
interactively.

Install an additional power supply unit

If you have a single-powered device, you can purchase and install a second power supply unit.
The following part can be purchased: EZ-PSIK: Connect EZ 16/32cpower supply kit, port-side intake.
You will need a screwdriver to complete the installation.

To install a power supply:

1
2.

Orient the device so the back of the device is facing you.
Using a screwdriver, remove the plate on the left side of the device.

Orient the power supply unit so that the exhaust is on the left and the power point is on the
right.

Insert the unit into the slot on the left side of the device.

Turn the red thumb screws to securely attach the unit to the device case.

Use the RESET button to reset your device to the factory

defaults

You can reset the Connect EZ to the factory default settings. Resetting the device to factory defaults
performs the following actions:

A wbd PP

Clears all configuration settings.

Al firmware updates are deleted.

Deletes all user files.

Regenerates SSH keys.

Qears event and system log files.

Creates a new event in the event log, indicating a factory reset.

While the settings are reset, the device's firmware version remains the same.

Make sure that the Connect EZ has been powered on for at least 30 seconds.
Locate the Reset button on the back of the device.

Using a pinhole tool, press and briefly hold the RESET button.

The device resets to factory defaults and then reboots automatically.

Discover the IP address using the Digi Navigator
You can use the Digi Navigator to quickly discover the IP address for the Connect EZ 16/32.
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Discover the device's IP address; Additional methods

1. To ensure that your computer and device are connected to each other and your local network,
make the following connections:

= Connect the device to your computer with an Ethernet cable.

= Connect the device to your local network with an Ethernet cable.

= Connect your computer to your local network with an Ethernet cable.
2. Download and install the Digi Navigator.
3. Launch the Digi Navigator.

4. The tool discovers the Connect EZ 16/32 devices that are powered on and connected to your
network. When the process is complete, alist of the devices appears.

= Connected to a network: By default, the HTTPS service is enabled and used to find an
IP address for the Connect EZ 16/32. Other services can be enabled if needed from the
Filters section. See Services used to discover a device when connected to a network.

= Connected directly to a device or on a network with no DHCP server: In either of
these situations, a default IP address is assigned to the device. You can specify the
filters used to assign an IP address. See Use the autodiscovery protocol to discover a
device and Assign a generic IP address to the device.

5. Expand a device to display the IP address.

Discover the device's IP address: Additional methods

The IP addressis used to log in to the Web Ul for the device. If you do not have access to the Digi
Navigator, you can use either of these methods to discover the IP address.

®  Manually configure the PCand assign an IP address to the device
= Connect to the local Web Ul on the Connect EZ

Manually configure the PCand assign an IP address to the device

You can manually assign an IP address to the device.

Prerequisites

= An Ethernet cable must be connected to the device and your network.
= Apower supply must be connected to the device and the device powered on.
= Determine the IP address that you want to assign to the device.

To configure your laptop and assign an IP address:

1. Onyour PC, navigate to the Ethernet network settings dialog.
2. dick the Internet Protocol Version 4 (TCP/IPv4) parameter.
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. Ethernet Properties X
Networking  Sharing

Connect using:

@ Intel(R) Ethernet Connection 1219-V

@ "% Client for Microsoft Networks A
» "W File and Printer Sharing for Microsoft Networks

% "8 QoS Packet Scheduler

<

! Microsoft Network Adapter Multiplexor Protocol

“ . Microsoft LLDP Protocol Driver

“ . Internet Protocol Version 6 (TCP/IPv6) v
< >

This connection uses the following items:

Install... Uninstall Properties
Description

Transmission Control Protocol/Internet Protocol. The default
wide area network protocol that provides communication across
diverse interconnected networks.

OK Cancel

3. dick Properties. The Internet Protocol Version 4 (TCP/IPv4) Properties dialog appears.
4. Select Use the following IP address.

IMPORTANT: Make note of the current IP address entries for IP address, Subnet mask,
and Default gateway. You will need this information to complete the final step of the process.

5. Configure with the following details:
® |P address for PC: 192.168.210.2
= Subnet: 255.255.255.0
= Gateway: 192.168.210.1

Internet Protocol Version 4 (TCP/IPv4) Properties x
General

Yfou can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(O Obtain an IP address automatically
(@) Use the following TP address:

IP address: 192 . 168 . 210 . 2
Subnet mask: 255 .255.255. 0
Default gateway: 192 . 168 . 210 . 1

Obtain DNS server address automatically
(® Use the following DNS server addresses:

Preferred DNS server:

Alternate DNS server:

|

[ validate settings upon exit Ry

Cancel

dick OK.
Open a browser window.
Enter the default gateway IP address: 192.168.210.1

© © N O

Log into the device using the default user name and password. The default user name isadmin
and the default password is the unique password printed on the label packaged with your
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device. For more detailed instructions, see Connect to the local \Web Ul on the Connect EZ.
10. Update the IP address for the device.
11. Onyour PC, revert the IP address information to the original entries.
a. Returntothe Internet Protocol Version 4 (TCP/IPv4) Properties dialog.
b. Enter the original IP address entries for IP address, Subnet mask, and Default gateway.
c. Cick OK.

Connect to the local Web Ul on the Connect EZ

Once you are connected to the local Web Ul, you can configure your device.

You can also use the Digi Navigator to access the web Ul and configure the device. See Access
the web Ul from the Digi Navigator.

1. Make sure that an Bthernet cable is connected to the Connect EZ 16/32's ETH 1 port and to a
laptop or PC.
2. Open abrowser and enter the IP address for the device.

3. Loginto the device using the default user name and password. The default user name isadmin
and the default password is the unique password printed on the label packaged with your
device.

4. After logging in, the local web admin dashboard is displayed.

The dashboard shows the current state of the device.

Dashboard

area Description

Network Summarizes network statistics: the total number of bytes sent and received over all
activity configured bridges and Ethernet devices.

Digi Remote | Displays the device connection status for Digi Remote Manager, the amount of time
Manager the connection has been up, and the Digi Remote Manager device ID.
See Using Digi Remote Manager.

Device Displays the Connect EZ 16/32 device's status, statistics, and identifying information.
Network Displays the status of the network interfaces configured on the device.
Interfaces

For more information, see Using the local web interface.

Device label sticker sample

Adevice label sticker that includes information about the device is included in the box. You should
retain this label sticker with your hardware records.
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/DIGI” Gomeatez?

www.digi.com

=] =]
1 e AEETY

EJ.I:

2 x<sozmx X

SKU: EZ?7-%:(x ————
Rev: 727 —— |
Password: PW1234567890«—— &

LT LT R

MAC: 112233:445566 ~——

(T ONN T
EZ01-123.

DG |

PN: 50002079-01 ??? «+—

/

i o

1 | QRcode
2 | Label part
number

3 | Product name

4 Device part
number (SKU)
and revision

5 | Password

6 | MACaddress

7 | Serial number

8 | Device kit part
number and
revision level

Scan the QR code to display a semicolon separated list of:
ProductName;Devicel D;Password;SerialNumber; SKUPart Number
SKUPartRevision

Note the space between SKUPartNumber and SKUPartRevision

Example: Connect EZ 02;00000000-00000000-112233F
FF445566;PW1234567890;E202-123456;E202-C000 B

Label part number and revision level.

Product name, such as Connect EZ Mini, Connect EZ 2, or Connect EZ 8.
Device part number (SKU number) and revision. For example, EZ02-C000 A

The unique default password for the device. This unique default password
will be needed if the device is factory reset and you want to access the web
Ul on the device.

The MAC address for the device.

The unique serial number assigned to the device. The SN is needed when
submitting a Digi support ticket.

The part number and revision level of the device kit.
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This chapter contains the following topics:

Review Connect EZ 16/32 default Settings ... .
Change the default password for theadmin user ...,
Configuration Methods .. .. .
Using Digi RemoOte Manager ... ..
Access Digi Remote Manager ...
Using thelocal web interface .. ... . .
Use the local REST API to configure the Connect EZ16/32device ...
Accessthe terminal screen fromtheweb Ul . .
Usingthecommand liNe .. ... ...
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Review Connect EZ 16/32 default settings

You can review the default settings for your Connect EZ 16/32 device by using the local WebUI or Digi
Remote Manager:

Local WebUI

1. Loginto the Connect EZ 16/32 WebUI as a user with Admin access.
2. Onthe menu, click System > Device Configuration.

Digi Remote Manager

1. If you have not already done so, connect to your Digi Remote Manager account.
2. dick Device Management to display a list of your devices.

3. Locate and select your device as described in Use Digi Remote Manager to view and manage
your device.

4. dick Configure.
The following tables list important factory default settings for the Connect EZ 16/32.

Default interface configuration

Preconfigured

Interface type interfaces Devices Default configuration
Wide Area Networks (WANs) | = Modem = \WWAN1 = Hrewall zone: External
cellular = \WAN priority: Metric=3
modem m SMfailover after 5
attempts
Ethernet Network = EFTH1 = Fthernet: = Hrewall zone: Edge
ETH1 = DHCP client enabled
= ETH2 = Bhernet: = Hrewall zone: Edge
ETH2 = DHCP client enabled
= | oopback = Fthernet: = Hrewall zone:
Loopback Loopback
® |Paddress: 127.0.0.1/8
= Default IP = Bhernet: = Hrewall zone: Setup
ETH1 = |Paddress
192.168.210.1/24
= Default Link- = Fthernet: = Hrewall zone: Setup
local IP ETH1 = |Paddress
169.254.100.100/ 16
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Other default configuration settings

Feature Configuration

Central = Digi Remote Manager enabled as the central management service.
management
Security policies ® Packet filtering allows all outbound traffic.

® SSHand web administration:
¢ Enabled for local administration
¢ Hrewall zone: Set up
Monitoring = Device heath metrics uploaded to Digi Remote Manager at 60 minute
interval.
= SNMP: Disabled

Change the default password for the admin user

The unique, factory-assigned password for the default admin user account is printed on the bottom
label of the device and on the loose label included in the package.

If you erase the device configuration or reset the device to factory defaults, the password for the
admin user will revert to the original, factory-assigned default password.

To change the default password for the admin user:

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dick the Device ID.
c. Cick Settings.
d. dickto expand Config.

Local Web UI:
a. Onthe menu, click System. Under Configuration, click Device Configuration.

The Configuration window is displayed.
3. dick Authentication >Users >admin.
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4. Enter a new password for the admin user.The password must be at least eight characters long
and must contain at least one uppercase letter, one lowercase letter, one number, and one
special character.

5. dick Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions > Open Console, or log into the
Connect EZ 16/32 local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Set anew password for the admin user. The password must be at least eight characterslong
and must contain at least one uppercase letter, one lowercase letter, one number, and one
special character.

(config)> auth user admin password new-password
(config)>

4. Save the configuration and apply the change

(config)> save
Configuration saved.
>

5. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Configuration methods

There are two primary methods for configuring your Connect EZ 16/32 device:

= Web interface.
The web interface can be accessed in two ways:
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e Central management using the Digi Remote Manager, a cloud-based device management
and data enablement platform that allows you to connect any device to any application,
anywhere. With the Remote Manager, you can configure your Connect EZ 16/32 device and
use the configuration as a basis for a Remote Manager configuration which can be applied
to other similar devices. See Central management for more information about using the
Remote Manager to manage and configure your Connect EZ 16/32 device.

e Thelocal web interface. See Using the local web interface for more information about
using the local web interface to manage and configure your Connect EZ 16/32 device.

Changes made to the device's configuration by using the local web interface will not
be automatically reflected in Digi Remote Manager. You must manually refresh Remote
Manager for the changes to be displayed.

Web-based instructions in this guide are applicable to both the Remote Manager and the local
web interface.

= Command line.

Arobust command line allows you to perform all configuration and management tasks from
within a command shell. Both the Remote Manager and the local web interface also have the
option to open a terminal emulator for executing commands on your Connect EZ 16/32 device.
See Using the command line for more information about using the command line to manage
and configure your Connect EZ 16/32 device.

In this guide, task topics show how to perform tasks:

Shows how to perform atask by using the local web interface.

Shows how to perform atask by using the command line interface.

Using Digi Remote Manager

By default, your Connect EZ 16/32 device is configured to use Digi Remote Manager as its central
management server. Devices must be registered with Remote Manager using one of the following
options:
= Aspart of the getting started process. See the for information.
= |f you have not registered the device already, you can do so using the Device ID, MAC address,
IMHEL, or your Remote Manager login credentials. See Add a device to Remote Manager.

For information about configuring central management for your Connect EZ 16/32 device, see Central
management.

Access Digi Remote Manager
To access Digi Remote Manager:

1. If you have not already done so, go to https://myaccount.digi.com/ to sign up for a Digi
Remote Manager account.

2. Check your email for Digi Remote Manager login instructions.
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3. Gotoremotemanager.digi.com.
4. Enter your user name and password. The Digi Remote Manager Dashboard appears.

Using the local web interface
To connect to the Connect EZ 16/32 local Web UI:

1. Use an Ethernet cable to connect the Connect EZ 16/32's ETH2 port to a laptop or PC.
2. Open abrowser and go to 192.168.2.1.
3. Loginto the device using a configured user name and password.

The default user name is admin and the default password is the unique password printed on
the label packaged with your device.

Review the dashboard

After logging in, the local web admin dashboard is displayed.
The dashboard shows the current state of the device.

Network B Summarizes network statistics: the total number of bytes sent and
activity received over all configured bridges and Ethernet devices.

= Displays the status of the network interfaces configured on the device.

= Provides information about the signal strength and technology of the
cellular modem(s).

Digi Remote Displays the device connection status for Digi Remote Manager, the amount of
Manager time the connection has been up, and the Digi Remote Manager device ID.

See Using Digi Remote Manager.

The links in this section enable you to do the following:

= [ aunch Digi Remote Manager: dick Go To Digi Remote Manager to
open the Digi Remote Manager login page.

®  Add a device to Remote Manager: dick Register device in new
account to add a device to Remote Manager using your Remote Manager
login credentials.

Device Displays the Connect EZ 16/32 device's status, statistics, and identifying
information.

AnywhereUSB | Displays information about the AnywhereUSB service that is used with the

Service AnywhereUSB USB ports.
Qick Show Details to navigate to the AnywhereUSB Status page for more
detailed information about the USB ports.

Serial Ports Displays information about the serial ports on the Connect EZ 16/32. Each serial
port isidentified by port name or number, followed by the serial port mode

configured for the port.
The icons next to the port name or number shows the serial port status:
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Dashboard area | Description

® Empty circle: Port is not connected.
= Green circle: Active connection on the port.
® Red X: No signal, which is an error state where the port is not available.

® Down arrow: One of the control signalsis not active. Thisicon may
display For for ports configured in Remote Access serial port mode and
that have a signal monitor enabled (CTS or DCD) in the Monitoring
Settings section.

You can click the icons at the top of the section to access other pages:

®m Blue"i": dick to access the Serial Status page.
= Blue wrench: dick to access the Serial Configuration page.

Log out of the web interface
®  On the main menu, click your user name. dick Log out.

& Dashboard B4 Status £ System © admin

K

Use the local REST API to configure the Connect EZ 16/32 device

Your Connect EZ 16/32 device includes a REST API that can be used to return information about the
device's configuration and to make modifications to the configuration. You can view the REST AP
specification from your web browser by opening the URL:

https://ip-address/cgi-bin/config.cgi
For example:

https://192.168.210.1/cgi-bin/config.cgi

Use the GET method to return device configuration information
To return device configuration, issue the GET method. For example, using curl:

$ curl -k -u admin https://ip-address/cgi-bin/config.cgi/value/path -X GET
where:

= jp-addressisthe IP address of the Connect EZ 16/32 device.
= pathisthe path location in the configuration for the information being returned.

To determine allowed values for path from the Admin CLI:

1. Select the device in Remote Manager and click Actions >Open Console, or log into the
Connect EZ 16/32 local command line as a user with full Admin access rights.
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Depending on your device configuration, you may be presented with an Access
selection menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. At the config prompt, type ? (Question mark):

(config)> ?

auth Authentication
cloud Central management
firewall Firewall
monitoring Monitoring

network Network

serial Serial

service Services

system System

vpn VPN

(config)>

The allowed values for path are listed in the first (left) column.

4. To determine further allowed path location values by using the ? (question mark) with
the path name:

(config> service ?
Services

Additional Configuration

dns DNS

iperf IPerf

location Location

mdns Service Discovery (mDNS)
modbus_gateway Modbus Gateway
multicast Multicast

ntp NTP

ping Ping responder
snmp SNMP

ssh SSH

telnet Telnet

web_admin Web administration

(config)> service
For example, to use curl to return the ssh configuration:
$ curl -k -u admin https://192.168.210.1/cgi-bin/config.cgi/value/service/ssh -

X GET
Enter host password for user 'admin':
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{
ok": true,
"result": {
"type": "object",
"path": "service.ssh"
, "collapsed": {
"acl.zone.0": "internal"
J
"acl.zone.1l": "edge"
)
"acl.zone.2": "dipsec"
J
"acl.zone.3": "setup"
)
"enable": "true"
J
llkeyll . nmn
)
"mdns.enable": "true"
5mdns.name": "
)
"mdns.type": "_ssh._tcp."
l’lportH: "22!’
)
"protocol.0": "tcp"
}
3
}
$

You can also use the GET method to return the configuration parameters associated with an item:

curl -k -u admin https://192.168.210.1/cgi-bin/config.cgi/keys/service/ssh -X
GET

Enter host password for user 'admin':

{ "ok": true, "result": [ "acl", "custom", "enable", "key", "mdns", "port",
"protocol" ] }

Use the POST method to modify device configuration parameters
and list arrays

Use the POST method to modify device configuration parameters
To modify configuration parameters, use the POST method with the path and value parameters.

$ curl -k -u admin "https://ip-address/cgi-
bin/config.cgi/value?path=path&value=new_value" -X POST

where:

= pathisthe path to the configuration parameter, in dot notation (for example,
ssh.service.enable).

® new_valueisthe new value for the parameter.
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For example, to disable the ssh service using curl:

$ curl -k -u admin "https://192.168.210.1/cgi-
bin/config.cgi/value?path=service.ssh.enable&value=false" -X POST
Enter host password for user 'admin':

{ "ok": true }

$

Use the POST method to add itemsto a list array
To add itemsto alist array, use the POST method with the path and append parameters. For
example, to add the external firewall zone to the ssh service:

$ curl -k -u admin "https://192.168.210.1/cgi-
bin/config.cgi/value?path=service.ssh.acl.zone&append=true&value=external" -X

POST

Enter host password for user 'admin':

{ "ok": true, "result": "service.ssh.acl.zone.4" }
$

Use the POST method to add objectsto a list array

Objectsin an array that require one or more underlying values can be set using the collapsed URI
parameter. We recommend including the -g option as well, to instruct curl to turn off globbing. The
below example would add a new static route for the WAN interface for the 1.2.4.0/24 destination
network:

$ curl -g -k -u admin "https://192.168.210.1/cgi-
bin/config.cgi/value?path=network.route.static&append=true&collapsed
[dst]=1.2.4.0/24&collapsed[interface]=/network/interface/wan" -X POST
Enter host password for user 'admin':

{ "ok": true, "result": "network.route.static.1" }

$

Use the DELETE method to remove items from a list array
To remove items from a list array, use the DELETE method. For example, using curl:

$ curl -k -u admin "https://192.168.210.1/cgi-bin/config.cgi/value?path=path

where path is the path to the list item, including the list number, in dot notation (for example,
service.ssh.acl.zone.4).

For example, to remove the external firewall zone to the ssh service:

1. Usethe GET method to determine the SSH service's list number for the external zone:

$ curl -k -u admin "https://192.168.210.1/cgi-
bin/config.cgi/value?path=service/ssh/acl/zone -X GET

{
"ok": true,
"result": {
"type": llarrayu ,
"path": "service.ssh.acl.zone"
5 "collapsed": {
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lloll:

lllll:

llzll:

||3||:

||4|| :

}
$

"internal"
lledge"
"ipsec"
"setup"

"external"

Access the terminal screen from the web Ul

2. Use the DELETE method to remove the external zone (list item 4).

$ curl -k -u admin https://192.168.210.1/cgi-
bin/config.cgi/value?path=service.ssh.acl.zone.4 -X DELETE
Enter host password for user 'admin':

{ "ok": true }

$

Access the terminal screen from the web UI

Auser can log into a terminal screen and use CLI commands to access features.

You can also access the terminal screen from a port listed in the Serial Status page.

o > w D e

Connecting to port5:

Login to the web UL.

Qick System >Terminal. The Terminal screen displays.

When prompted, enter your user name and password.

Enter the number of the port that you want to access.

Information about the port you are connected to displays, as well as commands.

Settings: 9600, 8, 1, none, none
Type '~b.' to disconnect from port
Type '~b?' to list commands

6. Enter ~b?to display additional commands.

Command
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Send a BREAK sequence.
Clear the history buffer.
Send a DTRreset sequence.

Display a list of commands.
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7. Enter ~b. to disconnect from the port.
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Using the command line
The Digi Connect EZ 16/32 device provides a command-line interface that you can use to configure the
device, display status and statistics, update firmware, and manage device files.

See Command line interface for detailed instructions on using the command line interface and see
Command line reference for information on available commands.

Access the command line interface

You can access the Connect EZ 16/32 command line interface using an SSH connection, a telnet
connection, or a serial connection. You can use an open-source terminal software, such as PuTTY or
TeraTerm, to access the device through one of these mechanisms.

You can also access the command line interface in the WebUI by using the Terminal, or the Digi
Remote Manager by using the Console.

To access the command line, your device must be configured to allow access, and you must log in as
a user who has been configured for the appropriate access.

For further information about configuring access to these services, see:
® Serial: Serial port
= WebUI: Configure the web administration service
®  SSH: Configure SSH access
®m Telnet: Configure telnet access

Log in to the command line interface

L

Connect to the Connect EZ 16/32 device by using a serial connection, SSH or telnet, or the
Terminal in the WebUI or the Console in the Digi Remote Manager. See Access the command
line interface for more information.

= For serial connections, the default configuration is:
e 115200 baud rate
* 8databits
* no parity
» 1 stop bit
« no flow control

®  For SSH and telnet connections, the default IP address of the device is 192.168.2.1 on
the.

2. At thelogin prompt, enter the username and password of a user with Admin access:

login: admin
Password: **x*xx*xx*x*x%

The default username is admin. The default unique password for your device is printed on the
device label.

3. Depending on the device configuration, you may be presented with another menu, for
example:
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Access selection menu:

a: Admin CLI
q: Quit

Select access or quit [admin]

Type a or admin to access the Connect EZ 16/32 command line.

You will now be connected to the Admin CLI:

Connecting now...

Press Tab to autocomplete commands

Press '?' for a list of commands and details
Type 'help' for details on navigating the CLI
Type 'exit' to disconnect from the Admin CLI

>

Using the command line

See Command line interface for detailed instructions on using the command line interface.

Exit the command line interface

1. At the command prompt, type exit.

> exit

2. Depending on the device configuration, you may be presented with another menu, for

example:
Access selection menu:

a: Admin CLI
q: Quit

Select access or quit [admin]

Type g or quit to exit.
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Interfaces

Connect EZ devices have several physical communications interfaces. These interfaces can be bridged
in a Local Area Network (LAN) or assigned to a Wide Area Network (WAN).

This chapter contains the following topics:

WIdE Area NEtWOIKS (WANS) ..o
Local Area NEtWOIKS (LANS) ...
Mirtual LANS (MLANS)
B IGING
Show SureLink status and Statistics ...
Configure a TCP connection tiMeOULt ... ... ..
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Wide Area Networks (WANS)

The Connect EZ 16/32 device is preconfigured with one Wide Area Network (WAN), named ETH1, and
one Wireless Wide Area Network (WWAN), named Modem.

You can modify configuration settings for the existing WAN and WWWANS, and you can create new WANS
and WWANSs.

This section contains the following topics:

Wde Area Networks (WANSs) and Wireless Wide Area Networks (VWWWANS)
Configure WAN/WWAN priority and default route metrics
WAN/MWMWAN FRILOVEE
Configure SureLink active recovery to detect WAN/WWAN failures
Configure the device to reboot when a failure is detected
Disable SUFrELINK .. ...
Example: Use a ping test for WAN failover from Ethernet to cellular
Using Bthernet devices in a AN .
Using cellular modems in a Wireless WAN (WWAN)
Configure aWide Area NetWork (WAN) ..o
Configure a Wireless Wide Area Network (\WWWAN)
Show WAN and WWAN status and statistics
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Wide Area Networks (WANs) and Wireless Wide Area Networks
(WWANSS)
AWde Area Network (WAN) provides connectivity to the internet or a remote network. AWAN
configuration consists of the following:

® Aphysical device, such as an Ethernet device or a cellular modem.

®  Several networking parameters for the WAN, such as firewall configuration and 1Pv4 and IPv6
support.

®  Several parameters controlling failover.

Configure WAN/WWAN priority and default route metrics

The Connect EZ 16/32 device is preconfigured with one Wide Area Network (WAN), named ETH1, and
one Wireless Wide Area Network (WWAN), named Modem. You can also create additional WANs and
WWANS.

When a WAN is initialized, the Connect EZ 16/32 device automatically adds a default IP route for the
WAN. The priority of the WAN is based on the metric of the default route, as configured in the WAN's
IPv4 and IPv6 metric settings.

Assigning priority to WANs

By default, the Connect EZ 16/32 device's WAN (ETH1) is configured with the lowest metric (1), and is
therefor the highest priority WAN. By default, the Wireless WAN (Modem) is configured with a metric
of 3, which means it has a lower priority than ETHL1. You can assign priority to WANs based on the
behavior you want to implement for primary and backup WAN interfaces. For example, if you want a
cellular connection to be your primary WAN, with an Ethernet interface as backup, configure the
metric of the WWAN to be lower than the metric of the WAN.

Example: Configure cellular connection as the primary WAN, and the Ethernet
connection as backup

Required configuration items
= Configured WAN and WWAN interfaces. This example uses the preconfigured ETH1 and Modem
interfaces.
= The metric for each WAN.

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dick the Device ID.
c. Cick Settings.
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d. dickto expand Config.

Local Web UI:
a. Onthe menu, click System. Under Configuration, click Device Configuration.

o 88 s o =]

The Configuration window is displayed.
3. Set the metrics for Modem:
a. dick Network >Interfaces >Modem > IPv4.
b. For Metric, type 1.
c. dick IPv6.
d. For Metric, type 1.

4. Set the metrics for ETH1:
a. dick Network >Interfaces >ETH1 > IPv4.
b. For Metric, type 2.
c. Cick IPv6.
d. For Metric, type 2.
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5. dick Apply to save the configuration and apply the change.

The Connect EZ 16/32 device is now configured to use the cellular modem WWAN, Modem, asiits
highest priority WAN, and its Ethernet WAN, ETH1, as its secondary WAN.

1. Select the device in Remote Manager and click Actions > Open Console, or log into the
Connect EZ 16/32 local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Set the metrics for Modem:
a. Set the IPv4 metric for Modem to 1. For example:

(config)> network interface modem -ipv4 metric 1
(config)>

b. Set the IPv6 metric for Modem to 1:

(config)> network interface modem -ipv6 metric 1
(config)>

4, Set the metrics for ETH1:
a. Set the IPv4 metric for ETH1 to 2:

(config)> network interface ethl {ipv4 metric 2
(config)>

b. Set the IPv6 metric for ETH1 to 1:
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(config)> network interface ethl {ipv6e metric 2
(config)>

5. Save the configuration and apply the change

(config)> save
Configuration saved.
>

6. Type exit to exit the Admin CLI.
Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

The Connect EZ 16/32 device is now configured to use the cellular modem WWAN, Modem, as its
highest priority WAN, and its Ethernet WAN, ETHL, as its secondary WAN.

WAN/WWAN failover

If a connection to a WAN interface is lost for any reason, the Connect EZ 16/32 device will immediately
fail over to the next WAN or WWAN interface, based on WAN priority. See Configure VWAN/\AWVAN
priority and default route metrics for more information about WAN priority.

Active vs. passive failure detection
There are two ways to detect WAN or WWAN failure: active detection and passive detection.

®  Active detection uses Digi SureLink™ technology to send probe teststo atarget host or to test
the status of the interface. The WAN/WWWAN is considered to be down if there are no responses
for a configured amount of time. See Configure SurelLink active recovery to detect WAN/\WWAN
failures for more information about active failure detection.

= Passive detection involves detecting the WAN going down by monitoring its link status by some
means other than active detection. For example, if an Ethernet cable is disconnected or the
state of a cellular interface changes from on to off, the WAN is down.

Default Digi SureLink configuration
Surelink is enabled by default for IPv4 on all WAN and WWAN interfaces, and is configured to perform
two tests on these interfaces:

= |nterface connectivity.

= DNSquery to the DNS servers for interface's the network connection.

DNS servers are typically received as part of the interface's DHCP client connection, although
you can manually configure the DNS servers that will be used by SureLink.

If your device is operating on a private APN or on wired network with firewall restrictions,
ensure that the DNS servers on your private network allow DNS lookups for
https://remotemanager.digi.com; otherwise, the SureLink DNS query test will fail and the
Connect EZ 16/32 device will determine that the interface is down.

By default, these tests will be performed every 15 minutes, with a response timeout of 15 seconds. If

the tests fail three consecutive times, the device will reset the network interface to attempt to recover
the connection.
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Configure SureLink active recovery to detect WAN/WWAN failures

Problems can occur beyond the immediate WAN/WWAN connection that prevent some IP traffic from
reaching its destination. Normally this kind of problem does not cause the Connect EZ 16/32 device to
detect that the WAN has failed, because the connection continues to work while the core problem
exists somewhere else in the network.

Using Digi SureLink, you can configure the Connect EZ 16/32 device to regularly probe connections
through the WAN to determine if the WAN has failed, and to perform recovery actions, such as
changing the interface metric to use a new default gateway.

Required configuration items

= FEnable Surelink.
By default, SureLink is enabled for the preconfigured WAN (ETH1) and WWAN (Modem). The
default configuration tests the DNS servers configured for the interface.

When SurelLink is configured for Wireless WANSs, SureLink tests are only run if the cellular
modem is connected and has an IP address. Use the SIM failover optionsto configure the
Connect EZ 16/32 device to automatically recover the modem in the event that it cannot
obtain an IP address. See Configure a Wireless Wide Area Network (WWAN) for details about
SIM failover.

= Thetype of teststo be performed:

Ping test: Uses ICMP to determine connectivity. The default behavior isto ping the
interface gateway, which meansthat an initial traceroute is sent to the hosthame or IP
address configured in the SureLink advanced settings, and then the first hop in that route
is used for the ping test.

DNS test: Performs a DNS query to the named DNS server.

HTTP test: Uses HTTP(s) GET requests to determine connectivity to the configured web
server.

Test DNS servers configured for this interface: Tests communication with DNS servers
that are either provided by DHCP, or statically configured for this interface.

Test the interface status: Tests the current status of the interface. The test failsif the
interface is down. Failing this test infers that all other tests fail.

Custom test: Tests the interface with custom commands.

TCP connection test: Tests that the interface can reach a destination port on the
configured host.

Test another interface's status: Tests the status of another interface.

®  The actions to take to recover connectivity in the event of failed tests:

Change default gateway: Increases the interface's metric to change the default gateway.
This recovery action is enabled by default for the preconfigured WAN and WWAN interfaces.

Restart interfaceThis recovery action is enabled by default for the preconfigured WAN and
WWAN interfaces.

Reset modem: This recovery action is enabled by default for the preconfigured WWAN
interface.

Switch to alternate SIM: Switchesto an alternate SIM. This recovery action is enabled by
default for the preconfigured WWAN interface.

Reboot device.
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e Execute custom Recovery commands.

» Powercycle the modem. This recovery action is enabled by default for the preconfigured
WWAN interface.

« Two options also apply to every type of action:

o SurelLink test failures: The number of failures for this recovery action to perform,
before moving to the next recovery action.

° Qverride wait interval before performing the next recovery action: The time to wait
before the next test isrun. If set to the default value of Os, the Test interval is used.

Additional configuration items

® The Test interval between connectivity tests.

= |f more than one tests is configured, determine whether the interface should fail over based on
the failure of one of the tests, or all of the tests.

= The number of test that must pass before the interface is considered to be working and its
default route and DNS servers are reinstated.

= The amount of time that the device should wait for a response from an individual test before
considering it to have failed.

= Advanced configuration items:

» Delayed Start: The amount of time to wait while the device is starting before SureLink
testing begins. This setting is bypassed when the interface is determined to be up.

» Backoff interval: The time to add to the test interval when restarting the list of actions.

« Test interface gateway by pinging: Used by the Interface gateway Ping test asthe
endpoint for traceroute to use to determine the interface gateway.

Order of precedence for SureLink actions

Surelink recovery actions are preformed in the order that they are configured. As a result, if you
include the Reboot Device with other SureLink recovery actions, it should be the last action in the
recovery action list. Otherwise, the device will reboot and all recovery actions listed after the Reboot
Device action will be ignored.

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dick the Device ID.
c. dick Settings.
d. dickto expand Config.

Local Web UI:
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a. Onthemenu, click System. Under Configuration, click Device Configuration.

@ o TR 0.

The Configuration window is displayed.
3. dick Network >Interfaces.
4. Oreate a new WAN or WWAN or select an existing one:

= To create a new WAN or WWAN, see Configure a Wide Area Network (\WAN) or Configure
a Wireless Wide Area Network (WWAN).

= To edit an existing WAN or WWAN, click to expand the appropriate WAN or WWWAN.
5. After creating or selecting the WAN or WWAN, click SureLink.

By default, SureLink is enabled for the preconfigured WAN (ETH1) and WWAN (Modem). The
default configuration tests the DNS servers configured for the interface.

When SurelLink is configured for Wireless WANs, SureLink tests are only run if the cellular
modem is connected and has an IP address. Use the SIM failover optionsto configure the
Connect EZ 16/32 device to automatically recover the modem in the event that it cannot
obtain an IP address. See Configure a Wireless Wide Area Network (WWWAN) for details about
SIM failover.

6. (Optional) Change the Test interval between connectivity tests.
Alowed values are any number of weeks, days, hours, minutes, or seconds, and take the
format number{w|d|h|m|s}.
For example, to set Interval to ten minutes, enter 10m or 600s.
The default is 15 minutes.
7. (Optional) If more than one test target is configured, for Success condition, select either:
= Onetest passes: Only one test needsto pass for Surelink to consider an interface to be
up.
®m Al test pass: All tests need to pass for SureLink to consider the interface to be up.

8. (Optional) For Pass threshold, type or select the number of times that the test must pass after
failure, before the interface is determined to be working and is reinstated.

9. (Optional) For Response timeout, type the amount of time that the device should wait for a
response to atest failure before considering it to have failed.

Digi Connect EZ 16/32 User Guide 65



Interfaces Wde Area Networks (WANS)

Alowed values are any number of weeks, days, hours, minutes, or seconds, and take the
format number{w|d|h|m|s}.

For example, to set Response timeout to ten minutes, enter 10m or 600s.
The default is 15 seconds.
10. dick to expand Tests.

By default, Test DNS servers configured for this interface is automatically configured and
enabled. Thistest communication with DNS servers that are either provided by DHCP, or
statically configured for this interface.

a. dick<.

New tests are enabled by default. To disable, click to toggle off Enable.
b. Type alabel for the test.
c. dicktotoggle on IPv6 if the test should apply to both IPv6 rather than 1Pv4.
d. Select the Test type.
Available test types:
® Ping test: Uses ICMP to determine connectivity.
If Ping test is selected, complete the following:
» Ping target: The type of target for the ping, one of:
°© Hostnhame or IP address of an external server.
° Ping host: hostname or IP address of the server.

° The Interface gateway. If Interface gateway is selected, an initial
traceroute is sent to the hostname or IP address configured in the SureLink
advanced settings, and then the first hop in that route is used for the ping
test.

° The Interface address.
° The Interface DNS server.
» Ping payload size: The number of bytesto send as part of the ping payload.
= DNStest: Performs a DNS query to the named DNS server.
If DNStest is selected, complete the following:
» DNS server: The IP address of the DNS server.

®m HTTP test: Uses HTTP(s) GET requests to determine connectivity to the configured
web server.

If HTTP test is selected, complete the following:

¢ Web server: The URL of the web server.

®m Test DNS servers configured for this interface: Tests communication with DNS
serversthat are either provided by DHCP, or statically configured for this interface.

® Test the interface status: Tests the current status of the interface. The test fails if
the interface is down. Failing this test infersthat all other tests fail.
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If Test the interface status is selected, complete the following:

+ Down time: The amount of time that the interface is down before the test can
be considered to have failed.

Alowed values are any number of weeks, days, hours, minutes, or seconds, and
take the format number{w|d|h|m|s}.

For example, to set Down time to ten minutes, enter 10m or 600s.

« Initial connection time: The amount of time to wait for the interface to
connect for the first time before the test is considered to have failed.
Alowed values are any number of weeks, days, hours, minutes, or seconds, and
take the format number{w|d|h|m|s}.

For example, to set Initial connection time to ten minutes, enter 10m or 600s.
= Custom test: Teststhe interface with custom commands.
If Custom test is selected, complete the following:

e The Commandsto run to test.
® TCP connection test: Tests that the interface can reach a destination port on the
configured host.
If TCP connection test is selected, complete the following:

e TCP connect host: The hostname or IP address of the host to create a
TCP connection to.

e TCP connect port: The TCP port to create a TCP connection to.
= Test another interface's status: Tests the status of another interface.
If Test another interface's status is selected, complete the following:
e Test interface: The interface to test.
« |P version: The type of IP connection, one of:
° Any: Hther the IPv4 or IPv6 connection must be up.
° Both: Both the IPv4 or IPv6 connection must be up.
° |Pv4: The IPv4 connection must be up.
° |Pv6: The IPv6 connection must be up.
» Expected status: The status required for the test to past.

o Up: The test will pass only if the referenced interface is up and passing its
own Surelink tests (if applicable).

° Down: The test will pass only if the referenced interface is down or failing its
own Surelink tests (if applicable).

e. Repeat for each additional test.
11. Add recovery actions:
a. Cick to expand Recovery actions.
By default, there are two preconfigured recovery actions:

= Update routing: Uses the Change default gateway action, which increases the
interface's metric by 100 to change the default gateway.

® Restart interface.
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b. Qick.

New recovery actions are enabled by default. To disable, click to toggle off Enable.
c. Type aLabel for the recovery action.
For Recovery type, select Reboot device.

For Recovery type, select the type of recovery action. If multiple recovery actions are
configured, they are performed in the order that they are listed.

= Change default gateway: Increases the interface's metric to change the default
gateway.

If Change default gateway is selected, complete the following:

e Surelink test failures: The number of failures for this recovery action to
perform, before moving to the next recovery action.

* Increase metric to change active default gateway: Increase the interface's
metric by this amount. This should be set to a number large enough to change
the routing table to use another default gateway. The default is 100.

» Override wait interval before performing the next recovery action: The
time to wait before the next test is run. If set to the default value of Os, the Test
interval isused.

= Restart interface.
If Restart interface is selected, complete the following:
e Surelink test failures: The number of failures for this recovery action to
perform, before moving to the next recovery action.

e Override wait interval before performing the next recovery action: The
time to wait before the next test isrun. If set to the default value of Os, the Test
interval is used.

= Reset modem: This recovery action is available for WWAN interfaces only.
If Reset modem is selected, complete the following:
» Surelink test failures: The number of failures for this recovery action to
perform, before moving to the next recovery action.

» Override wait interval before performing the next recovery action: The
time to wait before the next test is run. If set to the default value of 0s, the Test
interval is used.

® Switch to alternate SIM: Switchesto an alternate SIM. This recovery action is
available for WWAN interfaces only.

If Switch to alternate SIM is selected, complete the following:

e SureLink test failures: The number of failures for this recovery action to
perform, before moving to the next recovery action.

e Override wait interval before performing the next recovery action: The
time to wait before the next test is run. If set to the default value of Os, the Test
interval is used.
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= Reboot device.
If Reboot device is selected, complete the following:

» Surelink test failures: The number of failures for this recovery action to
perform, before moving to the next recovery action.

» Override wait interval before performing the next recovery action: The
time to wait before the next test is run. If set to the default value of Os, the Test
interval is used.

= Execute custom Recovery commands.
If Recovery commands is selected, complete the following:

e SureLink test failures: The number of failures for this recovery action to
perform, before moving to the next recovery action.

e The Commands to run to recovery connectivity.

» Override wait interval before performing the next recovery action: The
time to wait before the next test is run. If set to the default value of 0s, the Test
interval is used.

= pPowercycle the modem. This recovery action is available for WWAN interfaces
only.
If Powercycle the modem is selected, complete the following:

e SureLink test failures: The number of failures for this recovery action to

perform, before moving to the next recovery action.

e Override wait interval before performing the next recovery action: The
time to wait before the next test isrun. If set to the default value of Os, the Test
interval is used.

f. Repeat for each additional recovery action.
12. (Optional) Configure advanced SureLink parameters:
a. dick to expand Advanced settings.
b. For Delayed Start, type the amount of time to wait while the device is starting before

Surelink testing begins. This setting is bypassed when the interface is determined to be
up.

Alowed values are any number of weeks, days, hours, minutes, or seconds, and take the
format number{w|d|h|m|s}.

For example, to set Delayed start to ten minutes, enter 10m or 600s.

The default is 300 seconds.

For Backoff interval, type the time to add to the test interval when restarting the list of
actions. This option is capped at 15 minutes.

Alowed values are any number of weeks, days, hours, minutes, or seconds, and take the
format number{w|d|h|m|s}.

For example, to set Backoff interval to ten minutes, enter 10m or 600s.
The default is 300 seconds.

. Test interface gateway by pinging is used by the Interface gateway Ping test asthe

endpoint for traceroute to use to determine the interface gateway. The default is 8.8.8.8,
and should only be changed if this IP address is not accessible due to networking issues.

69



Interfaces

13.

Wde Area Networks (WANS)

Qick Apply to save the configuration and apply the change.

Select the device in Remote Manager and click Actions >Open Console, or log into the
Connect EZ 16/32 local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

At the command line, type config to enter configuration mode:

> config
(config)>

Create a new WAN or WWAN, or edit an existing one;
= To create a new WAN or WWAN, see Configure a Wide Area Network (\WAN) or Configure
a Wireless Wide Area Network (WWAN).

= To edit an existing WAN or WWAN, change to the WAN or WWAN's node in the
configuration schema. For example, for a WAN or WWAN named my_wan, change to the
my_wan node in the configuration schema:

(config)> network interface my_wan
(config network dinterface my_wan)>

Enable SureLink.

By default, SureLink is enabled for the preconfigured WAN (eth1) and WWAN (modemwwan?2).
The default configuration tests the DNS servers configured for the interface.

When SurelLink is configured for Wireless WANs, SureLink tests are only run if the cellular
modem is connected and has an IP address. Use the SIM failover optionsto configure the
Connect EZ 16/32 device to automatically recover the modem in the event that it cannot
obtain an IP address. See Configure a Wireless Wide Area Network (WWWAN) for details about
SIM failover.

(config network interface my_wan)> surelink enable true
(config network interface my_wan)>

By default, the Test DNS servers configured for this interface test is automatically
configured and enabled. This tests communication with DNS servers that are either provided
by DHCP, or statically configured for this interface.

To add additional tests:
a. Add atest:

(config network dinterface my_wan)> add surelink tests end
(config network interface my_wan surelink tests 1)>

b. New tests are enabled by default. To disable:

(config network interface my_wan surelink tests 1)> enable false
(config network interface my_wan surelink tests 1)>
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c. Create alabel for the test:

(config network interface my_wan surelink tests 1)> label string
(config network interface my_wan surelink tests 1)>

d. if the test should apply to both IPv6 rather than IPv4, enable IPv6:

(config network dinterface my_wan surelink tests 1)> 1ipv6 true
(config network dinterface my_wan surelink tests 1)>

e. Set thetest type:

(config network interface my_wan surelink tests 1)> test value
(config network interface my_wan surelink tests 1)>

where value is one of:
®  ping: Uses ICMP to determine connectivity.
If ping is selected, complete the following:
e Set the ping_method:

(config network interface my_wan surelink tests 1)> ping_
method value
(config network interface my_wan surelink tests 1)>

where value is one of:
° hostname: The hostname or IP address of an external server.
° Set ping_host to the hostname or IP address of the server:

(config network interface my_wan surelink tests 1)> ping_
host hostname/IP_address
(config network interface my_wan surelink tests 1)>

° interface_gateway. If set, an initial traceroute is sent to the hostname or 1P
address configured in the SureLink advanced settings, and then the first hop
in that route is used for the ping test.

° interface_address.
o interface_dns: The interface's DNS server.
e Set the number of bytesto send as part of the ping payload:

(config network interface my_wan dipsec tunnel ipsec_example
surelink tests 1)> ping_size int
(config network interface my_wan surelink tests 1)>

= dns: Performs a DNS query to the named DNS server.
If dnsis set, set the IPv4 or IPv6 address of the DNS server:

(config network interface my_wan surelink tests 1)> dns_server

IP_address
(config network interface my_wan surelink tests 1)>
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= http: Uses HTTP(s) GET requests to determine connectivity to the configured web
server.

If http is set, set the URL of the web server.

(config network interface my_wan surelink tests 1)> http url

(config network interface my_wan surelink tests 1)>

= dns_configured: Tests communication with DNS servers that are either provided
by DHCP, or statically configured for this interface.

= interface_up: Teststhe current status of the interface. The test failsif the interface
is down. Failing this test infersthat all other tests fail.
If interface_up is set, complete the following:

¢ Set the amount of time that the interface is down before the test can be
considered to have failed.

(config network interface my_wan surelink tests 1)>
interface_down_time value
(config network interface my_wan surelink tests 1)>

where value is any number of weeks, days, hours, minutes, or seconds, and
takes the format number{w|d|h|m|s}.

For example, to set interface_down_time to ten minutes, enter either 10m or
600s:

(config network interface my_wan surelink tests 1)>
interface_down_time 600s
(config)>

¢ Set the amount of time to wait for the interface to connect for the first time
before the test is considered to have failed.

(config network interface my_wan surelink tests 1)>
interface_timeout value
(config network interface my_wan surelink tests 1)>

where value is any number of weeks, days, hours, minutes, or seconds, and
takes the format number{w|d|h|m|s}.

For example, to set interface_timeout to ten minutes, enter either 10m or
600s:

(config network interface my_wan surelink tests 1)>
interface_timeout 600s
(config)>

= custom_test: Tests the interface with custom commands.

If custom_test is set, set the commandsto run to perform the test:
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(config network interface my_wan surelink tests 1)> custom_
test_commands "string"

(config network interface my_wan surelink tests 1)>

® tcp_connection: Tests that the interface can reach a destination port on the
configured host.

If tcp_connection is selected, complete the following:
¢ Set the hostname or IP address of the host to create a TCP connection to:

(config network interface my_wan surelink tests 1)> tcp_host
hostname/IP_address
(config network interface my_wan surelink tests 1)>

e Set the TCP port to create a TCP connection to.

(config network interface my_wan surelink tests 1)> tcp_port
port
(config network interface my_wan surelink tests 1)>

® other: Tests the status of another interface.
If other is selected, complete the following:
e Set theinterfaceto test.
i. Usethe ?to determine available interfaces:
ii. Set the interface. For example:

(config network dinterface my_wan surelink tests 1)> other_
interface /network/interface/ethl
(config network dinterface my_wan surelink tests 1)>

» Set the type of IP connection:

(config network interface my_wan surelink tests 1)> other_ip_
version value
(config network interface my_wan surelink tests 1)>

where value is one of:

° any: Bther the IPv4 or IPv6 connection must be up.

° both: Both the IPv4 or IPv6 connection must be up.

° ipv4 The IPv4 connection must be up.

° jpv6: The IPv6 connection must be up.

e The statusrequired for the test to past.

(config network interface my_wan surelink tests 1)> other_
status value
(config network interface my_wan surelink tests 1)>

where value is one of:
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° up: The test will pass only if the referenced interface is up and passing its
own Surelink tests (if applicable).

o down: The test will pass only if the referenced interface is down or failing its
own Surelink tests (if applicable).

f. Repeat for each additional test.
6. Add recovery actions:
a. Type...toreturn to the root of the configuration:

(config network interface my_wan surelink tests 1)>
(config)>

b. Add arecovery action:

(config)> add network interface my_wan surelink actions end
(config network interface my_wan surelink actions 0)>

c. New actions are enabled by default. To disable:

(config network dinterface my_wan surelink actions 0)> enable false
(config network interface my_wan surelink actions 0)>

d. Create alabel for the action:

(config network interface my_wan surelink actions 0)> label string
(config network interface my_wan surelink actions 0)>

e. Set the type of recovery action. If multiple recovery actions are configured, they are
performed in the order that they are listed. The command varies depending on whether
the interface is a WAN or VWWVAN:

= \WAN interfaces:

(config network interface my_wan surelink actions 0)> action
value
(config network interface my_wan surelink actions 0)>

= \WWAN interfaces:

(config network interface my_wan surelink actions 0)> modem_
action value
(config network interface my_wan surelink actions 0)>

where value is one of:

= ypdate_routing_table: Increases the interface's metric to change the default
gateway.

If update routing_table is selected, complete the following:

e Set the number of failures for this recovery action to perform, before moving to
the next recovery action:
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(config network interface my_wan surelink actions 0)> test_
failures int

(config network interface my_wan surelink actions 0)>

The default is 3.

e Set the amount that the interface's metric should be increased. This should be
set to a number large enough to change the routing table to use another
default gateway.

(config network interface my_wan surelink actions 0)> metric_
adjustment_modem int
(config network interface my_wan surelink actions 0)>

The default is 100.

¢ Set the time to wait before the next test isrun. If set to the default value of Os,
the test interval is used.

(config network interface my_wan surelink actions 0)>
override_interval int
(config network interface my_wan surelink actions 0)>
® restart_interface.
If restart_interface is selected, complete the following:

* Set the number of failures for this recovery action to perform, before moving to
the next recovery action:

(config network interface my_wan surelink actions 0)> test_
failures int
(config network interface my_wan surelink actions 0)>

The default is 3.
¢ Set the time to wait before the next test is run. If set to the default value of Os,
the test interval is used.

(config network interface my_wan surelink actions 0)>
override_interval int
(config network interface my_wan surelink actions 0)>
= reset_modem: This recovery action is available for WWAN interfaces only.
If reset_modem is selected, complete the following:
* Set the number of failures for this recovery action to perform, before moving to
the next recovery action:

(config network interface my_wan surelink actions 0)> test_
failures int
(config network interface my_wan surelink actions 0)>

The default is 3.
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¢ Set the time to wait before the next test isrun. If set to the default value of 0s,
the test interval is used.

(config network interface my_wan surelink actions 0)>
override_interval int
(config network interface my_wan surelink actions 0)>

= switch_sim: Switches to an alternate SIM. This recovery action is available for
WWAN interfaces only.
If switch_sim is selected, complete the following:

* Set the number of failures for this recovery action to perform, before moving to
the next recovery action:

(config network interface my_wan surelink actions 0)> test_
failures int
(config network interface my_wan surelink actions 0)>

The default is 3.

¢ Set the time to wait before the next test is run. If set to the default value of Os,
the test interval is used.

(config network interface my_wan surelink actions 0)>
override_interval int
(config network interface my_wan surelink actions 0)>

= modem_power_cycle: This recovery action is available for WWAN interfaces only.

If modem_power_cycle is selected, complete the following:

* Set the number of failures for this recovery action to perform, before moving to
the next recovery action:

(config network interface my_wan surelink actions 0)> test_
failures int
(config network interface my_wan surelink actions 0)>

The default is 3.

¢ Set the time to wait before the next test isrun. If set to the default value of 0s,
the test interval is used.

(config network interface my_wan surelink actions 0)>
override_tinterval int
(config network interface my_wan surelink actions 0)>
= reboot_device.
If reboot_device is selected, complete the following:

» Set the number of failures for this recovery action to perform, before moving to
the next recovery action:
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(config network interface my_wan surelink actions 0)> test_
failures int

(config network interface my_wan surelink actions 0)>

The default is 3.

¢ Set the time to wait before the next test isrun. If set to the default value of 0s,
the test interval is used.

(config network interface my_wan surelink actions 0)>
override_dinterval int
(config network interface my_wan surelink actions 0)>

= custom_action: Execute custom recovery commands.
If custom_action is selected, complete the following:
» Set the number of failures for this recovery action to perform, before moving to

the next recovery action:

(config network interface my_wan surelink actions 0)> test_
failures int
(config network interface my_wan surelink actions 0)>
The default is 3.
e Set the commandsto run to attempt to recovery connectivity.

(config network interface my_wan surelink actions 0)> custom_
action_commands_modem "string"
(config network interface my_wan surelink actions 0)>

¢ Set the time to wait before the next test is run. If set to the default value of Os,
the test interval is used.

(config network interface my_wan surelink actions 0)>
override_interval int
(config network interface my_wan surelink actions 0)>
f. Repeat for each additional recovery action.
7. Optional SureLink configuration parameters:
a. Type...toreturn to the root of the configuration:

(config network interface my_wan surelink actions 0)>
(config)>

b. Set thetest interval between connectivity tests:

(config)> network interface my_wan surelink interval value
(config)>

where value is any number of weeks, days, hours, minutes, or seconds, and takes the
format number{w|d|h|m|s}.

For example, to set interval to ten minutes, enter either 10m or 600s:
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(config)> network interface my_wan surelink interval 600s
(config)>

The default is 15m.

If more than one test target is configured, set the success condition:

(config)> network interface my_wan surelink success_condition value
(config)>
where value is either:
= one: Only one test needs to pass for Surelink to consider an interface to be up.
= all: All tests need to pass for SureLink to consider the interface to be up.

Set the number of times that the test must pass after failure, before the interface is
determined to be working and isreinstated.

(config)> network interface my_wan surelink pass_threshold int
(config)>
The default is 1.

Set the amount of time that the device should wait for a response to a test failure before
considering it to have failed:

(config)> network interface my_wan surelink timeout value
(config)>

where value is any number of weeks, days, hours, minutes, or seconds, and takes the
format number{w|d|h|m|s}.
For example, to set timeout to ten minutes, enter either 10m or 600s:

(config)> network interface my_wan surelink timeout 600s
(config)>
The default is 15s.

Set the amount of time to wait while the device is starting before SureLink testing begins.
This setting is bypassed when the interface is determined to be up.

(config)> network interface my_wan surelink advanced delayed_start
value
(config)>

where value is any number of weeks, days, hours, minutes, or seconds, and takes the

format number{w|d|h|m|s}.

For example, to set delayed_start to ten minutes, enter either 10m or 600s:
(config)> network interface my_wan surelink advanced delayed_start

600s
(config)>

The default is 300s.
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g. Set thetimeto add to the test interval when restarting the list of actions. This option is
capped at 15 minutes.

(config)> network interface my_wan surelink advanced backoff_interval
value
(config)>

where value is any number of weeks, days, hours, minutes, or seconds, and takes the
format number{w|d|h|m|s}.
For example, to set backoff_interval to ten minutes, enter either 10m or 600s:

(config)> network interface my_wan surelink advanced backoff_interval
600s
(config)>

The default is 300 seconds.

h. Theinterface gateway parameter is used by the Interface gateway Ping test asthe
endpoint for traceroute to use to determine the interface gateway. The default is 8.8.8.8,
and should only be changed if this IP address is not accessible due to networking issues.
To set to an alternate host:

(config)> network interface my_wan surelink advanced interface_gateway
hostname/IP_address
(config)>

. Save the configuration and apply the change

(config network interface my_wan ipv4 surelink)> save
Configuration saved.
>

. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Configure the device to reboot when a failure is detected

Using SureLink, you can configure the Connect EZ 16/32 device to reboot when it has determined that
an interface has failed.

Required configuration items

= Fnable SureLink.

By default, SureLink is enabled for the preconfigured WAN (ETH1) and WWAN (Modem). The
default configuration tests the DNS servers configured for the interface.

When SureLink is configured for Wireless WANS, SureLink tests are only run if the cellular
modem is connected and has an IP address. Use the SIM failover optionsto configure the
Connect EZ 16/32 device to automatically recover the modem in the event that it cannot
obtain an IP address. See Configure a Wireless Wide Area Network (\WWAN) for details about
SIM failover.

= Enable device reboot upon interface failure.
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= Thetype of teststo be performed:

» Ping test: Uses ICMP to determine connectivity. The default behavior isto ping the
interface gateway, which meansthat an initial traceroute is sent to the hostname or IP
address configured in the SureLink advanced settings, and then the first hop in that route
is used for the ping test.

» DNStest: Performs a DNS query to the named DNS server.

e HTTP test: Uses HTTP(s) GET requests to determine connectivity to the configured web
server.

« Test DNS servers configured for this interface: Tests communication with DNS servers
that are either provided by DHCP, or statically configured for this interface.

e Test the interface status: Tests the current status of the interface. The test fails if the
interface is down. Failing thistest infers that all other tests fail.

e Custom test: Teststhe interface with custom commands.

* TCP connection test: Tests that the interface can reach a destination port on the
configured host.

e Test another interface's status: Tests the status of another interface.

Additional configuration items

® See Configure SurelLink active recovery to detect WAN/\VWWVAN failures for optional SureLink
configuration parameters.

To configure the Connect EZ 16/32 device to reboot when an interface has failed:

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dick the Device ID.
c. dick Settings.
d. dickto expand Config.

Local Web Ul
a. Onthemenu, click System. Under Configuration, click Device Configuration.

@ o o @ o

The Configuration window is displayed.
3. dick Network >Interfaces.
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4. Create anew interface or select an existing one:

= To create a new interface, see Configure a Local Area Network (LAN), Configure a \Wide
Area Network (WAN), or Configure a Wireless Wide Area Network (WWAN).

= To edit an existing interface, click to expand the appropriate interface.
5. After creating or selecting the interface, click SureLink.

By default, SureLink is enabled for the preconfigured WAN (ETH1) and WWAN (Modem). The
default configuration tests the DNS servers configured for the interface.

When SurelLink is configured for Wireless WANS, SureLink tests are only run if the cellular
modem is connected and has an IP address. Use the SIM failover optionsto configure the
Connect EZ 16/32 device to automatically recover the modem in the event that it cannot
obtain an IP address. See Configure a Wireless \WWide Area Network (WWAN) for details about
SIM failover.

6. (Optional) Change the Test interval between connectivity tests.

Alowed values are any number of weeks, days, hours, minutes, or seconds, and take the
format number{w|d|h|m|s}.
For example, to set Interval to ten minutes, enter 10m or 600s.
The default is 15 minutes.
7. (Optional) If more than one test target is configured, for Success condition, select either:
= One test passes: Only one test needs to pass for Surelink to consider an interface to be
up.
m All test pass: All tests need to pass for SurelLink to consider the interface to be up.

8. (Optional) For Pass threshold, type or select the number of times that the test must pass after
failure, before the interface is determined to be working and is reinstated.

9. (Optional) For Response timeout, type the amount of time that the device should wait for a
response to atest failure before considering it to have failed.

Alowed values are any number of weeks, days, hours, minutes, or seconds, and take the
format number{w|d|h|m|s}.
For example, to set Response timeout to ten minutes, enter 10m or 600s.
The default is 15 seconds.
10. dick to expand Tests.

By default, Test DNS servers configured for this interface is automatically configured and
enabled. Thistest communication with DNS servers that are either provided by DHCP, or
statically configured for this interface.
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a. Cdick<.

New tests are enabled by default. To disable, click to toggle off Enable.
b. Type alabel for the test.
c. dicktotoggle on IPv6 if the test should apply to both IPv6 rather than 1Pv4.
d. Select the Test type.
Available test types:
® Ping test: Uses ICMP to determine connectivity.
If Ping test is selected, complete the following:
e Pingtarget: The type of target for the ping, one of:
° Hostname or IP address of an external server.
° Ping host: hostname or IP address of the server.

° Thelnterface gateway. If Interface gateway is selected, an initial
traceroute is sent to the hostname or IP address configured in the SureLink
advanced settings, and then the first hop in that route is used for the ping
test.

° ThelInterface address.
° The Interface DNS server.
e Ping payload size: The number of bytesto send as part of the ping payload.
® DNStest: Performs a DNS query to the named DNS server.
If DNStest is selected, complete the following:
e DNS server: The IP address of the DNS server.
m HTTP test: Uses HTTP(s) GET requests to determine connectivity to the configured
web server.
If HTTP test is selected, complete the following:
* Web server: The URL of the web server.

®m Test DNS servers configured for this interface: Tests communication with DNS
servers that are either provided by DHCP, or statically configured for this interface.

m Test the interface status: Tests the current status of the interface. The test fails if
the interface is down. Failing this test infers that all other tests fail.

If Test the interface status is selected, complete the following:

* Down time: The amount of time that the interface is down before the test can
be considered to have failed.

Alowed values are any number of weeks, days, hours, minutes, or seconds, and
take the format number{w|d|h|m|s}.

For example, to set Down time to ten minutes, enter 10m or 600s.

¢ |nitial connection time: The amount of time to wait for the interface to
connect for the first time before the test is considered to have failed.
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Alowed values are any number of weeks, days, hours, minutes, or seconds, and
take the format number{w|d|h|m|s}.

For example, to set Initial connection time to ten minutes, enter 10m or 600s.
® Custom test: Teststhe interface with custom commands.
If Custom test is selected, complete the following:

e The Commandsto run to test.
= TCP connection test: Tests that the interface can reach a destination port on the
configured host.
If TCP connection test is selected, complete the following:

e TCP connect host: The hostname or IP address of the host to create a
TCP connection to.

e TCP connect port: The TCP port to create a TCP connection to.
= Test another interface's status: Tests the status of another interface.
If Test another interface's status is selected, complete the following:
e Test interface: The interface to test.
e |P version: The type of IP connection, one of:
° Any: Hther the IPv4 or IPv6 connection must be up.
° Both: Both the IPv4 or IPv6 connection must be up.
° |Pv4: The IPv4 connection must be up.
° |Pv6: The IPv6 connection must be up.
« Expected status: The status required for the test to past.

° Up: The test will pass only if the referenced interface is up and passing its
own Surelink tests (if applicable).

° Down: The test will pass only if the referenced interface is down or failing its
own Surelink tests (if applicable).

e. Repeat for each additional test.
11. Add recovery actions:
a. dick to expand Recovery actions.
By default, there are two preconfigured recovery actions:

= Update routing: Uses the Change default gateway action, which increases the
interface's metric by 100 to change the default gateway.

® Restart interface.
b. Qick <.

New recovery actions are enabled by default. To disable, click to toggle off Enable.
c. Type aLabel for the recovery action.
For Recovery type, select Reboot device.
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e. For Recovery type, select the type of recovery action. If multiple recovery actions are
configured, they are performed in the order that they are listed.

®  Change default gateway: Increases the interface's metric to change the default
gateway.

If Change default gateway is selected, complete the following:

» SureLink test failures: The number of failures for this recovery action to
perform, before moving to the next recovery action.

e Increase metric to change active default gateway: Increase the interface's
metric by this amount. This should be set to a number large enough to change
the routing table to use another default gateway. The default is 100.

» Override wait interval before performing the next recovery action: The
time to wait before the next test is run. If set to the default value of Os, the Test
interval isused.

= Restart interface.
If Restart interface is selected, complete the following:

e Surelink test failures: The number of failures for this recovery action to
perform, before moving to the next recovery action.

* Override wait interval before performing the next recovery action: The
time to wait before the next test is run. If set to the default value of Os, the Test
interval is used.

= Reset modem: This recovery action is available for WWAN interfaces only.
If Reset modem is selected, complete the following:

» Surelink test failures: The number of failures for this recovery action to
perform, before moving to the next recovery action.

» Override wait interval before performing the next recovery action: The
time to wait before the next test is run. If set to the default value of Os, the Test
interval is used.

® Switch to alternate SIM: Switchesto an alternate SIM. This recovery action is
available for WWAN interfaces only.
If Switch to alternate SIM is selected, complete the following:

e SureLink test failures: The number of failures for this recovery action to
perform, before moving to the next recovery action.

e Override wait interval before performing the next recovery action: The
time to wait before the next test isrun. If set to the default value of Os, the Test
interval is used.

= Reboot device.
If Reboot device is selected, complete the following;:

» Surelink test failures: The number of failures for this recovery action to
perform, before moving to the next recovery action.

» Override wait interval before performing the next recovery action: The
time to wait before the next test is run. If set to the default value of 0s, the Test
interval is used.
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= Execute custom Recovery commands.
If Recovery commands is selected, complete the following:

» Surelink test failures: The number of failures for this recovery action to
perform, before moving to the next recovery action.

e The Commands to run to recovery connectivity.

* Override wait interval before performing the next recovery action: The
time to wait before the next test is run. If set to the default value of Os, the Test
interval is used.

= Powercycle the modem. This recovery action is available for WWAN interfaces
only.
If Powercycle the modem is selected, complete the following:

» SurelLink test failures: The number of failures for this recovery action to
perform, before moving to the next recovery action.

» Override wait interval before performing the next recovery action: The
time to wait before the next test is run. If set to the default value of Os, the Test
interval isused.

f. Repeat for each additional recovery action.
12. (Optional) Configure advanced SureLink parameters:
a. Cick to expand Advanced settings.

b. For Delayed Start, type the amount of time to wait while the device is starting before
SureLink testing begins. This setting is bypassed when the interface is determined to be

up.
Alowed values are any number of weeks, days, hours, minutes, or seconds, and take the
format number{w|d|h|m|s}.

For example, to set Delayed start to ten minutes, enter 10m or 600s.

The default is 300 seconds.

c. For Backoff interval, type the time to add to the test interval when restarting the list of
actions. This option is capped at 15 minutes.

Alowed values are any number of weeks, days, hours, minutes, or seconds, and take the
format number{w|d|h|m|s}.

For example, to set Backoff interval to ten minutes, enter 10m or 600s.

The default is 300 seconds.

d. Test interface gateway by pinging is used by the Interface gateway Ping test asthe
endpoint for traceroute to use to determine the interface gateway. The default is 8.8.8.8,
and should only be changed if this IP address is not accessible due to networking issues.

13. dick Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions > Open Console, or log into the
Connect EZ 16/32 local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.
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2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Oreate anew interface, or edit an existing one:

= To create a new interface, see Configure a Local Area Network (LAN), Configure a Wide
Area Network (WAN), or Configure a Wide Area Network (WAN) or Configure a Wireless
Wde Area Network (VWWAN).

= To edit an existing interface, change to the interface's node in the configuration
schema. For example, for a interface named my_wan, change to the my_wan node in
the configuration schema:

(config)> network interface my_wan
(config network interface my_wan)>

4. Enable SureLink.

By default, SureLink is enabled for the preconfigured WAN (eth1) and WWAN (modemwwan?2).
The default configuration tests the DNS servers configured for the interface.

When SureLink is configured for Wireless WANS, SureLink tests are only run if the cellular
modem is connected and has an IP address. Use the SIM failover optionsto configure the
Connect EZ 16/32 device to automatically recover the modem in the event that it cannot
obtain an IP address. See Configure a Wireless Wde Area Network (WWAN) for details about
SIM failover.

(config network dinterface my_wan)> surelink enable true
(config network dinterface my_wan)>

5. By default, the Test DNS servers configured for thisinterface test is automatically
configured and enabled. This tests communication with DNS servers that are either provided
by DHCP, or statically configured for this interface.

To add additional tests:
a. Add atest:

(config network interface my_wan)> add surelink tests end
(config network interface my_wan surelink tests 1)>

b. New tests are enabled by default. To disable:

(config network interface my_wan surelink tests 1)> enable false
(config network interface my_wan surelink tests 1)>

c. Create alabel for the test:

(config network interface my_wan surelink tests 1)> label string
(config network interface my_wan surelink tests 1)>
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d. if the test should apply to both IPv6 rather than IPv4, enable IPv6:

(config network interface my_wan surelink tests 1)> ipv6 true
(config network interface my_wan surelink tests 1)>

e. Set thetest type:

(config network interface my_wan surelink tests 1)> test value
(config network dinterface my_wan surelink tests 1)>

where value is one of:
= ping: Uses ICMP to determine connectivity.
If ping is selected, complete the following:
* Set the ping_method:

(config network interface my_wan surelink tests 1)> ping_
method value
(config network interface my_wan surelink tests 1)>

where value is one of:
° hostname: The hostname or IP address of an external server.
° Set ping_host to the hostname or IP address of the server:

(config network interface my_wan surelink tests 1)> ping_
host hostname/IP_address
(config network interface my_wan surelink tests 1)>

o interface_gateway. If set, an initial traceroute is sent to the hostname or IP
address configured in the SureLink advanced settings, and then the first hop
in that route is used for the ping test.

° interface_address.
o interface_dns: The interface's DNS server.
» Set the number of bytesto send as part of the ping payload:

(config network interface my_wan ipsec tunnel ipsec_example
surelink tests 1)> ping_size int
(config network interface my_wan surelink tests 1)>
= dns: Performs a DNS query to the named DNS server.
If dns is set, set the IPv4 or IPv6 address of the DNS server:
(config network interface my_wan surelink tests 1)> dns_server

IP_address
(config network interface my_wan surelink tests 1)>

= http: Uses HTTP(s) GET requests to determine connectivity to the configured web
server.

If http is set, set the URL of the web server.
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(config network interface my_wan surelink tests 1)> http url

(config network dinterface my_wan surelink tests 1)>

dns_configured: Tests communication with DNS servers that are either provided
by DHCP, or statically configured for this interface.

interface_up: Teststhe current status of the interface. The test fails if the interface
is down. Failing this test infers that all other tests fail.

If interface_up is set, complete the following:

Set the amount of time that the interface is down before the test can be
considered to have failed.

(config network interface my_wan surelink tests 1)>
interface_down_time value
(config network interface my_wan surelink tests 1)>

where value is any number of weeks, days, hours, minutes, or seconds, and
takes the format number{w|d|h|m|s}.

For example, to set interface_down_time to ten minutes, enter either 10m or
600s:

(config network interface my_wan surelink tests 1)>
interface_down_time 600s
(config)>

Set the amount of time to wait for the interface to connect for the first time
before the test is considered to have failed.

(config network interface my_wan surelink tests 1)>
interface_timeout value
(config network interface my_wan surelink tests 1)>

where value is any number of weeks, days, hours, minutes, or seconds, and
takes the format number{w|d|h|m|s}.

For example, to set interface_timeout to ten minutes, enter either 10m or
600s:

(config network interface my_wan surelink tests 1)>
interface_timeout 600s
(config)>

®m custom_test: Tests the interface with custom commands.

If custom_test is set, set the commands to run to perform the test:

(config network interface my_wan surelink tests 1)> custom_
test_commands "string"

(config network interface my_wan surelink tests 1)>
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= tcp_connection: Tests that the interface can reach a destination port on the
configured host.
If tcp_connection is selected, complete the following:

¢ Set the hostname or IP address of the host to create a TCP connection to:

(config network interface my_wan surelink tests 1)> tcp_host
hostname/IP_address
(config network interface my_wan surelink tests 1)>

e Set the TCP port to create a TCP connection to.

(config network interface my_wan surelink tests 1)> tcp_port
port
(config network interface my_wan surelink tests 1)>

m other: Tests the status of another interface.

If other is selected, complete the following:
e Set theinterfaceto test.
i. Usethe ?to determine available interfaces:
ii. Set the interface. For example:

(config network interface my_wan surelink tests 1)> other_
interface /network/interface/ethl
(config network interface my_wan surelink tests 1)>

e Set the type of IP connection:

(config network interface my_wan surelink tests 1)> other_ip_
version value
(config network interface my_wan surelink tests 1)>

where value is one of:
° any: Ether the IPv4 or IPv6 connection must be up.
° both: Both the IPv4 or IPv6 connection must be up.
° ipv4 The IPv4 connection must be up.
° ipv6: The IPv6 connection must be up.

e The status required for the test to past.

(config network interface my_wan surelink tests 1)> other_
status value
(config network interface my_wan surelink tests 1)>

where value is one of:

° up: The test will pass only if the referenced interface is up and passing its
own Surelink tests (if applicable).

° down: The test will pass only if the referenced interface is down or failing its
own Surelink tests (if applicable).

f. Repeat for each additional test.
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6. Add recovery actions:
a. Type...toreturn to the root of the configuration:

(config network interface my_wan surelink tests 1)>
(config)>

b. Add arecovery action:

(config)> add network interface my_wan surelink actions end
(config network interface my_wan surelink actions 0)>

¢. New actions are enabled by default. To disable:

(config network tinterface my_wan surelink actions 0)> enable false
(config network interface my_wan surelink actions 0)>

d. Create alabel for the action:

(config network interface my_wan surelink actions 0)> label string
(config network interface my_wan surelink actions 0)>

e. Set the type of recovery action to reboot_device:

(config network interface my_wan surelink actions 0)> action reboot_
device
(config network interface my_wan surelink actions 0)>

® Set the number of failures for this recovery action to perform, before moving to the
next recovery action:

(config network interface my_wan surelink actions 0)> test_
failures 1int

(config network interface my_wan surelink actions 0)>

The default is 3.

® Set the time to wait before the next test isrun. If set to the default value of Os, the
test interval is used.

(config network interface my_wan surelink actions 0)> override_
interval int
(config network interface my_wan surelink actions 0)>

7. Optional SurelLink configuration parameters:
a. Type...toreturn to the root of the configuration:

(config network interface my_wan surelink actions 0)>
(config)>

b. Setthetest interval between connectivity tests:

(config)> network interface my_wan surelink interval value
(config)>
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where value is any number of weeks, days, hours, minutes, or seconds, and takes the
format number{w|d|h|m|s}.

For example, to set interval to ten minutes, enter either 10m or 600s:

(config)> network interface my_wan surelink interval 600s
(config)>

The default is 15m.

If more than one test target is configured, set the success condition:

(config)> network interface my_wan surelink success_condition value
(config)>
where value is either:
= one: Only one test needs to pass for Surelink to consider an interface to be up.
= all: All tests need to pass for SureLink to consider the interface to be up.

Set the number of times that the test must pass after failure, before the interface is
determined to be working and isreinstated.

(config)> network interface my_wan surelink pass_threshold int
(config)>
The default is 1.

Set the amount of time that the device should wait for a response to a test failure before
considering it to have failed:

(config)> network interface my_wan surelink timeout value
(config)>

where value is any number of weeks, days, hours, minutes, or seconds, and takes the
format number{w|d|h|m|s}.
For example, to set timeout to ten minutes, enter either 10m or 600s:

(config)> network interface my_wan surelink timeout 600s
(config)>
The default is 15s.

Set the amount of time to wait while the device is starting before SureLink testing begins.
This setting is bypassed when the interface is determined to be up.

(config)> network interface my_wan surelink advanced delayed_start
value
(config)>

where value is any number of weeks, days, hours, minutes, or seconds, and takes the
format number{w|d|h|m|s}.
For example, to set delayed_start to ten minutes, enter either 10m or 600s:

Digi Connect EZ 16/32 User Quide 91



Interfaces Wde Area Networks (WANS)

(config)> network interface my_wan surelink advanced delayed_start
600s
(config)>

The default is 300s.

g. Set thetimeto add to the test interval when restarting the list of actions. This option is
capped at 15 minutes.

(config)> network interface my_wan surelink advanced backoff_interval
value
(config)>

where value is any number of weeks, days, hours, minutes, or seconds, and takes the
format number{w|d|h|m|s}.
For example, to set backoff_interval to ten minutes, enter either 10m or 600s:

(config)> network interface my_wan surelink advanced backoff_interval
600s
(config)>

The default is 300 seconds.

h. Theinterface gateway parameter is used by the Interface gateway Ping test as the
endpoint for traceroute to use to determine the interface gateway. The default is 8.8.8.8,
and should only be changed if this IP address is not accessible due to networking issues.
To set to an alternate host:

(config)> network interface my_wan surelink advanced -interface_gateway
hostname/IP_address
(config)>

8. Save the configuration and apply the change

(config network interface my_wan ipv4 surelink)> save
Configuration saved.
>

9. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Disable SureLink

If your device uses a private APN with no Internet access or has a restricted WAN connection that
doesn't allow DNSresolution, you can disable SureLink connectivity tests. You can also reconfigure
SureLink to disable the DNStest and use one or more other tests.

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.
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. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dick the Device ID.
c. dick Settings.
d. dick to expand Config.

Local Web UI:
a. Onthe menu, click System. Under Configuration, click Device Configuration.

@ L e}

The Configuration window is displayed.

. Qick Network > Interfaces.
. Select the appropriate WAN or WWAN on which SureLink should be disabled..
. After selecting the WAN or WWAN, click SureLink.

6. Toggle off Enable to disable SureLink.
. Qick Apply to save the configuration and apply the change.

. Select the device in Remote Manager and click Actions >Open Console, or log into the

Connect EZ 16/32 local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

. At the command line, type config to enter configuration mode:

> config
(config)>

. Change to the WAN or WWAN's node in the configuration schema. For example, to disable

SureLink for the Modem interface:
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(config)> network interface modem
(config network interface modem)>

Disable SureLink:

(config network interface modem> surelink enable false
(config network interface modem)>

. Save the configuration and apply the change

(config network interface my_wwan surelink)> save
Configuration saved.
>

. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Disable the default DNS test

Alternatively, you can disable the default DNStest for devices that use a private APN with no Internet
access, or that have restricted wired WAN connections that do not allow DNSresolution, and
configure alternate test.

Log into Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

. Access the device configuration:

Remote Manager:
a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dick the Device ID.
c. Cick Settings.
d. dickto expand Config.

Local Web UI:
a. Onthe menu, click System. Under Configuration, click Device Configuration.

@ o s o =]

The Configuration window is displayed.

. dick Network >Interfaces.
. Select the appropriate WAN or WWAN on which the default DNStest should be disabled..
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5. After selecting the WAN or WWAN, click SureLink.

Cick to expand Tests.

Qick to expand the default DNS configured test.
Qick to toggle off Enable.

Qick 4+ to add a new test.

© © N o

DNS configured

10. Type aLabel for the test.
11. dick to toggle on IPv6 if the test should apply to both IPv6 rather than IPv4.
12. Select the Test type.
Available test types:
® Ping test: Uses ICMP to determine connectivity.
If Ping test is selected, complete the following:
» Ping target: The type of target for the ping, one of:
° Hosthame or IP address of an external server.
° Ping host: hostname or IP address of the server.

The Interface gateway. If Interface gateway is selected, an initial traceroute is
sent to the hostname or IP address configured in the SureLink advanced settings,
and then the first hop in that route is used for the ping test.

° The Interface address.
° The Interface DNS server.
» Ping payload size: The number of bytesto send as part of the ping payload.
= DNStest: Performs a DNS query to the named DNS server.
If DNS test is selected, complete the following:
e DNS server: The IP address of the DNS server.
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HTTP test: Uses HTTP(s) GET requests to determine connectivity to the configured web
server.
If HTTP test is selected, complete the following:

* Web server: The URL of the web server.

Test DNS servers configured for this interface: Tests communication with DNS
serversthat are either provided by DHCP, or statically configured for this interface.

Test the interface status: Tests the current status of the interface. The test failsif the
interface is down. Failing this test infersthat all other tests fail.

If Test the interface status is selected, complete the following:

+ Down time: The amount of time that the interface is down before the test can be
considered to have failed.

Alowed values are any number of weeks, days, hours, minutes, or seconds, and
take the format number{w|d|h|m|s}.

For example, to set Down time to ten minutes, enter 10m or 600s.
« Initial connection time: The amount of time to wait for the interface to connect for

the first time before the test is considered to have failed.
Alowed values are any number of weeks, days, hours, minutes, or seconds, and
take the format number{w|d|h|m|s}.
For example, to set Initial connection time to ten minutes, enter 10m or 600s.

Custom test: Tests the interface with custom commands.

If Custom test is selected, complete the following:

e The Commandsto run to test.
TCP connection test: Tests that the interface can reach a destination port on the
configured host.
If TCP connection test is selected, complete the following:

e TCP connect host: The hostname or IP address of the host to create a
TCP connection to.

e TCP connect port: The TCP port to create a TCP connection to.
Test another interface's status: Tests the status of another interface.
If Test another interface's status is selected, complete the following:

e Test interface: The interface to test.

e |P version: The type of IP connection, one of:

° Any: Hther the IPv4 or IPv6 connection must be up.
° Both: Both the IPv4 or IPv6 connection must be up.
° |Pv4: The IPv4 connection must be up.
° |Pv6: The IPv6 connection must be up.
» Expected status: The status required for the test to past.

° Up: The test will pass only if the referenced interface is up and passing its own
Surelink tests (if applicable).
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° Down: The test will pass only if the referenced interface is down or failing its own
Surelink tests (if applicable).

Cick Apply to save the configuration and apply the change.

Select the device in Remote Manager and click Actions >Open Console, or loginto the
Connect EZ 16/32 local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

At the command line, type config to enter configuration mode:

> config
(config)>

Change to WAN or WWAN's node in the configuration schema. For example, to disable the
default DNStest for an interface named my_wan:

(config)> network interface my_wan
(config network interface my_wan)>

Disable the default DNS test:

(config network interface my_wan)> surelink tests 0 enable false
(config network interface my_wan)>

Add a new test:
a. Add atest:

(config network interface my_wan)> add surelink tests end
(config network interface my_wan surelink tests 1)>

b. Create alabel for the test:

(config network +interface my_wan surelink tests 1)> label string
(config network dinterface my_wan surelink tests 1)>

c. ifthetest should apply to both IPv6 rather than IPv4, enable IPv6:

(config network interface my_wan surelink tests 1)> ipv6 true
(config network interface my_wan surelink tests 1)>

d. Setthetest type:

(config network interface my_wan surelink tests 1)> test value
(config network interface my_wan surelink tests 1)>
where value is one of:
®  ping: Uses ICMP to determine connectivity.
If ping is selected, complete the following:
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e Set the ping_method:

(config network interface my_wan surelink tests 1)> ping_
method value
(config network interface my_wan surelink tests 1)>

where value is one of:
° hostname: The hostname or IP address of an external server.
° Set ping_host to the hostname or IP address of the server:

(config network interface my_wan surelink tests 1)> ping_
host hostname/IP_address
(config network 1interface my_wan surelink tests 1)>

° interface_gateway. If set, an initial traceroute is sent to the hostname or 1P
address configured in the SureLink advanced settings, and then the first hop
in that route is used for the ping test.

° interface_address.
o interface_dns: The interface's DNS server.
e Set the number of bytesto send as part of the ping payload:

(config network interface my_wan ipsec tunnel ipsec_example
surelink tests 1)> ping_size int
(config network interface my_wan surelink tests 1)>

= dns: Performs a DNS query to the named DNS server.
If dnsis set, set the IPv4 or IPv6 address of the DNS server:

(config network interface my_wan surelink tests 1)> dns_server
IP_address
(config network interface my_wan surelink tests 1)>

= http: Uses HTTP(S) GET requests to determine connectivity to the configured web
server.

If http is set, set the URL of the web server.

(config network interface my_wan surelink tests 1)> http url

(config network interface my_wan surelink tests 1)>

= dns_configured: Tests communication with DNS servers that are either provided
by DHCP, or statically configured for this interface.

= interface_up: Teststhe current status of the interface. The test fails if the interface
is down. Failing this test infers that all other tests fail.

If interface_up is set, complete the following:

¢ Set the amount of time that the interface is down before the test can be
considered to have failed.
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(config network interface my_wan surelink tests 1)>
interface_down_time value
(config network interface my_wan surelink tests 1)>

where value is any number of weeks, days, hours, minutes, or seconds, and
takes the format number{w|d|h|m|s}.

For example, to set interface_down_time to ten minutes, enter either 10m or
600s:

(config network interface my_wan surelink tests 1)>
interface_down_time 600s
(config)>

* Set the amount of time to wait for the interface to connect for the first time
before the test is considered to have failed.

(config network interface my_wan surelink tests 1)>
interface_timeout value
(config network interface my_wan surelink tests 1)>

where value is any number of weeks, days, hours, minutes, or seconds, and
takes the format number{w|d|h|m|s}.

For example, to set interface_timeout to ten minutes, enter either 10m or
600s:

(config network interface my_wan surelink tests 1)>
interface_timeout 600s
(config)>

= custom_test: Tests the interface with custom commands.

If custom_test is set, set the commandsto run to perform the test:

(config network interface my_wan surelink tests 1)> custom_
test_commands "string"

(config network dinterface my_wan surelink tests 1)>

= tcp_connection: Tests that the interface can reach a destination port on the
configured host.
If tcp_connection is selected, complete the following:
e Set the hostname or IP address of the host to create a TCP connection to:
(config network interface my_wan surelink tests 1)> tcp_host

hostname/IP_address
(config network interface my_wan surelink tests 1)>
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e Set the TCP port to create a TCP connection to.

(config network interface my_wan surelink tests 1)> tcp_port
port
(config network interface my_wan surelink tests 1)>

® other: Tests the status of another interface.
If other is selected, complete the following:
e Set theinterfaceto test.
i. Usethe ?to determine available interfaces:
ii. Set the interface. For example:

(config network dinterface my_wan surelink tests 1)> other_
interface /network/interface/ethl
(config network dinterface my_wan surelink tests 1)>

» Set the type of IP connection:

(config network interface my_wan surelink tests 1)> other_ip_
version value
(config network interface my_wan surelink tests 1)>

where value is one of:
° any: Bther the IPv4 or IPv6 connection must be up.
° both: Both the IPv4 or IPv6 connection must be up.
° ipv4 The IPv4 connection must be up.
° jpv6: The IPv6 connection must be up.

e The statusrequired for the test to past.

(config network interface my_wan surelink tests 1)> other_
status value
(config network interface my_wan surelink tests 1)>

where value is one of:

° up: The test will pass only if the referenced interface is up and passing its
own Surelink tests (if applicable).

o down: Thetest will pass only if the referenced interface is down or failing its
own Surelink tests (if applicable).

6. Save the configuration and apply the change

(config network interface my_wan ipv4 surelink)> save
Configuration saved.
>

7. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.
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Example: Use a ping test for WAN failover from Ethernet to cellular
In this example configuration, the ETH1 interface serves as the primary WAN, while the cellular
Modem interface serves as the backup WAN.

In this example configuration, SureLink is used over for the ETHL interface to send a probe packet of
size 256 bytes to the IP host 43.66.93.111 every 10 seconds. If there are three consecutive failed
responses, the default Update Routing recovery action will increase the metric for the ETH1 interface
by 100, which will cause the Connect EZ 16/32 device to start using the Modem interface asthe
default route. It continues to regularly test the connection to ETH1, and when tests on ETH1 succeed,
the device falls back to that interface.

To achieve this WAN failover from the ETH1 to the Modem interface, the WAN failover configuration is:

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.
2. Access the device configuration:

Remote Manager:
a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dickthe Device ID.
c. dick Settings.
d. dickto expand Config.

Local Web UI:
a. Onthe menu, click System. Under Configuration, click Device Configuration.

@ o o @ o

The Configuration window is displayed.
3. Configure active recovery on ETH1:
a. dick Network >Interface > ETH1 > SurelLink.

b. For Test interval, type 10s.

Digi Connect EZ 16/32 User Quide 101



Interfaces Wde Area Networks (WANS)

c. dickto expand Tests.

d. Disable the default DNStest:
i. dick to expand the default DNS configured test.
ii. dicktotoggle off Enable.

e. dick <k to add a new test.

DN configured

f. For Test type, select Ping test.
g. For Ping host, type 43.66.93.111.
h. For Ping payload size, type 256.

4. Repeat the above step for Modem to enable SureLink on that interface.
5. dick Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions >Open Console, or log into the
Connect EZ 16/32 local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Configure SureLink on ETH1.
a. Set theinterval to ten seconds:

(config)> network interface ethl surelink interval 10s
(config)>

b. Disable the default DNStest:

(config)> network dinterface ethl surelink tests 0 enable false
(config)>
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c. Add atest:

(config)> add network interface ethl surelink tests end
(config network interface ethl surelink tests 1)>

d. Setthe probe typeto ping:

(config network dinterface ethl 1dipv4 surelink tests 1)> test ping
(config network dinterface ethl 1dipv4 surelink tests 1)>

e. Set the packet size to 256 bytes:

(config network interface ethl ipv4 surelink tests 1)> ping_size 256
(config network interface ethl ipv4 surelink tests 1)>

f. Set the host to ping:

(config network interface ethl ipv4 surelink tests 1)> ping_host
43.66.93.111
(config network interface ethl ipv4 surelink tests 1)>

1. Repeat the above step for the cellular Modem (modem) interface to enable SureLink on that
interface. Note that this will cause the interface to send a ping every 10 seconds, which will
incur data costs.

4. Save the configuration and apply the change

(config)> save
Configuration saved.
>

5. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Using Ethernet devices in a WAN

The Connect EZ 16/32 device has two Ethernet devices, named ETH1 and ETH2. You can use these
Ethernet interfaces as a WAN when connecting to the Internet, through a device such as a cable
modem:

By default, the ETH1 Ethernet device is configured as a WAN, named ETH1, with both DHCP and NAT
enabled and using the External firewall zone. This means you should be able to connect to the
Internet by connecting the ETH1 Ethernet port to another device that already has an internet
connection.

The ETH2 device is configured as a LAN interface, named ETH2, which uses the Internal firewall zone.

Using cellular modems in a Wireless WAN (WAWAN)
The Connect EZ 16/32 supports one cellular modem, named Modem, which isincluded in a
preconfigured Wireless WAN, also named Modem.

The cellular modem can have only one active SIM slot at any one time. For example, Modem can have
either SIM1 or SIM2 up at one time.

Typically, you configure SIM1 of the cellular modem as the primary cellular interface, and SIM2 as the
backup cellular interface. In this way, if the Connect EZ 16/32 device cannot connect to the network
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using SIML, it automatically fails over to SIM2. Connect EZ 16/32 devices automatically use the correct
cellular module firmware for each carrier when switching SIMs.

Configure cellular modem
Configuring the Connect EZ 16/32's cellular modem involves configuring the following items:

Required configuration items

Enable the cellular modem.

The cellular modem is enabled by default.

Determine the SIM slot that will be used when connecting to the cellular network.
Configure the maximum number of interfaces that can use the modem.

Enable carrier switching, which allows the modem to automatically match the carrier for the
active SIM.

Carrier switching is enabled by default.
Configure the access technology.
Determine which cellular antennas to use.

Additional configuration items

If Active SIM slot is set to Any, by default the device uses the SIM slot that was last used or
was operational. As an alternative, you can specify a preferred SIM slot.

In the event of a failover to a non-preferred SIM, or if manual SIM switching is used to switch to
a non-preferred SIM, the modem will attempt to reconnect to the SIMin the preferred SIM slot.

To configure the modem:

1

2.

Log into Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dick the Device ID.
c. dick Settings.
d. dick to expand Config.

Local Web UI:
a. Onthe menu, click System. Under Configuration, click Device Configuration.

@ e O (=]
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The Configuration window is displayed.
For single-cellular models, click Network >Modems >WWAN cellular modem or Modem.
dick Network >Modems >Modem.
Modem configurations are enabled by default. Aick to toggle Enable to off to disable.

The Active SIM slot selection is used to determine which SIM slot the modem will attempt to
connect with. For Active SIM slot, select one of the following options:

= Any: Use the SIM slot that was last used or was last operational. The default is Any.
= SIM1: Only use SIM slot 1 with the modem
= SIM2: Only use SIM slot 2 with the modem

If you set the Active SIM slot to Any, the Preferred SIM slot option displays. Options for
Preferred SIM slot are:
= None: The modem attempts to connect to the SIMin the SIM slot that was last used or
was last operational. None is the default.
= SIMslot: Select the SIM slot that should be considered the preferred slot for this
modem. If a preferred SIMis configured, the Preferred SIM slot check schedule
displays in the configuration settings. In the event of a SIM failover, or if manual SIM
switching is used to switch SIM slots, the modem attempts to reconnect to the
preferred SIM at the interval or schedule configured in the Preferred SIM slot check
schedule settings. If a Preferred SIM slot is selected, you can choose the type of
schedule:
e On boot - Runstask when device starts.
» Interval - Runstask once per hour.
e Set time - Runstask at a set time.

« During system maintenance window - Runstask only during the period of time
designated for system maintenance.

» Manual - Task is not performed automatically.

« After - Task runs for a fixed time interval on a different SIM and then goes back to
the preferred SIM.

For Maximum number of interfaces, type the number of interfaces that can be configured to
use this modem. This is used when using dual-APN SIMs. The default is 1.

For Signal strength query interval, type or select the amount of time the system waits before
polling the modem for signal information.

Alowed values are any number of weeks, days, hours, minutes, or seconds, and take the
format number{w|d|h|m|s}.

For example, to set Signal strength query interval to ten minutes, enter 10m or 600s.
The default is 30s.

Enable Carrier switching to allow the modem to automatically match the carrier for the active
SIM. Carrier switching is enabled by default.

For Access technology, select the type of cellular technology that this modem should use to
access the cellular network, or select All technologies to configure the modem to use the best
available technology. The default is All technologies.

For Antennas, select whether the modem should use the main antenna, the auxiliary antenna,
or both the main and auxiliary antennas.
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For 4G bands, specify the frequency bands you want to include or exclude. By default, all
bands are used. To only use certain bands, separate each band in the list with a space (for
example, B1 B3 B5). To exclude certain bands, separate each band in the list with a space and
precede each band with an exclamation point (for example, !B1 !B5).

CAUTION! Make sure to confirm with your service provider that the bands you want
to include or exclude are accurate. Connection issues may occur if a service provider
changed any of the frequency bands they use for their network and you have set
limitations on the bands to which the Connect EZ 16/32 can connect.

(Optional) For 4G bands, specify the 4G bands.
Qick Apply to save the configuration and apply the change.

Select the device in Remote Manager and click Actions > Open Console, or log into the
Connect EZ 16/32 local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

At the command line, type config to enter configuration mode:

> config
(config)>

Modem configurations are enabled by default. To disable:

(config)> network modem modem enable false
(config)>

Set the SIM slot that should be used by the modem:

(config)> network modem modem sim_slot value
(config)>
where value is one of the following:
= any: Uses either SIM slot.
m 1: Usesthe first SIM slot.
m 2. Usesthe second SIMslot.
The default is any.

If sim_slot is set to any, set the SIM slot that should be considered the preferred slot for this
modem:

(config)> network modem modem sim_slot_preference value
(config)>

where value is one of the following:
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= none: Does not consider either SIM slot to be the preferred slot.
= 1: Configures the first SIM slot as the preferred SIM slot.
® 2. Configures the second SIM slot as the preferred SIM slot.

In the event of a failover to a non-preferred SIM, or if manual SIM switching is used to switch to
a non-preferred SIM, the modem will attempt to reconnect to the SIMin the preferred SIM slot.
The default isnone.

. To set the preferred SIM slot check schedule:

(config)> network modem modem sim_slot_preference_value

where value is one of the following:
= 1:SIMslot 1.
= 2 SIMslot 2.

(config)> ...run-time when value

where value is one of the following:
= after
= hoot
= interval
® maintenance_window
= manual
= set time
The default is set_time.
Set the amount of time the system waits before polling the modem for signal information:

(config)> network modem modem query_interval value
(config)>

where value is any number of weeks, days, hours, minutes, or seconds, and takes the format
number{w|d|h|m|s}.
For example, to set query_interval to ten minutes, enter either 10m or 600s:

(config)> network modem wan query_interval 600s
(config)>

The default is 30s.

Set the maximum number of interfaces. This is used when using dual-APN SIVis. The default is
1

(config)> network modem modem max_intfs int
(config)>

Carrier switching allows the modem to automatically match the carrier for the active SIM.
Carrier switching is enabled by default. To disable:
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(config)> network modem modem carrier_switch false
(config)>

10. Set the type of cellular technology that this modem should use to access the cellular network:

(config)> network modem modem access_tech value
(config)>

Available options for value vary depending on the modem type. To determine available
options:

(config)> network modem modem access_tech ?

Access technology: The cellular network technology that the modem may
use.
Format:

2G

3G

4G

4GM

4GT

all
Default value: all
Current value: all

(config)>

The default is all, which uses the best available technology.

11. Set whether the modem should use the main antenna, the auxiliary antenna, or both the main
and auxiliary antennas:

(config)> network modem modem antenna value
(config)>
where value is one of the following:
® main
= aux
= hoth
12. (Optional) To specify the 4G bands you want to include or exclude:

(config)> network modem modem 4g_bands
(config)>

13. Save the configuration and apply the change
(config)> save

Configuration saved.
>
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14. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Configure cellular modem APNs

The Connect EZ 16/32 device uses a preconfigured list of Access Point Names (APNs) when attempting
to connect to a cellular carrier for the first time. After the device has successfully connected, it will
remember the correct APN. As aresult, it is generally not necessary to configure APNs. However, you
can configure the system to use a specified APN.

To configure the APN:

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dickthe Device ID.
c. dick Settings.
d. dickto expand Config.

Local Web UI:
a. Onthe menu, click System. Under Configuration, click Device Configuration.

@ o o @ o

The Configuration window is displayed.
3. dick Network >Interfaces >Modem > APN list > APN.

+

4. For APN, type the Access Point Name (APN) to be used when connecting to the cellular carrier.

5. (Optional) IP version:
For IP version, select one of the following:
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= Automatic: Requests both IPv4 and IPv6 address.
= |Pv4: Requests only an IPv4 address.
= |Pv6: Requests only an IPv6 address.

The default is Automatic.

6. (Optional)For PDP context index, type the number for the index of the SIM card that the APN
is programmed into or type 0 to have the index set automatically.

7. (Optional) For Authentication method, select one of the following:
= None: No authentication is required.
= Automatic: The device will attempt to connect using CHAP first, and then PAP.
®  CHAP: Uses the Challenge Handshake Authentication Profile (CHAP) to authenticate.
®m  PAP: Uses the Password Authentication Profile (PAP) to authenticate.

If Automatic, CHAP, or PAP is selected, enter the Username and Password required to
authenticate.

The default is None.

8. Lightweight M2M support is enabled by default. Disable if you are using an AT&T SIM that
does not support AT&T lightweight M2M.

9. To add additional APNs, for Add APN, click 4 and repeat the preceding instructions.

10. (Optional) To configure the device to bypass its preconfigured APN list and only use the
configured APNs, enable APN list only.

11. dick Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions >Open Console, or log into the
Connect EZ 16/32 local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. At the config prompt, type:

(config)> network interface modem modem apn 0 apn value
(config)>

where value is the APN for the SIM card.
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4. (Optional) To add additional APNs:
a. Usethe add command to add a new APN entry. For example:

(config)> add network interface modem modem apn end
(config network interface modem modem apn 1)>

b. Set the value of the APN:

(config network interface modem modem apn 1)> apn value
(config network interface modem modem apn 1)>

where value is the APN for the SIM card.
5. (Optional) Set the IP version:

(config)> network interface modem modem apn 0 ip_version version
(config)>
where version is one of the following:
= auto: Requests both IPv4 and IPv6 address.
= jpv4: Requests only an IPv4 address.
= ipv6: Requests only an IPv6 address.
The default is auto.
6. (Optional) Set the PDP context index:

(config network interface wwanl modem apn 0) > cid value
(config network interface wwanl modem apn 0) >

where value is the index number of the SIMthat the APN is programmed into. O means the
index will be automatically set.

7. (Optional) Set the authentication method:

(config)> network interface modem modem apn 0 auth method
(config)>
where method is one of the following:
= none: No authentication is required.
® auto: The device will attempt to connect using CHAP first, and then PAP.
= chap: Uses the Challenge Handshake Authentication Profile (CHAP) to authenticate.
= pap: Uses the Password Authentication Profile (PAP) to authenticate.
If auto, chap, or pap is selected, enter the Username and Password required to authenticate:

(config)> network interface modem modem apn 0 username name
(config)> network interface modem modem apn 0 password pwd
(config)>

The default is none.

8. Disable Lightweight M2M support if you are using an AT&T SIM that does not support AT&T
lightweight M2M:
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(config)> network interface modem modem apn 0 attm2mglobal false
(config)>

9. (Optional) To configure the device to bypassits preconfigured APN list and only use the
configured APNSs:

(config)> network interface modem modem apn_lock true
(config)>

10. Save the configuration and apply the change

(config)> save
Configuration saved.
>

11. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Configure dual APNs

Some cellular carriers offer a dual APN feature that allows a SIM card to be provisioned with two
separate APNs that can be used simultaneously. For example, Verizon offers this service as its Split
Data Routing feature. This feature provides two separate networking paths through a single cellular
modem and SIM card, and allows for configurations such as:

®m  Segregating public and private traffic, including policy-based routes to ensure that your
internal network traffic always goes through the private connection.

®  Separation of untrusted Internet traffic from trusted internal network traffic.

®  Secure connection to internal customer network without using a VPN.

®  Separate billing structures for public and private traffic.

®  Ste-to-site networking, without the overhead of tunneling for each device.
In the following example configuration, all traffic on LAN1 is routed through the public APN to the
internet, and all traffic on LAN2 is routed through the private APN to the customer's data center:

To accomplish this, we will create separate WWAN interfaces that use the same modem but use
different APNs, and then use routing roles to forward traffic to the appropriate WWAN interface.

Dual-APN connections with the Telit LE910-NAv2 module when using a Verizon SIM are not

supported. Using an AT&T SIMwith the Telit LE910-NAv2 module is supported. The Telit LE910-NAv2
module is used in the 1002-CM04 CORE modem.

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.
2. Access the device configuration:

Remote Manager:
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a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dick the Device ID.
c. Cick Settings.
d. dickto expand Config.

Local Web UI:
a. Onthe menu, click System. Under Configuration, click Device Configuration.

@ o s o =]

The Configuration window is displayed.
3. Increase the maximum number of interfaces allowed for the modem:
a. dick Network >Modems >Modem.
b. For Maximum number of interfaces, type 2.

A

4. Create the WWAN interfaces:
In this example, we will create two interfaces named WWAN_Public and WWAN_Private.
a. Cick Network >Interfaces.
b. For Add Interface, type WWAN_Public and click #.

For Interface type, select Modem.
For Zone, select External.
For Device, select Modem .

(Optional): Configure the public APN. If the public APN is not configured, the Connect EZ
16/32 will attempt to determine the APN.

i. dickto expand APN list > APN.
ii. For APN, type the public APN for your cellular carrier.

-~ ® 2 0
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[—

g. For Add Interface, type WWAN_Private and click <.

h. For Interface type, select Modem.
i. For Zone, select External.
j- For Device, select Modem .
This should be the same modem selected for the WWAN_Public WWAN.
k. Enable APN list only.
I. dick to expand APN list > APN.
m. For APN, type the private APN provided to you by your cellular carrier.

5. Create the routing policies. For example, to route all traffic from LAN1 through the public APN,
and LAN2 through the private APN:
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. Qick Network >Routes > Policy-based routing.
. Qick the 4+ to add a new route policy.

+

c. For Label, enter Route through public APN.
d. For Interface, select Interface: WWAN_Public.
. Configure the source address:

i. Cick to expand Source address.
ii. For Type, select Interface.
iii. For Interface, select LAN1.

. Configure the destination address:

i. dick to expand Destination address.
ii. For Type, select Interface.

iii. For Interface, select Interface: WWAN_Public.

. Qick the 4+ to add another route policy.

. For Label, enter Route through private APN.

i. ForInterface, select Interface: WWAN_Private.
j. Configure the source address:

i. Cick to expand Source address.
ii. For Type, select Interface.
iii. For Interface, select LAN2.

. Configure the destination address:

i. Cick to expand Destination address.
ii. For Type, select Interface.
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iii. For Interface, select Interface: WWAN_Private.

Route through private APN

6. dick Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions >Open Console, or log into the
Connect EZ 16/32 local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Set the maximum number of interfaces for the modem:

(config)> network modem modem max_intfs 2
(config)>

4, Create the WWAN interfaces:
a. COreate the WWANPublic interface:

(config)> add network interface WWANPublic
(config network interface WWANPublic)>

b. Set theinterface type to modem:

(config network interface WWANPublic)> type modem
(config network interface WWANPublic)>

c. Set the modem device:

(config network interface WWANPublic)> modem device modem
(config network interface WWANPublic)>

d. (Optional): Set the public APN. If the public APN is not configured, the Connect EZ 16/32
will attempt to determine the APN.
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(config network interface WWANPublic)> modem apn public_apn
(config network interface WWANPublic)>

e. Useto periods (..) to move back one level in the configuration:

(config network interface WWANPublic)>
(config network interface)>

f. Create the WWANPrivate interface:

(config network interface)> add WWANPrivate
(config network interface WWANPrivate)>

g. Set theinterface type to modem:

(config network interface WWANPrivate)> type modem
(config network interface WWANPrivate)>

h. Set the modem device:

(config network 1interface WWANPrivate)> modem device modem
(config network interface WWANPrivate)>

i. Enable APN list only:

(config network interface WWANPrivate)> apn_lock true
(config network interface WWANPrivate)>

j- Set the private APN:

(config network interface WWANPublic)> modem apn private_apn
(config network interface WWANPublic)>

5. Create the routing policies. For example, to route all traffic from LAN1 through the public APN,
and LAN2 through the private APN:

a. Add anew routing policy:

(config)> add network route policy end
(config network route policy 0)>

b. Set thelabel that will be used to identify this route policy:

(config network route policy 0)> label "Route through public apn"
(config network route policy 0)>

c. Settheinterface:
(config network route policy 0)> 1dinterface

/network/interface/WWANPublic
(config network route policy 0)>
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d. Configure the source address:
i. Setthe sourcetype tointerface:

(config network route policy 0)> src type interface
(config network route policy 0)>

ii. Settheinterface to LAN1:

(config network route policy 0)> src interface LAN1
(config network route policy 0)>

e. Configure the destination address:
i. Setthetypetointerface:

(config network route policy 0)> dst type interface
(config network route policy 0)>

ii. Set theinterface to WWANPublic :

(config network route policy 0)> interface
/network/interface/WWANPublic
(config network route policy 0)>

f. Useto periods (..) to move back one level in the configuration:

(config nnetwork route policy 0)>
(config nnetwork route policy)>

g. Add anew routing policy:

(config network route policy )> add end
(config network route policy 1)>

h. Set the label that will be used to identify this route policy:

(config network route policy 1)> label "Route through private apn"
(config network route policy 1)>

i. Set theinterface:

(config network route policy 1)> dinterface
/network/interface/WWANPrivate
(config network route policy 1)>

j- Configure the source address:
i. Set the source type to interface:

(config network route policy 1)> src type interface
(config network route policy 1)>
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ii. Settheinterface to LAN2:

(config network route policy 1)> src interface LAN2
(config network route policy 1)>

k. Configure the destination address:
i. Setthetypetointerface:

(config network route policy 1)> dst type interface
(config network route policy 1)>

ii. Set theinterface to WWANPrivate :

(config network route policy 1)> interface
/network/interface/WWANPrivate
(config network route policy 1)>

6. Save the configuration and apply the change

(config network route policy 1)> save
Configuration saved.
>

7. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Configure manual carrier selection

By default, your Connect EZ 16/32 automatically selects the most appropriate cellular carrier based on
the SIMthat isin use and the status of available carriersin your area.

Alternatively, you can configure the devices to manually select the carrier, based on the Network
PLMN ID. You can also configure the device to use manual carrier selection and fall back to automatic
carrier selection if connecting to the manually-configured carrier fails.

You can use also use the modem scan command at the command line to scan for available carriers
and determine their PLMN ID.

Required configuration items

® Select Manual or Manual/Automatic carrier selection mode.
® The Network PLMN ID.

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

2. Access the device configuration:
Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.
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b. dick the Device ID.
c. dick Settings.
d. dick to expand Config.

Local Web UI:
a. Onthe menu, click System. Under Configuration, click Device Configuration.

The Configuration window is displayed.
3. dick Network >Interfaces >Modem.
4. For Carrier selection mode, select one of the following:

= Automatic—The device automatically selects the carrier based on your SIMand cellular
network status.

= Manual—The device will only connect to the carrier identified in the Network PLMN ID.
If the carrier is not available, no cellular connection will be established.

= Manual/Automatic—The device will attempt to connect to the carrier identified in the
Network PLMN ID. If the carrier is not available, the device will fall back to using
automatic carrier selection.

5. If Manual or Manual/Automatic are selected for Carrier section mode, enter the Network
PLMN ID.

You can use the modem scan command at the Admin CLI to scan for available carriers
and determine their PLMN ID. See Scan for available cellular carriers for details.

6. dick Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions >Open Console, or log into the
Connect EZ 16/32 local command line as a user with full Admin access rights.
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Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

. At the command line, type config to enter configuration mode;

> config
(config)>

. Al the config prompt, type:

(config)> network interface modem modem operator_mode value
(config)>

where value is one of:

= automatic—The device automatically selects the carrier based on your SIM and cellular
network status.

= manual—The device will only connect to the carrier identified in the Network PLMN ID.
If the carrier is not available, no cellular connection will be established.

® manual_automatic—The device will attempt to connect to the carrier identified in the
Network PLMN ID. If the carrier is not available, the device will fall back to using
automatic carrier selection.

If carrier section mode is set to manual or manual_automatic, set the network PLMN ID:

(config)> network interface modem modem operator plmn_ID
(config)>

You can use the modem scan command at the Admin CLI to scan for available carriers
and determine their PLMN ID. See Scan for available cellular carriers for details.

Save the configuration and apply the change

(config)> save
Configuration saved.
>

Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Scan for available cellular carriers

You can scan for available carriers and determine their network PLMN ID by using the modem scan
command at the Admin CLI.

For devices using Unitac modems (such as devices with the 1002-Cv45 core module), carrier

scanning will not work if the modem has an active cellular connection.

Log into the Connect EZ 16/32 WebUI as a user with full Admin access rights.

1. From the main menu, click Status > Modems.

Digi Connect EZ 16/32 User Quide 121



Interfaces Wde Area Networks (WANS)

2. croll to the Connection Status section and click SCAN.

Connection Status

Modem State Connected
Interface Status Connected
APN 10568.mcs

Carrier Scan SCA

The Carrier Scan window opens.

it displayed.
ay 25 151124 UTC 2021

3. (Optional) Change the Timeout for the carrier scan. The default is 300 seconds.

4. When the Carrier Scan window opens, the results of the most recent previous scan are
displayed. If there is no previous scan available, or to refresh the list, click SCAN.

5. The current carrier is highlighted in green. To switch to a different carrier:
a. Highlight the appropriate carrier and click SELECT.
The Carrier selection dialog opens.

The following configuration parameters will be changed

Carrier

k PLMN ID 311480

 technology 46

Carrier selection mode Manual/Automatic -

b. For Carrier selection mode, select one of the following:

= Manual/Automatic: The device will use automatic carrier selection if this carrier is
not available.

= Manual: Does not allow the device to use automatic carrier selection if this carrier
is not available.

If Manual is selected, your modem must support the Network technology or
the modem will lose cellular connectivity. If you are using a cellular connection to
perform this procedure, you may lose your connection and the device will no longer
be accessible.
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1. Select the device in Remote Manager and click Actions >Open Console, or log into the
Connect EZ 16/32 local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection

menu. Type admin to access the Admin CLI.
2. At the Admin CLI prompt, type:

> modem scan

Issuing network scan, this may take some time...

Status Carrier PLMN ID Technology
Available T-Mobile 310260 4G
Available T-Mobile 310260 3G
Available AT&T 310410 4G
Available Verizon 311480 4G
Available 311 490 311490 4G
Available 313 100 313100 4G

Show cellular status and statistics

You can view a summary status for all cellular modems, or view detailed status and statistics for a

specific modem.

Log into the Connect EZ 16/32 WebUI as a user with full Admin access rights.

1. Onthemenu, click Status.
Under Connections, click Modems.
The modem status window is displayed

1. Select the device in Remote Manager and click Actions > Open Console, or log into the
Connect EZ 16/32 local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection

menu. Type admin to access the Admin CLI.
2. Use the show modem command:
= To view a status summary for the modem:

> show modem

Modem SIM Status APN

modem 1 (ready) connected 1234

Digi Connect EZ 16/32 User Guide
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® To view detailed status and statistics, use the show modem name name command:
> show modem name modem

modem: [Telit] LM940

IMEI ¢ 781154796325698
Mode'l ¢ LM940

FW Version : 24.01.541_ATT
Revision : 24.01.541
Status

State : connected
Signal Strength : Good (-85 dBm)
Bars : 2/5

Access Mode : 4G

Network Technology (CNTI): LTE

Band : B2
Temperature : 34C

wwanl Interface

APN ¢ 1234

IPv4 surelink ¢ passing

IPv4 address : 189.232.229.47

IPv4 gateway ¢ 189.232.229.1

IPv4 MTU ¢ 1500

IPv4 DNS server(s) : 245.144.162.207, 245.144.162.208
IPv6 surelink ¢ passing

IPv6 address : 11f6:4680:0d67:59d2:552b:3429:81a8: flea
IPv6 gateway : ff50:d95d:7e98:abe8:3030:9138:4f25:f51b
IPve MTU ¢ 1500

TX bytes ¢ 127941

RX bytes ¢ 61026

Uptime : 10 hrs, 56 mins (39360s)

SIM

SIM Slot 1

SIM Status . ready

IMSI ¢ 61582122197895

ICCID ¢ 26587628655003992180

SIM Provider : AT&T

4G

RSRQ : Good (-11.0 dB)

Digi Connect EZ 16/32 User Quide 124



Interfaces

Wde Area Networks (WANS)

RSRP : Good (-93.0 dBm)
RSSI : Excellent (-64.0 dBm)
SNR : Good (6.4 dB)

Unlock a SIM card

ASIM card can be locked if a user triesto set an invalid PIN for the SIM card too many times. In
addition, some cellular carriers require a SIM PIN to be added before the SIM card can be used. If the
SIM card is locked, the Connect EZ device cannot make a cellular connection.

To unlock a SIM card:

1

2.

3.

Select the device in Remote Manager and click Actions >Open Console, or loginto the
Connect EZ 16/32 local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

At the Admin CLI prompt, use the modem puk unlock command to set a new PIN for the SIM
card:

> modem puk unlock puk_code new_pin modem_name
>

For example, to unlock a SIM card in the modem named modem with PUK code 12345678,
and set the new SMPIN to 1234:

> modem puk unlock 12345678 1234 modem
>

Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

If the SIMremains in a locked state after using the unlock command, contact your cellular
carrier.

Signal strength for cellular connections
See Show cellular status and statistics for procedures to view this information.

Signal strength for 4G connections
For 4G connections, the RSRP value determines signal strength.

Excellent: >-90 dBm

Good: -90 dBm to -105 dBm

Fair: -106 dBm to -115 dBm

Poor: -116 dBm to -120 dBm
No service: <-120 dBm
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Signal strength for 3G and 2G connections
For 3Gand 2Gcellular connections, the current RSSI value determines signal strength.

Excellent: >-70 dBm

Good: -70 dBm to -85 dBm
Fair: -86 dBm to -100 dBm
Poor: <-100 dBm to -109 dBm
No service: -110 dBm

Tips for improving cellular signal strength

If the signal strength LEDs or the signal quality for your device indicate Poor or No service, try the
following things to improve signal strength:

Move the Connect EZ 16/32 device to another location.
Try connecting a different set of antennas, if available.
Purchase a Digi Antenna Extender Kit:

e Antenna BExtender Kit, Im

AT command access
To run AT commands from the Connect EZ 16/32 command line:

Select the device in Remote Manager and click Actions >Open Console, or loginto the
Connect EZ 16/32 local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

At the Admin CLI prompt, type modem at-interactive and press Enter. Type n if you do not
want exclusive access. This allows you to send AT commands to the device while still allowing
the device to connect, disconnect, and/or reconnect to the cellular network.

At the Admin CLI prompt, use the modem at-interactive command to begin an interactive AT
command session:

> modem at-interactive

Do you want exclusive access to the modem? (y/n) [y]:

Type n if you do not want exclusive access. This allows you to send AT commands to the
device while still allowing the device to connect, disconnect, and/or reconnect to the cellular
network.

The following is an example interactive AT command:
> modem at-interactive

Do you want exclusive access to the modem? (y/n) [y]: n
Starting terminal access to modem AT commands.
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Note that the modem 1is still in operation.
To quit enter '~.' ('~~.' if using an ssh client) and press ENTER

Connected

ati

Manufacturer: Sierra Wireless, Incorporated
Model: MC7455

Revision: SWI9X30C_02.24.03.00 r6978 CARMD-EV-FRMWR2 2017/03/02 13:36:45
MEID: 35907206045169

IMEI: 359072060451693

IMEI SvV: 9

FSN: LQ650551070110

+GCAP: +CGSM

OK

5. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.
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Configure a Wide Area Network (WAN)
Configuring a Wide Area Network (WAN) involves configuring the following items:

Required configuration items

®  Anpame for the interface.

If the interface name is more than eight characters, the name will be truncated in the

underlying network interface to the first six characters followed by three digits, incrementing
from 000. This affects any custom scripts or firewall rules that may be trying to adjust the
interface or routing table entries.

= The interface type: Ethernet.

= The firewall zone: External.

= The network device or bridge that is used by the WAN.
= Configure the WAN as a DHCP client.

Additional configuration items

= Active recovery configuration. See Configure SureLink active recovery to detect WWAN/\WMWAN
failures for further information.

= Additional IPv4 configuration:

The type being the way to control how the modem in the Digi device obtains an IP address
from the cellular network.

The metric for IPv4 routes associated with the WAN.
The relative weight for IPv4 routes associated with the WAN.

The IPv4 management priority of the WAN. The active interface with the highest
management priority will have its address reported as the preferred contact address for
central management and direct device access.

The IPv4 Maximum Transmission Unit (MTU) of the WAN.

When to use DNS: always, never, or only when this interface is the primary default route.
When to use DNS servers for this interface.

Whether to include the Connect EZ 16/32 device's hostname in DHCP requests.

= |Pv6 configuration:

The type being the way to control how the modem in the Digi device obtains an IP address
from the cellular network.

The metric for IPv6 routes associated with the WAN.
The relative weight for IPv6 routes associated with the WAN.

The IPv6 management priority of the WAN. The active interface with the highest
management priority will have its address reported as the preferred contact address for
central management and direct device access.

The IPv6 Maximum Transmission Unit (MTU) of the WAN.
When to use DNS: always, never, or only when this interface is the primary default route.
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« When to use DNS servers for this interface.
» Whether to include the Connect EZ 16/32 device's hostname in DHCP requests.
= MACaddress denylist and allowlist.

To create a new WAN or edit an existing WAN:

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dickthe Device ID.
c. dick Settings.
d. dickto expand Config.

Local Web UI:
a. Onthe menu, click System. Under Configuration, click Device Configuration.

@ o o @ o

The Configuration window is displayed.
3. dick Network > Interfaces.
4. COreate the WAN or select an existing WAN:
= To create a new WAN, for Add interface, type a name for the WAN and click 4.

= To edit an existing WAN, click to expand the WAN.
The Interface configuration window is displayed.
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New WANSs are enabled by default. To disable, toggle off Enable.
For Interface type, leave at the default setting of Ethernet.
For Zone, select External.

N o o

For Device, select an Ethernet device or a bridge. See Bridging for more information about
bridging.
. (Optional) Aick to expand 802.1x to configure 802.1x port based network access control.

The Connect EZ 16/32 can function as an 802.1x authenticator; it does not function as an
802.1x supplicant.

[ee]

a. dick to expand Authentication.
b. dick Enable server to enable the 802.1x authenticator on the Connect EZ 16/32 device.
C. Set the Reauth period.
9. Configure IPv4 settings:
a. dick to expand IPv4.
IPv4 support is enabled by default.
b. For Type, select DHCP address.
c. Optional IPv4 configuration items:
i. Setthe Metric.

See Configure WAN/VWWAN priority and default route metrics for further information
about metrics.

ii. For Weight, type the relative weight for default routes associated with this interface.
For multiple active interfaces with the same metric, Weight is used to load balance
traffic to the interfaces.

iii. Set the Management priority. This determines which interface will have priority for
central management activity. The interface with the highest number will be used.

iv. Setthe MTU.

v. For Use DNS, select one of the following:

= Always: DNSwill always be used for this WAN; when multiple interfaces have
the same DNS server, the interface with the lowest metric will be used for DNS
requests.

® When primary default route: Only use the DNS servers provided for this
interface when the interface is the primary route.

® Never: Never use DNS servers for this interface.

vi. Enable DHCP Hostname to instruct the Connect EZ 16/32 device to include the
device's system name with DHCP requests as the dient FQDN option. The DHCP
server can then be configured to register the device's hostname and IP address with
an associated DNS server.

®  See RECA702 for further information about DHCP server support for the Qient
FQDN option.

® See Configure system information for information about setting the Connect
EZ 16/32 device's system name.

d. Enable Force link to keep the network interface active even when the device link is down.
10. (Optional) Configure IPv6 settings:
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Qick to expand IPv6.
Enable IPv6 support.
For Type, select DHCPv6 address.

For Prefix length, type the minimum length of the prefix to assign to this LAN. If the
minimum length is not available, then a longer prefix will be used.

For Prefix ID, type the identifier used to extend the prefix to the assigned length. Leave
blank to use a random identifier.

Set the Metric.
See Configure WAN/\VWWAN priority and default route metrics for further information about
metrics.

For Weight, type the relative weight for default routes associated with this interface. For
multiple active interfaces with the same metric, Weight is used to load balance traffic to
the interfaces.

Set the Management priority. This determines which interface will have priority for
central management activity. The interface with the highest number will be used.
Set the MTU.
For Use DNS:
= Always: DNSwill always be used for this WAN; when multiple interfaces have the

same DNS server, the interface with the lowest metric will be used for DNS
requests.

= When primary default route: Only use the DNS servers provided for this interface
when the interface is the primary route.
= Never: Never use DNS servers for this interface.
Enable DHCP Hostname to instruct the Connect EZ 16/32 device to include the device's
system name with DHCP requests as the dient FQDN option. The DHCP server can then be
configured to register the device's hostname and IP address with an associated DNS
server.
® See RFCA702 for further information about DHCP server support for the dient
FQDN option.

® See Configure system information for information about setting the Connect EZ
16/32 device's system name.

11. (Optional) Aick to expand MAC address denylist.

12.

a
b.
c.

Incoming packets will be dropped from any devices whose MAC addresses is included in the
MAC address denylist.

Click to expand MAC address denylist.
For Add MAC address, click %.
Type the MAC address.

(Optional) dick to expand MAC address allowlist.

If allowlist entries are specified, incoming packets will only be accepted from the listed MAC
addresses.
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a. dick to expand MAC address allowlist.
b. For Add MAC address, click 4.
c. Typethe MAC address.

1. See Configure SureLink active recovery to detect WAN/VWWAN failures for information about
configuring SureLink.

13. dick Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions >Open Console, or log into the
Connect EZ 16/32 local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Oreate anew WAN or edit an existing one:
= To create a new WAN named my_wan:

(config)> add network interface my_wan
(config network interface my_wan)>

= To edit an existing WAN named my_wan, change to the my_wan node in the
configuration schema:

(config)> network interface my_wan
(config network dinterface my_wan)>

4. Set the appropriate firewall zone:

(config network interface my_wan)> zone zone
(config network interface my_wan)>

See Hrewall configuration for further information.
5. Select an Ethernet device or a bridge. See Bridging for more information about bridging.
a. Enter device ?to view available devices and the proper syntax.

(config network interface my_wan)> device ?
Current value:

(config network interface my_wan)> device

b. Set the device for the LAN:

(config network interface my_wan)> device device
(config network interface my_wan)>
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6. Configure IPv4 settings:
= |Pv4 support is enabled by default. To disable:

(config network interface my_wan)> ipv4 enable false
(config network interface my_wan)>

= Configure the WAN to be a DHCP client:

(config network interface my_wan)> ipv4 type dhcp
(config network interface my_wan)>

a. Optional IPv4 configuration items:
i. SetthelPmetric:

(config network interface my_wan)> 1dipv4 metric num
(config network interface my_wan)>

See Configure WAN/\VWMWVAN priority and default route metrics for further information
about metrics.

ii. Set the relative weight for default routes associated with this interface. For multiple
active interfaces with the same metric, the weight is used to load balance traffic to
the interfaces.

(config network interface my_wan)> 1ipv4 weight num
(config network interface my_wan)>

iii. Set the management priority. This determines which interface will have priority for
central management activity. The interface with the highest number will be used.

(config network interface my_wan)> ipv4 mgmt num
(config network interface my_wan)>

iv. Set the MTU:

(config network interface my_wan)> [dipv4 mtu num
(config network interface my_wan)>

v. Configure how to use DNS:

(config network interface my_wan)> 1ipv4 use_dns value
(config network interface my_wan)>
where value is one of:

= always: DNSwill always be used for this WAN; when multiple interfaces have
the same DNS server, the interface with the lowest metric will be used for DNS
requests.

® primary: Only use the DNS servers provided for this interface when the
interface is the primary route.

® never: Never use DNS servers for this interface.
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vi. Enable DHCP Hostname to instruct the Connect EZ 16/32 device to include the
device's system name with DHCP requests as the Cient FQDN option. The DHCP
server can then be configured to register the device's hostname and IP address with
an associated DNS server.

(config network interface my_wan)> [dipv4 dhcp_hostname true
(config network interface my_wan)>

® See RFCA702 for further information about DHCP server support for the Qient
FQDN option.

® See Configure system information for information about setting the Connect
EZ 16/32 device's system name.

7. (Optional) Configure IPv6 settings:
a. Enable IPv6 support:

(config network interface my_wan)> ipv6 enable true
(config network interface my_wan)>

b. Set the IPv6 type to DHCP:

(config network interface my_wan)> ipv6 type dhcpvé
(config network interface my_wan)>

c. Generally, the default settings for IPv6 support are sufficient. You can view the default IPv6
settings by using the question mark (?):

(config network interface my_wan)> 1ipv6 ?

IPv6

Parameters Current Value

dhcp_hostname false DHCP Hostname
enable true Enable

metric 0 Metric

mgmt 0 Management priority
mtu 1500 MTU

type dhcpve Type

use_dns always Use DNS

weight 10 Weight

Additional Configuration

connection_monitor Active recovery

(config network interface my_wan)>

d. Modify any of the remaining default settings as appropriate. For example, to change the
metric:
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(config network interface my_wan)> ipv6 metric 1
(config network interface my_wan)>

If the minimum length is not available, then a longer prefix will be used.

See Configure WAN/\VWWAN priority and default route metrics for further information about
metrics.

8. (Optional) To configure 802.1x port based network access control:

The Connect EZ 16/32 can function as an 802.1x authenticator; it does not function as an
802.1x supplicant.

a. Enable the 802.1x authenticator on the Connect EZ 16/32 device:

(config network interface my_wan)> 802_1x authentication enable true
(config network interface my_wan)>

b. Set the frequency period for reauthorization:

(config network interface my_wan)> 802_1x authentication reauth_period
value
(config network interface my_wan)>

where value is an integer between 0 and 86400. The default is 3600.
9. (Optional) Configure the MAC address deny list.

Incoming packets will be dropped from any devices whose MAC addresses is included in the
MAC address denylist.

a. Add a MACaddressto the denylist:

(config network interface my_wan)> add mac_denylist end mac_address
(config network interface my_wan)>

where mac_addressis a hyphen-separated MAC address, for example, 32-A6-84-2E-81-58.
b. Repeat for each additional MAC address.
10. (Optional) Configure the MAC address allowlist.

If allowlist entries are specified, incoming packets will only be accepted from the listed MAC
addresses.

a. Add a MACaddressto the allowlist:

(config network interface my_wan)> add mac_allowlist end mac_address
(config network interface my_wan)>
where mac_addressis a hyphen-separated MAC address, for example, 32-A6-84-2E-81-58.
b. Repeat for each additional MAC address.

11. See Configure SurelLink active recovery to detect WAN/VWWAN failures for information about
configuring SureLink for active recovery.
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12. Savethe configuration and apply the change

(config network interface my_wan)> save
Configuration saved.
>

13. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Configure a Wireless Wide Area Network (WWWAN)

Configuring a Wireless Wide Area Network (WWAN) involves configuring the following items:

Required configuration items

= The interface type: Modem.
= The firewall zone: External.
= The cellular modem that is used by the WWAN.

Additional configuration items

= SIM selection for this VWVAN.

= The SIMPIN.

= The SIM phone number for SMS connections.
= Enable or disable roaming.

= SIM failover configuration.

= APN configuration.

= The custom gateway/netmask.

= |Pv4 configuration:

e The type being the way to control how the modem in the Digi device obtains an IP address
from the cellular network.

* The metric for IPv4 routes associated with the WAN.
» The relative weight for IPv4 routes associated with the WAN.

e The IPv4 management priority of the WAN. The active interface with the highest
management priority will have its address reported as the preferred contact address for
central management and direct device access.

¢ The IPv4 Maximum Transmission Unit (MTU) of the WAN.
« When to use DNS: always, never, or only when this interface is the primary default route.

e Surelink active recovery configuration. See Configure SureLink active recovery to detect
WAN/VWWVAN failures for further information.

= |Pv6 configuration:

e Thetype being the way to control how the modem in the Digi device obtains an IP address
from the cellular network.

e The metric for IPv6 routes associated with the WAN.
« The relative weight for IPv6 routes associated with the WAN.
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e The IPv6 management priority of the WAN. The active interface with the highest
management priority will have its address reported as the preferred contact address for
central management and direct device access.

e The IPv6 Maximum Transmission Unit (MTU) of the WAN.
« When to use DNS: always, never, or only when this interface is the primary default route.

e Surelink active recovery configuration. See Configure SureLink active recovery to detect
WAN/VWWVAN failures for further information.

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dick the Device ID.
c. Cick Settings.
d. dickto expand Config.

Local Web UI:
a. Onthe menu, click System. Under Configuration, click Device Configuration.

The Configuration window is displayed.
3. dick Network > Interfaces.
4. Create the WWAN or select an existing WWAN:
= To create a new VWWAN:
a. For Add interface, type a name for the WWAN and click <.
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b. For Interface type, select Modem.

New WWANS are enabled by default. To disable, toggle off Enable.
= To edit an existing WWAN, click to expand the WWAN.
5. For Zone, select External.
6. For Device, select the cellular modem.

7. For Match SIM by, select a SIM matching criteria to determine when this WWAN should be
used:

m |f SIM slot is selected, for Match SIM slot, select which SIM slot must be in active for
this WWAN to be used.

m |f Carrier is selected, for Match SIM carrier, select which cellular carrier must be in
active for this WWAN to be used.

= |[f PLMN identifier is selected, for Match PLMN identifier, type the PLMN id that must
be in active for this WWAN to be used.

= [f IMSI is selected, for Match IMS, type the International Mobile Subscriber Identity
(IMS) that must be in active for this WWAN to be used.

= [fICCIDis selected, for Match ICCID, type the unique SIM card ICCID that must be in
active for this WWAN to be used.

8. Typethe PIN for the SIM. Leave blank if no PINis required.
9. Typethe Phone number for the SIM, for SMS connections.

Normally, this should be left blank. It is only necessary to complete this field if the SIM does
not have a phone number or if the phone number is incorrect.

10. Roaming is enabled by default. Aick to disable.
11. For Carrier selection mode, select one of the following:
= Automatic: The cellular carrier is selected automatically by the device.

= Manual: The cellular carrier must be manually configured. If the configured network is
not available, no cellular connection will be established.

= Manual/Automatic: The carrier is manually configured. If the configured network is not
available, automatic carrier selection is used.

If Manual or Manual/Automatic is selected:
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For Network PLMN ID, type the PLMN ID for the cellular network.

For Network technology, select the technology that should be used. The default is Al
technologies, which means that the best available technology will be used.

If Manual is configured for Carrier selection mode and a specific network
technology is selected for the Network technology, your modem must support the
selected technology or no cellular connection will be established. If you are using a cellular
connection to perform this procedure, you may lose your connection and the device will
no longer be accessible.

12. SIMfailover is enabled by default, which means that the modem will automatically fail over
from the active SIMto the next available SIMwhen the active SIM fails to connect. If enabled:

13.

14.

15.

a.

For Connection attempts before SIM failover, type the number of times that the device
should attempt to connect to the active SIM before failing over to the next available SIM.

For SIM failover alternative, configure how SIM failover will function if automatic SIM
switching is unavailable:

= None: The device will perform no alternative action if automatic SIM switching is
unavailable.

= Reset modem: The device will reset the modem if automatic SIM switching is
unavailable.

= Reboot device: The device will reboot if automatic SIM switching is unavailable.

For APN list and APN list only, the Connect EZ 16/32 device uses a preconfigured list of Access
Point Names (APNs) when attempting to connect to a cellular carrier for the first time. After the
device has successfully connected, it will remember the correct APN. As aresult, it is generally
not necessary to configure APNs. See Configure cellular modem APNSs for further information
and instructions for setting an APN.

(Optional) To configure the IP address of a custom gateway or a custom netmask:

a
b.
c.

Cick Custom gateway to expand.

Qick Enable.

For Gateway/Netmask, enter the IP address and netmask of the custom gateway. To
override only the gateway netmask, but not the gateway IP address, use all zeros for the IP

address. For example, 0.0.0.0./32 will use the network-provided gateway, but with a /32
netmask.

Optional IPv4 configuration items:

a.
b.
c.

dick IPv4 to expand.

IPv4 support is Enabled by default. Aick to disable.

Set the Type.

®m Static IP address - Digi device obtains the static IP address from the cellular network.

= DHCP address - Digi device obtains IP address through a DHCP server on the cellular
network.

Set the Metric.

See Configure WAN/VWWVAN priority and default route metrics for further information about
metrics.
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b. For Weight, type the relative weight for default routes associated with this interface. For
multiple active interfaces with the same metric, Weight is used to load balance traffic to
the interfaces.

c. Set the Management priority. This determines which interface will have priority for
central management activity. The interface with the highest number will be used.

d. Setthe MTU.

e. For Use DNS:

= Always: DNSwill always be used for this WWAN; when multiple interfaces have the
same DNS server, the interface with the lowest metric will be used for DNS
requests.

= \When primary default route: Only use the DNS servers provided for this WWAN
when the WWAN is the primary route.

= Never: Never use DNS servers for this WWWAN.
The default setting is When primary default route.

16. Optional IPv6 configuration items:

a. dick IPv6 to expand.

b. IPv6 support is Enabled by default. Aick to disable.

c. Setthe Type.
®m Static IP address - Digi device obtains the static IP address from the cellular network.
= DHCP address - Digi device obtains IP address through a DHCP server on the cellular

network.

a. Setthe Metric.

See Configure WAN/\VWWAN priority and default route metrics for further information about
metrics.

b. For Weight, type the relative weight for default routes associated with this interface. For
multiple active interfaces with the same metric, Weight is used to load balance traffic to
the interfaces.

c. Set the Management priority. This determines which interface will have priority for
central management activity. The interface with the highest number will be used.

d. Setthe MTU.

e. For Use DNS:

= Always: DNSwill always be used for this WWAN; when multiple interfaces have the
same DNS server, the interface with the lowest metric will be used for DNS
requests.

= \When primary default route: Only use the DNS servers provided for this WWAN
when the WWAN is the primary route.

= Never: Never use DNS servers for this WWWAN.
The default setting is When primary default route.

1. See Configure Surelink active recovery to detect WAN/VWWAN failures for information about
configuring SureLink.

17. dick Apply to save the configuration and apply the change.
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1. Select the device in Remote Manager and click Actions >Open Console, or log into the
Connect EZ 16/32 local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Create a new WWAN or edit an existing one:
= To create a new WWAN named my_wwan:

(config)> add network interface my_wwan
(config network interface my_wwan)>

= To edit an existing WWAN named my_wwan, change to the my_wwan node in the
configuration schema:

(config)> network dinterface my_wwan
(config network interface my_wwan)>

4. Set the appropriate firewall zone:

(config network +interface my_wwan)> zone zone
(config network interface my_wwan)>

See Hrewall configuration for further information.
5. Select a cellular modem:
a. Enter modem device ?to view available modems and the proper syntax.

(config network interface my_wwan)> modem device ?

Device: The modem used by this network -interface.
Format:

modem
Current value:

(config network interface my_wwan)> device
b. Set the device:

(config network interface my_wwan)> modem device modem
(config network interface my_wwan)>

6. Set the SIM matching criteria to determine when this WWAN should be used:

(config network interface my_wwan)> modem match value
(config network interface my_wwan)>

Where value is one of:
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= any

= carrier
Set the cellular carrier must be in active for this WWAN to be used:
a. Use ?to determine available carriers:

(config network interface my_wwan)> modem carrier

Match SIM carrier: The SIM carrier match criteria. This
interface is applied when the SIM card is
provisioned from the carrier.
Format:

AT&T

Rogers

Sprint

T-Mobile

Telstra

Verizon

Vodafone

other
Default value: AT&T
Current value: AT&T

(config network interface my_wwan)>
b. Set the carrier:

(config network interface my_wwan)> modem carrier value
(config network interface my_wwan)>

= jccid
Set the unique SIM card ICCID that must be in active for this WWAN to be used:

(config network interface my_wwan)> modem -iccid ICCID
(config network interface my_wwan)>

= imsi
Set the International Mobile Subscriber Identity (IMS]) that must be in active for this
VWWAN to be used:

(config network interface my_wwan)> modem -imsi IMSI
(config network interface my_wwan)>

= plmn_id
Set the PLMN id that must be in active for this WWAN to be used:

(config network interface my_wwan)> modem plmn_id PLMN_ID
(config network interface my_wwan)>
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= sim_slot
Set which SIM slot must be in active for this WWAN to be used:

(config network interface my_wwan)> modem sim_slot value
(config network interface my_wwan)>
where value is either 1 or 2.
7. Set the PIN for the SIM. Leave blank if no PIN is required.

(config network interface my_wwan)> modem pin value
(config network interface my_wwan)>

8. Set the phone number for the SIM, for SMS connections:

(config network interface my_wwan)> modem phone num
(config network interface my_wwan)>

Normally, this should be left blank. It is only necessary to complete this field if the SIM does
not have a phone number or if the phone number isincorrect.

9. Roaming is enabled by default. To disable:

(config network interface my_wwan)> modem roaming false
(config network interface my_wwan)>

10. Set the carrier selection mode:

(config network interface my_wwan)> modem operator_mode value
(config network interface my_wwan)>
where value is one of:
= automatic: The cellular carrier is selected automatically by the device.

= manual: The cellular carrier must be manually configured. If the configured network is
not available, no cellular connection will be established.

® manual_automatic: The carrier is manually configured. If the configured network is not
available, automatic carrier selection is used.

If manual or manual_automatic is set:
a. Set the Network PLMN ID:

(config network interface my_wwan)> modem operator PLMN_ID
(config network interface my_wwan)>

b. Set the cellular network technology:

(config network interface my_wwan)> modem operator_technology value
(config network interface my_wwan)>
where value is one of:
= all: The best available technology will be used.
= 2G: Only 2Gtechnology will be used.
® 3G Only 3Gtechnology will be used.
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= 4G Only 4Gtechnology will be used.
= NR5G-NSA: Only 5G non-standalone technology will be used.
= NR5G-SA: Only 5G standalone technology will be used.

The default is all.

If manual is configured for the carrier selection mode and a specific network
technology is selected for the cellular network technology, your modem must support the
selected technology or no cellular connection will be established. If you are using a cellular

connection to perform this procedure, you may lose your connection and the device will
no longer be accessible.

11. SIMfailover is enabled by default, which means that the modem will automatically fail over
from the active SIMto the next available SIMwhen the active SIM fails to connect. To disable:

(config network interface my_wwan)> modem sim_failover false
(config network interface my_wwan)>
If enabled:

a. Set the number of times that the device should attempt to connect to the active SIM
before failing over to the next available SIM:

(config network interface my_wwan)> modem sim_failover_retries num
(config network interface my_wwan)>
The default settingis 5.
b. Configure how SIM failover will function if automatic SIM switching is unavailable:

(config network interface my_wwan)> modem sim_failover_alt value
(config network interface my_wwan)>
where value is one of;:

= none: The device will perform no alternative action if automatic SIM switching is
unavailable.

m reset: The device will reset the modem if automatic SIM switching is unavailable.
= reboot: The device will reboot if automatic SIM switching is unavailable.

12. The Connect EZ 16/32 device uses a preconfigured list of Access Point Names (APNs) when
attempting to connect to a cellular carrier for the first time. After the device has successfully
connected, it will remember the correct APN. As aresult, it is generally not necessary to
configure APNs. See Configure cellular modem APNs for further information and instructions
for setting an APN.

13. (Optional) To configure the IP address of a custom gateway or a custom netmask:

a. Enable the custom gateway:

(config network interface my_wwan)> modem custom_gw enable true
(config network interface my_wwan)>
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b. Set the IP address and netmask of the custom gateway:

(config network interface my_wwan)> modem custom_gw gateway ip_
address/netmask
(config network interface my_wwan)> modem custom_gw

To override only the gateway netmask, but not the gateway IP address, use all zeros for
the IP address. For example, 0.0.0.0./32 will use the network-provided gateway, but with a
/32 netmask.

14. Optional IPv4 configuration items:
a. IPv4 support is enabled by default. To disable:

(config network interface my_wwan)> ipv4 enable false
(config network interface my_wwan)>

b. Set the type, which determines how the modem in the device obtains an IP address from
the cellular network.

(config network tinterface my_wwan)> ipv4 modem_type value
(config network interface my_wwan)>
Where value is one of:
m gtatic: Digi device obtains the static IP address from the cellular network.
= dhcp: Digi device obtains IP address via a DHCP server on the cellular network.
c. Set the metric:

(config network interface my_wwan)> ipv4 metric num
(config network interface my_wwan)>

See Configure WAN/\VWWAN priority and default route metrics for further information about
metrics.

d. Set the relative weight for default routes associated with this interface. For multiple active
interfaces with the same metric, the weight is used to load balance traffic to the interfaces.

(config network interface my_wwan)> ipv4 weight num
(config network interface my_wwan)>

e. Set the management priority. This determines which interface will have priority for central
management activity. The interface with the highest number will be used.

(config network dinterface my_wwan)> ipv4 mgmt num
(config network interface my_wwan)>

f. Set the MTU:

(config network interface my_wwan)> dipv4 mtu num
(config network interface my_wwan)>
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g. Configure when the WWAN's DNS servers will be used:

(config network interface my_wwan)> ipv4 dns value
(config network interface my_wwan)>
Where value is one of:

= always: DNSwill always be used for this WWAN; when multiple interfaces have the
same DNS server, the interface with the lowest metric will be used for DNS
requests.

® never: Never use DNS servers for this WWAN.

= primary: Only use the DNS servers provided for this WWAN when the WWAN is the
primary route.

The default settingis primary.
15. Optional IPv6 configuration items:
a. IPv6 support is enabled by default. To disable:

(config network interface my_wwan)> ipv4 enable false
(config network interface my_wwan)>

b. Set thetype, which determines how the modem in the device obtains an IP address from
the cellular network.

(config network interface my_wwan)> ipv4 modem_type value
(config network interface my_wwan)>
Where value is one of:
® static: Digi device obtains the static IP address from the cellular network.

= dhcp: Digi device obtains IP address via a DHCP server on the cellular network.
c. Set the metric:

(config network interface my_wwan)> dipv4 metric num
(config network interface my_wwan)>

See Configure WAN/VWWAN priority and default route metrics for further information about
metrics.

d. Set the relative weight for default routes associated with this interface. For multiple active
interfaces with the same metric, the weight is used to load balance traffic to the interfaces.

(config network interface my_wwan)> ipv4 weight num
(config network interface my_wwan)>

e. Set the management priority. This determines which interface will have priority for central
management activity. The interface with the highest number will be used.

(config network interface my_wwan)> dipv4 mgmt num
(config network interface my_wwan)>
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f. Set the MTU:

(config network interface my_wwan)> ipv4 mtu num
(config network interface my_wwan)>

g. Configure when the WWAN's DNS servers will be used:

(config network dinterface my_wwan)> ipv4 dns value
(config network interface my_wwan)>

Where value is one of:

= always: DNSwill always be used for this WWAN; when multiple interfaces have the
same DNS server, the interface with the lowest metric will be used for DNS
requests.

® pever: Never use DNS servers for this WWAN.

= primary: Only use the DNS servers provided for this WWAN when the WWAN isthe
primary route.

The default setting is primary.

16. See Configure SureLink active recovery to detect WAN/VWWAN failures for information about
configuring active recovery.

17. Savethe configuration and apply the change

(config network interface my_wan)> save
Configuration saved.
>

18. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Show WAN and WWAN status and statistics

Log into the Connect EZ 16/32 WebUI as a user with full Admin access rights.
From the menu, click Status.
Under Networking, click Interfaces.

1. Select the device in Remote Manager and click Actions >Open Console, or log into the
Connect EZ 16/32 local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.
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2. Enter the show network command at the Admin CLI prompt:

> show network

Interface Proto Status Address

defaultip IPv4 up 192.168.210.1/24
defaultlinklocal 1IPv4 up 169.254.100.100/16

ethl IPv4 up 10.10.10.10/24

ethl IPv6 up fe00:2404::240:f4ff:fe80:120/64
eth2 IPv4 up 192.168.2.1/24

eth2 IPv6 up fdeO:2704::1/48

loopback IPv4 up 127.0.0.1/8

modem IPv4 up 10.200.1.101/30

modem IPv6 down

>
3. Additional information can be displayed by using the show network verbose command:

> show network verbose

Interface Proto Status Type Zone Device Metric
Weight
defaultip IPv4 up static setup eth2 10 10
defaultlinklocal 1IPv4 up static setup eth2 0 10
ethl IPv4 up dhcp external ethl 1 10
ethl IPv6 up dhcp external ethl 1 10
eth2 IPv4 up static dnternal eth2 5 10
eth2 IPv6 up static dnternal eth2 5 10
loopback IPv4 up static Tloopback Tloopback 0 10
modem IPv4 up modem external wwanl 3 10
modem IPv6 down modem external wwanl 3 10

>

4. Enter show network interface name at the Admin CLI prompt to display additional
information about a specific WAN. For example, to display information about ETH1, enter show
network interface ethl:

> show network +interface ethl

wanl Interface Status

Device : ethl
Zone : external
IPv4 Status oup

IPv4 Type : dhcp
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IPv4
IPv4
IPv4
IPv4
IPv4
IPv4

IPve6
IPve6
IPve6
IPve6
IPve6
IPve6
IPve6
IPve6

>

Address(es)
Gateway

MTU

Metr-ic
Weight

DNS Server(s)

Status

Type
Address(es)
Gateway

MTU

Metriic
Weight

DNS Server(s)

Wde Area Networks (WANS)

¢ 10.10.10.10/24
¢ 10.10.10.1
¢ 1500

HE

¢ 10

¢ 10.10.10.2,

10.10.10.3

T oup

: dhcpve

: fe00:2404::240:f4ff:fe80:120/64

: ff80::234:f3ff:ff0e:4320

¢ 1500

1

10

: fdoO:244::1, fe80::234:f3f4:fe0e:4320

5. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Delete a WAN or WAWWAN

Follow this procedure to delete any WANs and WWANS that have been added to the system. You
cannot delete the preconfigured WAN, ETH1, or the preconfigured WWAN, Modem.

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access

rights.

2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dick the Device ID.
Qick Settings.

dick to expand Config.

Local Web UI:
a. Onthe menu, click System. Under Configuration, click Device Configuration.

o o

The Configuration window is displayed.
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3. dick Network > Interfaces.

4. dick the menuicon (...) next to the name of the WAN or WWAN to be deleted and select
Delete.

avieyy

5. dick Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions > Open Console, or log into the
Connect EZ 16/32 local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Usethe del command to delete the WAN or WWAN. For example, to delete a WWAN named
my_wwan:

(config)> del network interface my_wwan

4. Save the configuration and apply the change

(config)> save
Configuration saved.
>

5. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Default outbound WAN/WWAN ports

The following table lists the default outbound network communications for Connect EZ 16/32
WAN/WWAN interfaces:

Port
Description TCP/UDP | number

Digi Remote Manager connection to €dp12.devicecloud.com. TCP 3199
NTP date/time sync to time.devicecloud.com, UDP 123
DNS resolution using WAN-provided DNS servers. ubP 53
HTTPS for modem firmware downloads from TCP 443

firmware.devicecloud.com_

Digi Connect EZ 16/32 User Guide 150



Interfaces Local Area Networks (LANS)

Local Area Networks (LANS)

The Connect EZ 16/32 device is preconfigured with the following Local Area Networks (LANS):
You can modify configuration settings for ETH2, and you can create new LANS.
This section contains the following topics:

About Local Area NetWorks (LANS) ... o
Configure aLocal Area NetwWork (LAN) ... o
Configure the ETH1 port as a LAN or in a bridge
Change the default LAN subnet
Show LAN status and StatistiCs ... ..
Delete @ LAN .
DHOP SBI OIS

Default services listening on LAN POITS ...
Configure an interface to operate in passthroughmode. ...
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About Local Area Networks (LANS)

AlLocal Area Network (LAN) connects network devices together in alogical Layer-2 network.

The following diagram shows a LAN connected to the ETH2 Ethernet device. Once the LAN is
configured and enabled, the devices connected to the network interfaces can communicate with each
other, as demonstrated by the ping commands.

Configure a Local Area Network (LAN)

Configuring a Local Area Network (LAN) involves configuring the following items:

Required configuration items

= Anpame for the interface.

If the interface name is more than eight characters, the name will be truncated in the

underlying network interface to the first six characters followed by three digits, incrementing
from 000. This affects any custom scripts or firewall rules that may be trying to adjust the
interface or routing table entries.

= The interface type: either Ethernet, IP Passthrough, or PPPoE.

®  The firewall zone: Internal.

= The network device or bridge that is used by the LAN.

= The IPv4 address and subnet mask for the LAN. While it is not strictly necessary for a LAN to
have an IP address, if you want to send traffic from other networks to the LAN, you must
configure an IP address.

Additional configuration items

= Additional IPv4 configuration:

The type being the way to control how the modem in the Digi device obtains an IP address
from the cellular network.

The metric for IPv4 routes associated with the LAN.
The relative weight for IPv4 routes associated with the LAN.

The IPv4 management priority of the LAN. The active interface with the highest
management priority will have its address reported as the preferred contact address for
central management and direct device access.

The IPv4 Maximum Transmission Unit (MTU) of the LAN.
When to use DNS: always, never, or only when thisinterface is the primary default route.
IPv4 DHCP server configuration. See DHCP servers for more information.

= |Pv6 configuration:

The type being the way to control how the modem in the Digi device obtains an IP address
from the cellular network.

The metric for IPv6 routes associated with the LAN.
The relative weight for IPv6 routes associated with the LAN.
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« The IPv6 management priority of the LAN. The active interface with the highest
management priority will have its address reported as the preferred contact address for
central management and direct device access.

¢ The IPv6 Maximum Transmission Unit (MTU) of the LAN.
« When to use DNS: always, never, or only when this interface is the primary default route.
» The IPv6 prefix length and ID.
» |Pv6 DHCP server configuration. See DHCP servers for more information.
= MACaddress denylist and allowlist.

To create a new LAN or edit an existing LAN:

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dick the Device ID.
c. dick Settings.
d. dickto expand Config.

Local Web Ul:
a. Onthemenu, click System. Under Configuration, click Device Configuration.

@outbons Hsuws @ o

The Configuration window is displayed.
3. dick Network > Interfaces.
4. COreate the LAN or select an existing LAN:
= To create a new LAN, for Add interface, type a name for the LAN and click <.

= To edit an existing LAN, click to expand the LAN.
The Interface configuration window is displayed.
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New LANs are enabled by default. To disable, toggle off Enable.
5. For Interface type, leave at the default setting of Ethernet.

6. For Zone, select the appropriate firewall zone. See FHrewall configuration for further
information.

7. For Device, select an Ethernet device or a bridge. See Bridging for more information about
bridging.
8. (Optional) Aick to expand 802.1x to configure 802.1x port based network access control.

The Connect EZ 16/32 can function as an 802.1x authenticator; it does not function as an
802.1x supplicant.

a. Cick to expand Authentication.
b. dick Enable server to enable the 802.1x authenticator on the Connect EZ 16/32 device.
c. Set the Reauth period.
9. Configure IPv4 settings:
a. dick to expand IPv4.
IPv4 support is enabled by default.
b. For Type, select Static IP address.

c. For Address, type the IP address and subnet of the LAN interface. Use the format IPv4
address/netmask, for example, 192.168.2.1/24.

d. Optional IPv4 configuration items:
i. Setthe Metric.

ii. For Weight, type the relative weight for default routes associated with this interface.
For multiple active interfaces with the same metric, Weight is used to load balance
traffic to the interfaces.

iii. Set the Management priority. This determines which interface will have priority for
central management activity. The interface with the highest number will be used.

iv. Setthe MTU.
e. Enable the DHCP server:
i. Cick to expand DHCP server.
ii. dick Enable.
See DHCP servers for information about configuring the DHCP server.
f. Enable Force link to keep the network interface active even when the device link is down.
10. See Configure DHCP relay for information about configuring DHCP relay.
11. (Optional) Configure IPv6 settings:
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13.

14.
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Qick to expand IPv6.
Enable IPv6 support.
For Type, select IPv6 prefix delegration.

For Prefix length, type the minimum length of the prefix to assign to this LAN. If the
minimum length is not available, then a longer prefix will be used.

e. For Prefix ID, type the identifier used to extend the prefix to the assigned length. Leave
blank to use a random identifier.

f. Set the Metric.

g. For Weight, type the relative weight for default routes associated with this interface. For
multiple active interfaces with the same metric, Weight is used to load balance traffic to
the interfaces.

h. Set the Management priority. This determines which interface will have priority for
central management activity. The interface with the highest number will be used.

i. Setthe MTU.
(Optional) dick to expand MAC address denylist.

Incoming packets will be dropped from any devices whose MAC addresses is included in the
MAC address denylist.

a. Cick to expand MAC address denylist.

b. For Add MAC address, click 4.

c. Typethe MAC address.

(Optional) dick to expand MAC address allowlist.

If allowlist entries are specified, incoming packets will only be accepted from the listed MAC
addresses.

e o T o

a. Cick to expand MAC address allowlist.

b. For Add MAC address, click 4.

c. Typethe MAC address.

Cick Apply to save the configuration and apply the change.

Select the device in Remote Manager and click Actions >Open Console, or loginto the
Connect EZ 16/32 local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

At the command line, type config to enter configuration mode:

> config
(config)>

Create a new LAN or edit an existing one:
= To create a new LAN named my_lan:

(config)> add network interface my_lan
(config network interface my_lan)>
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= To edit an existing LAN named my_lan, change to the my_lan node in the configuration
schema:

(config)> network interface my_lan
(config network interface my_lan)>

4. Set the appropriate firewall zone:

(config network interface my_lan)> zone zone
(config network dinterface my_lan)>

See Hrewall configuration for further information.
5. Select an Ethernet device or a bridge. See Bridging for more information about bridging.
a. Enter device ?to view available devices and the proper syntax.

(config network interface my_lan)> device ?
Current value:

(config network interface my_lan)> device

b. Set the device for the LAN:

(config network +interface my_lan)> device device
(config network dinterface my_lan)>
6. Configure IPv4 settings:
= |Pv4 support is enabled by default. To disable:

(config network interface my_lan)> ipv4 enable false
(config network dinterface my_lan)>

= The LANis configured by default to use a static IP address for its IPv4 configuration. To
configure the LAN to be a DHCP client, rather than using a static IP addres:

(config network interface my_lan)> 1ipv4 type dhcp
(config network interface my_lan)>

These instructions assume that the LAN will use a static IP address for its IPv4
configuration.

a. Set the IPv4 address and subnet of the LAN interface. Use the format IPv4
address/netmask, for example, 192.168.2.1/24.

(config network interface my_lan)> 1dipv4 address ip_address/netmask
(config network interface my_lan)>

b. Optional IPv4 configuration items:
i. Setthe IP metric:

(config network interface my_lan)> [dipv4 metric num
(config network interface my_lan)>
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ii. Set the relative weight for default routes associated with this interface. For multiple
active interfaces with the same metric, the weight is used to load balance traffic to
the interfaces.

(config network interface my_lan)> 1dipv4 weight num
(config network interface my_1lan)>

iii. Set the management priority. This determines which interface will have priority for
central management activity. The interface with the highest number will be used.

(config network interface my_lan)> 1ipv4 mgmt num
(config network interface my_1lan)>

iv. Set the MTU:

(config network interface my_lan)> {dipv4 mtu num
(config network interface my_1lan)>

c. Enable the DHCP server:

(config network interface my_lan)> 1dipv4 dhcp_server enable true

See DHCP servers for information about configuring the DHCP server.
7. (Optional) Configure IPv6 settings:
a. Enable IPv6 support:

(config network interface my_lan)> ipv6 enable true
(config network interface my_lan)>

b. Set the IPv6 type to DHCP:

(config network interface my_lan)> ipv6 type dhcpvée
(config network dinterface my_lan)>

c. Generally, the default settings for IPv6 support are sufficient. You can view the default IPv6
settings by using the question mark (?):

(config network interface my_lan)> 1ipv6 ?

IPv6

Parameters Current Value
enable true Enable
metric 0 Metric
mgmt 0 Management priority
mtu 1500 MTU
prefix_id 1 Prefix ID
prefix_length 48 Prefix length
type prefix_delegation Type
weight 10 Weight
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Additional Configuration

connection_monitor Active recovery
dhcpv6_server DHCPv6 server

(config network interface my_lan)>

View default settings for the IPv6 DHCP server:
(config network interface my_lan)> ipv6 dhcpv6_server ?
DHCPv6 server: The DHCPv6 server settings for this network qinterface.

Parameters Current Value

enable true Enable

(config network interface my_lan)>

d. Modify any of the remaining default settings as appropriate. For example, to change the
minimum length of the prefix:

(config network interface my_lan)> 1ipv6 prefix_length 60
(config network interface my_lan)>

If the minimum length is not available, then a longer prefix will be used.

See Configure WAN/VWWAN priority and default route metrics for further information about
metrics.

8. (Optional) To configure 802.1x port based network access control:

The Connect EZ 16/32 can function as an 802.1x authenticator; it does not function as an
802.1x supplicant.

a. Enable the 802.1x authenticator on the Connect EZ 16/32 device:

(config network interface my_lan)> 802_1x authentication enable true
(config network interface my_lan)>

b. Set the frequency period for reauthorization:

(config network interface my_lan)> 802_1x authentication reauth_period
value
(config network interface my_lan)>

where value is an integer between 0 and 86400. The default is 3600.
9. (Optional) Configure the MAC address deny list.
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Incoming packets will be dropped from any devices whose MAC addresses is included in the
MAC address denylist.

a. Add a MACaddressto the denylist:

(config network interface my_lan)> add mac_denylist end mac_address
(config network interface my_lan)>

where mac_addressis a hyphen-separated MAC address, for example, 32-A6-84-2E-81-58.
b. Repeat for each additional MAC address.
10. (Optional) Configure the MAC address allowlist.

If allowlist entries are specified, incoming packets will only be accepted from the listed MAC
addresses.

a. Add a MAC addressto the allowlist:

(config network interface my_lan)> add mac_allowlist end mac_address
(config network interface my_lan)>
where mac_addressis a hyphen-separated MAC address, for example, 32-A6-84-2E-81-58.
b. Repeat for each additional MAC address.
11. Savethe configuration and apply the change

(config network interface my_lan)> save
Configuration saved.
>

12. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Configure the ETH1 port asa LAN or in a bridge
By default, the ETH1 Ethernet port on your Connect EZ 16/32 is configured to function as a WAN port,
which means that it:

= Usesthe External firewall zone.

= Receivesits IPv4 address from an upstream DHCP server.

= Has Surelink enabled to test the quality of itsinternet connection.

Alternatively, you can configure the ETHL port to function as a LAN port, or you can create a bridge
that includes the ETH1 and ETH2 ports.

Configure the ETH1 Ethernet port as a LAN

This procedure reconfigures the ETH1 port to serve as port for a LAN, which will result in the device
having two separate LANs: the default ETH2 LAN, and the LAN created in this procedure. To utilize
both LANSs, you will need to have a device connected to the ETH1 port, and a separate device
connected to the ETH2 port, and these devices will be on separate LANS.

If instead, you want the ETH1 port to be bridged with the ETH2 port, see Create a bridge that includes
the ETHL port.

To configure the ETH1 Ethernet port as a LAN:
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Local Area Networks (LANS)

Log into Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dick the Device ID.
c. dick Settings.
d. dickto expand Config.

Local Web UI:
a. Onthemenu, click System. Under Configuration, click Device Configuration.

LI o

The Configuration window is displayed.
dick Network > Interfaces > ETH1.

4. For Zone, select Internal.

5.

Configure IPv4 settings:
a. dick to expand IPv4.
b. For Type, select Static IP address.

c. For Address, type the IPv4 address and netmask, using the format IPv4_address/netmask,
for example, 192.168.3.1/24.
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d. Enable the DHCP server:
i. Cick to expand DHCP server.
ii. dicktotoggle on Enable.
e. Disable SureLink:
i. dick to expand SureLink.
ii. Cick to toggle off Enable.
6. (Optional) Configure IPv6 settings:
a. dick to expand IPv6.
b. For Type, select IPv6 prefix delegation.
7. dick Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions >Open Console, or log into the
Connect EZ 16/32 local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Set the zonetointernal:

(config)> network interface ethl zone 1internal
(config)>

4. Configure IPv4 settings:
a. Setthetypeto static:

(config)> network interface ethl ipv4 type static
(config)>

b. Set the address IPv4 address and netmask, using the format IPv4_address/netmask, for
example:

(config)> network interface ethl ipv4 address 192.168.3.1/24
(config)>

c. Enable the DHCP server:

(config)> network interface ethl ipv4 dhcp_server enable true
(config)>

d. Disable SureLink:

(config)> network interface ethl 1ipv4 surelink enable false
(config)>
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. (Optional) Configure IPv6:

a. Setthetypeto prefix_delegation:

(config)> network interface ethl 1ipv6 type prefix_delegation
(config)>

. Save the configuration and apply the change

(config)> save
Configuration saved.
>

. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Create a bridge that includes the ETHL1 port

This procedure will bridge the ETH1 port with the ETH2 port, which will configure the two Ethernet
portsto function as a hub.

To bridge the Connect EZ 16/32 device's ETH1 Ethernet port with the ETH2 port:

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access

rights.

2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dick the Device ID.
c. Cick Settings.
d. dickto expand Config.

Local Web Ul
a. Onthemenu, click System. Under Configuration, click Device Configuration.

@owtbors  suws @ R

The Configuration window is displayed.
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3. Create the bridge and add devices:
a. Cick Network >Bridges.

b. For Add Bridge, type a name for the bridge and click <.

y

49 LAN_bridge + )

N

c. dickto expand Devices.
d. Qick Add Device .

e. For Device, select Device: ETHL.

f. dick Add Device 4 again and select the Device: ETH2.
4. Create a LAN interface for the bridge:

a. dick Network > Interfaces.

b. For Add Interface, type a name for the interface and click #.

c. For Zone, select Internal.
d. For Device, select the new bridge.

e. dick to expand IPv4.

f. For Address, type the IPv4 address and netmask, using the format IPv4_address/netmask,
for example, 192.168.3.1/24.
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g. Enable the DHCP server:
i. Cick to expand DHCP server.
ii. dicktotoggle on Enable.
5. Disable the ETH1 interface:
a. dick Network >Interfaces >ETHL.
b. dick to toggle off Enable.
6. dick Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions > Open Console, or log into the
Connect EZ 16/32 local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Create the bridge and add devices:;
a. Oreatethe bridge:

(config)> add network bridge bridge_name
(config network bridge bridge_name)>

where bridge_name is the name of the new bridge. For example, to create a bridge named
LAN_bridge:

(config)> add network bridge LAN_bridge
(config network bridge LAN_bridge)>

b. Addthe ethl device:

(config network bridge LAN_bridge)> add device end
/network/device/ethl
(config network bridge LAN_bridge)>
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c. Add the eth2 device:

(config network bridge LAN_bridge)> add device end
/network/device/eth2
(config network bridge LAN_bridge)>

4. Oreate a LAN interface for the bridge:
a. Type...toreturn to the root of the configuration:

(config network bridge LAN_bridge)>
(config)>

b. Createthe bridge:

(config)> add network interface interface_name
(config network +interface interface_name)>

where interface_name is the name of the new interface. For example, to create a interface
named LAN_bridge_interface:

(config)> add network interface LAN_bridge_interface
(config network interface LAN_bridge_interface)>

c. Setthezonetointernal:

(config network interface LAN_bridge_interface)> zone internal
(config network interface LAN_bridge_interface)>

d. Setthedevicetothe new bridge:

(config network interface LAN_bridge_interface)> device
/network/bridge/LAN_bridge
(config network interface LAN_bridge_interface)>

e. Set the IPv4 address and netmask for the interface, using the format IPv4
address/netmask, for example, 192.168.3.1/24:

(config network interface LAN_bridge_dinterface)> 1ipv4 address
192.168.3.1/24
(config network interface LAN_bridge_interface)>

f. Enable the DHCP server:

(config network interface LAN_bridge_interface)> 1ipv4 dhcp_server
enable true
(config network interface LAN_bridge_interface)>

5. Disable the ethl interface:

(config)> network interface ethl enable false
(config)>
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6. Savethe configuration and apply the change

(config network interface LAN_bridge_interface)> save
Configuration saved.
>

7. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Change the default LAN subnet

You can change the Connect EZ 16/32 default LAN subnet—192.168.2.1/24—t0 any range of private IPs.
The local DHCP server range will also change to the range of the LAN subnet.

To change the LAN subnet:

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dick the Device ID.
c. Cick Settings.
d. dickto expand Config.

Local Web UI:
a. Onthe menu, click System. Under Configuration, click Device Configuration.

The Configuration window is displayed.
3. dick Network >Interfaces >LAN > IPv4,

4. For Address, change the IP address to an alternate private IP. You must also specify the subnet
mask. It must have the syntax of IPv4_address/netmask.

5. dick Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions >Open Console, or log into the
Connect EZ 16/32 local command line as a user with full Admin access rights.
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Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

. At the command line, type config to enter configuration mode;

> config
(config)>

. At the config prompt, set the IP address to an alternate private IP:

(config)> network interface lan ipv4 address IPv4_address/netmask
(config)>

Save the configuration and apply the change

(config)> save
Configuration saved.
>

. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Show LAN status and statistics

Log into the Connect EZ 16/32 WebUI as a user with full Admin access rights.
From the menu, click Status.
Under Networking, click Interfaces.

Select the device in Remote Manager and click Actions > Open Console, or log into the
Connect EZ 16/32 local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

Enter the show network command at the Admin CLI prompt:

> show network

Interface Proto Status Address

defaultip IPv4 up 192.168.210.1/24
defaultlinklocal 1IPv4 up 169.254.100.100/16

ethl IPv4 up 10.10.10.10/24

ethl IPv6 up fe00:2404::240:f4ff:fe80:120/64
eth2 IPv4 up 192.168.2.1/24

eth2 IPve6 up fdo0:2704::1/48

loopback IPv4 up 127.0.0.1/8
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modem
modem

>

IPv4
IPv6

up
down

10.200.1.101/30

Local Area Networks (LANS)

3. Additional information can be displayed by using the show network verbose command:

> show network verbose

Interface
Weight

defaultip
defaultlinklocal
ethl

ethl

eth2

eth2

loopback

modem

modem

>

Prot

IPv4
IPv4
IPv4
IPv6
IPv4
IPv6
IPv4
IPv4
IPv6

(o}

Status

up
up
up
up
up
up
up
up
down

static
static
dhcp
dhcp
static
static
static
modem
modem

setup

setup

external
external
internal
internal
loopback
external
external

Device

eth2
eth2
ethl
ethl
eth2
eth2
loopback
wwanl
wwanl

Metric

W w o uukEkE o

4. Enter show network interface name at the Admin CLI prompt to display additional
information about a specific LAN. For example, to display information about ETH2, enter show

network interface eth2:

> show network interface eth2

lanl Interface Status

Device
Zone

IPv4 Status

IPv4 Type

IPv4 Address(es)
IPv4 Gateway

IPv4 MTU

IPv4 Metric

IPv4 Weight

IPv4 DNS Server(s)

IPv6 Status
IPv6e Type

IPv6 Address(es)
IPv6 Gateway
IPv6e MTU

IPv6 Metric
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IPv6 Weight ¢ 10
IPv6 DNS Server(s)

>

5. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Delete a LAN

Follow this procedure to delete any LANs that have been added to the system. You cannot delete the
preconfigured LAN, LAN1.

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dickthe Device ID.
c. Cick Settings.
d. dick to expand Config.

Local Web UI:
a. Onthe menu, click System. Under Configuration, click Device Configuration.

The Configuration window is displayed.
3. dick Network >Interfaces.
4. dick the menuicon (...) next to the name of the LAN to be deleted and select Delete.

]

5. dick Apply to save the configuration and apply the change.
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1. Select the device in Remote Manager and click Actions >Open Console, or log into the
Connect EZ 16/32 local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Use the del command to delete the LAN. For example, to delete a LAN named my_lan:

(config)> del network interface my_1lan

4. Save the configuration and apply the change

(config)> save
Configuration saved.
>

5. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

DHCP servers

You can enable DHCP on your Connect EZ 16/32 device to assign IP addresses to clients, using either:

= The DHCP server for the device's local network, which assigns IP addresses to clients on the
device's local network. Addresses are assigned from a specified pool of IP addresses. For a
local network, the device uses the DHCP server that has the IP address pool in the same
IP subnet asthe local network.

When a host receives an IP configuration, the configuration is valid for a particular amount of
time, known as the lease time. After this lease time expires, the configuration must be
renewed. The host renews the lease time automatically.

= ADHCP relay server, which forwards DHCP requests from clients to a DHCP server that is
running on a separate device.

Configure a DHCP server

These instructions assume you are configuring the device to use its local DHCP server. For
instructions about configuring the device to use a DHCP relay server, see Configure DHCP relay.

Required configuration items

= Enable the DHCP server.
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Additional configuration items

= The lease address pool: the range of IP addresses issued by the DHCP server to clients.
® | easetime: The length, in minutes, of the leases issued by the DHCP server.

= The Maximum Transmission Units (MTU).

= The domain name suffix appended to host names.

= The IP gateway address given to clients.

= The IP addresses of the preferred and alternate Domain Name Server (DNS), NTP servers, and
WINS severs that are given to clients.

= The TFTP server name.
= The filepath and name of the bootfile on the TFTP server.

= Custom DHCP options. See Configure DHCP options for information about custom DHCP
options.

®m Static leases. See Map static IP addresses to hosts for information about static leases.

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dick the Device ID.
c. Cick Settings.
d. dickto expand Config.

Local Web UI:
a. Onthe menu, click System. Under Configuration, click Device Configuration.

The Configuration window is displayed.
3. dick Network >Interfaces.
4. dick to expand an existing LAN, or create a new LAN. See Configure a Local Area Network
(LAN).
5. dick to expand IPv4 > DHCP server.
Enable the DHCP server.
(Optional) For Lease time, type the amount of time that a DHCP lease is valid.

Alowed values are any number of weeks, days, hours, minutes, or seconds, and take the
format number{w|d|h|m|s}.
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For example, to set Lease time to ten minutes, enter 10m or 600s.
The default is 12 hours.

= By default, DHCP leases are persistent across reboots. You can disable persistent leases:
a. dick Network >Advanced.
b. dick to toggle off DHCP persistent leases.

. (Optional) For Lease range start and Lease range end, type the lowest and highest IP address
that the DHCP server will assign to a client. This value represents the low order byte of the
address (the final triplet in an IPv4 address, for example, 192.168.2.xxx). The remainder of the
IP address will be based on the LAN's static IP address as defined in the Address field.

Alowed values are between 1 and 254, and the default is 100 for Lease range start and 250
for Lease range end.

= Sequential DHCP address allocation:
By default, DHCP addresses are assigned psuedo-randomly, using a hash of the client's
MAC address to determine the IP address that gets assigned. You can configure the
device to use sequential IP addresses instead:
a. Cick Network >Advanced.
b. dick to enable Sequential DHCP address allocation.

Because sequential mode does not use a hash based on the client's MAC address, when
DHCP lease expires, the client is not likely to get the same IP address assigned to it.
Therefore, sentential DHCP address allocation generally should not be used.

9. Optional DHCP server settings:
. Qick to expand Advanced settings.
. For Gateway, select either:

= None: No gateway is broadcast by the DHCP server. dient destinations must be
resolvable without a gateway.

= Automatic: Broadcasts the Connect EZ 16/32 device's gateway.

= Custom: Allows you to identify the IP address of a Custom gateway to be
broadcast.

The default is Automatic.

. For MTU,

= None: An MTU of length 0 is broadcast. This is not recommended.
= Automatic: No MTU is broadcast and clients will determine their own MTU.
= Custom: Allows you to identify a Custom MTU to be broadcast.

The default is Automatic.

d. For Domain name suffix, type the domain name that should be appended to host names.
e. For Primary and Secondary DNS, Primary and Secondary NTP server, and Primary and

Secondary WINS server, select either:
= None: No server is broadcast.
= Automatic: Broadcasts the Connect EZ 16/32 device's server.
= Custom: Allows you to identify the IP address of the server.

. Enable BOOTP dynamic allocation to automatically assign an IP address to a device on

the server.
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CAUTION! The IP address assigned to the device is leased forever and becomes
permanently unavailable for other hosts to use.

g. For Bootfile name, type the relative path and file name of the bootfile on the TFTP server.
h. For TFTP server name, type the IP address or host name of the TFTP server.
i. Enable

10. See Configure DHCP options for information about Custom DHCP options.

11. See Map static IP addresses to hosts for information about Static leases.

12. dick Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions > Open Console, or log into the
Connect EZ 16/32 local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Enable the DHCP server for an existing LAN. For example, to enable the DHCP server for a LAN
named my_lan:

(config)> network interface my_lan ipv4 dhcp_server enable true
(config)>
See Configure a Local Area Network (LAN) for information about creating a LAN.
4. (Optional) Set the amount of time that a DHCP lease is valid:

(config)> network interface my_lan 1ipv4 dhcp_server lease_time value
(config)>

where value is any number of weeks, days, hours, minutes, or seconds, and takes the format
number{w|d|h|m|s}.

For example, to set network interface my_lan ipv4 dhcp_server lease_time to ten minutes,
enter either 10m or 600s:

(config)> network interface my_lan ipv4 dhcp_server lease_time 600s
(config)>

m By default, DHCP |leases are persistent across reboots. You can disable persistent leases:

(config)> network advanced dhcp_persistent_lease false
(config)>

5. (Optional) Set the lowest IP address that the DHCP server will assign to a client. This value
represents the low order byte of the address (the final triplet in an IPv4 address, for example,
192.168.2.xxx). The remainder of the IP address will be based on the LAN's static IP address as
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defined in the address parameter.

(config)> network dinterface my_lan 1ipv4 dhcp_server lease_start num
(config)>

Allowed values are between 1 and 254, and the default is 100.
(Optional) Set the highest IP address that the DHCP server will assign to a client:

(config)> network interface my_lan 1ipv4 dhcp_server lease_end num
(config)>

Alowed values are between 1 and 254, and the default is 250.
Sequential DHCP address allocation
By default, DHCP addresses are assigned psuedo-randomly, using a hash of the client's MAC

address to determine the IP address that gets assigned. You can configure the device to use
sequential IP addresses instead:

(config)> network advanced sequential_dhcp_allocation true
(config)>

Because sequential mode does not use a hash based on the client's MAC address, when DHCP
lease expires, the client is not likely to get the same IP address assigned to it. Therefore,
sentential DHCP address allocation generally should not be used.

. Optional DHCP server settings:

a. Cick to expand Advanced settings.
b. Determine how the DHCP server should broadcast the gateway server:

(config)> network interface my_1lan 1ipv4 dhcp_server advanced gateway
value

(config)>
where value is one of:

= none: No gateway is broadcast by the DHCP server. dient destinations must be
resolvable without a gateway.

® auto: Broadcasts the Connect EZ 16/32 device's gateway.
= custom: Allows you to identify the IP address of a custom gateway to be broadcast:

(config)> network interface my_lan 1ipv4 dhcp_server advanced
gateway_custom ip_address
(config)>
The default is auto.
c. Determine how the DHCP server should broadcast the the MTU:

(config)> network interface my_lan 1ipv4 dhcp_server advanced mtu value
(config)>
where value is one of:
= none: An MTU of length 0 is broadcast. Thisis not recommended.
= auto: No MTU is broadcast and clients will determine their own MTU.
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= custom: Allows you to identify a custom MTU to be broadcast:

(config)> network interface my_lan 1ipv4 dhcp_server advanced
mtu_custom mtu
(config)>

The default is auto.
d. Set the domain name that should be appended to host names:

(config)> network dinterface my_lan 1ipv4 dhcp_server advanced domain_
suffix name
(config)>

e. Set the IP address or host name of the primary and secondary DNS, the primary and
secondary NTP server, and the primary and secondary WINS servers:

(config)> network interface my_lan ipv4 dhcp_server advanced primary_
dns value

(config)> network interface my_lan ipv4 dhcp_server advanced
secondary_dns value

(config)> network interface my_lan ipv4 dhcp_server advanced primary_
ntp value

(config)> network interface my_lan ipv4 dhcp_server advanced
secondary_ntp value

(config)> network interface my_lan ipv4 dhcp_server advanced primary_
wins value

(config)> network interface my_lan ipv4 dhcp_server advanced
secondary_wins value

(config)>

where value is one of:
® none: No server is broadcast.

= auto: Broadcasts the Connect EZ 16/32 device's server.
= custom: Allows you to identify the IP address of the server. For example:

(config)> network interface my_lan 1ipv4 dhcp_server advanced
primary_dns_custom ip_address
(config)>

The default is auto.
f. Set the IP address or host name of the TFTP server:

(config)> network interface my_lan 1ipv4 dhcp_server advanced nftp_
server 1ip_address
(config)>

g. Set the relative path and file name of the bootfile on the TFTP server:
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(config)> network interface my_lan 1ipv4 dhcp_server advanced bootfile
filename
(config)>

h. Enable BOOTP dynamic allocation to automatically assign an IP addressto a device on
the server:

CAUTION! The IP address assigned to the device is leased forever and becomes
permanently unavailable for other hosts to use.

(config)> network interface my_lan 1ipv4 dhcp_server advanced bootp_
dynamic true
(config)>

9. See Configure DHCP options for information about custom DHCP options.
10. See Map static IP addresses to hosts for information about static leases.
11. Savethe configuration and apply the change

(config network interface my_lan ipv4 dhcp_server advanced static_lease
0)> save

Configuration saved.

>

12. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Map static IP addresses to hosts
You can configure the DHCP server to assign static IP addresses to specific hosts.

Required configuration items
® |Paddress that will be mapped to the device.
= MACaddress of the device.

Additional configuration items
= Alabel for thisinstance of the static lease.

To map static IP addresses:

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.
2. Access the device configuration:

Remote Manager:
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a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dick the Device ID.
c. Cick Settings.
d. dickto expand Config.

Local Web UI:
a. Onthe menu, click System. Under Configuration, click Device Configuration.

The Configuration window is displayed.
Cick Network > Interfaces.

4. dick to expand an existing LAN, or create a new LAN. See Configure a Local Area Network

© N o v

10.
11

(LAN).

dick to expand IPv4 > DHCP server >Advanced settings > Static leases.
For Add Static lease, click 4.

Type the MAC address of the device associated with this static lease.
Type the IP address for the static lease.

The IP address here should be outside of the DHCP server's configured lease range. See
Configure a DHCP server for further information about the lease range.

(Optional) For Hostname, type a label for the static lease. This does not have to be the
device's actual hosthame.

Repeat for each additional DHCP static lease.
dick Apply to save the configuration and apply the change.

Select the device in Remote Manager and click Actions > Open Console, or log into the
Connect EZ 16/32 local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

At the command line, type config to enter configuration mode:

> config
(config)>

Add a static lease to the DHCP server configuration for an existing LAN. For example, to add
static lease to a LAN named my_lan:

(config)> add network -interface my_lan ipv4 dhcp_server advanced static_
lease end
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(config network interface my_lan ipv4 dhcp_server advanced static_lease
0)>

See Configure a Local Area Network (LAN) for information about creating a LAN.
Set the MAC address of the device associated with this static lease, using the colon-separated

format:
(config network interface my_lan 1ipv4 dhcp_server advanced static_lease

0)> mac 00:40:D0:13:35:36
(config network interface my_lan ipv4 dhcp_server advanced static_lease

0)>
5. Set the IP address for the static lease:
(config network interface my_lan ipv4 dhcp_server advanced static_lease

0)> ip 10.01.01.10
(network dinterface my_lan ipv4 dhcp_server advanced static_lease 0)>

The IP address here should be outside of the DHCP server's configured lease range. See
Configure a DHCP server for further information about the lease range.

6. (Optional) Set alabel for this static lease:
(config network interface my_lan ipv4 dhcp_server advanced static_lease

0)> name label
(config network interface my_lan ipv4 dhcp_server advanced static_lease

0)>
7. Savethe configuration and apply the change
(config network interface my_lan ipv4 dhcp_server advanced static_lease

0)> save
Configuration saved.

>

8. Type exit to exit the Admin CLI.
Depending on your device configuration, you may be presented with an Access selection

menu. Type quit to disconnect from the device.

Show current static IP mapping
To view your current static IP mapping:

Log into the Connect EZ 16/32 WebUI as a user with full Admin access rights.

1. Onthe main menu, click Status
2. Under Networking, click DHCP Leases.
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1. Select the device in Remote Manager and click Actions >Open Console, or log into the
Connect EZ 16/32 local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Show the static lease configuration. For example, to show the static leases for a lan named
my_lan:

(config)> show network interface my_lan 1ipv4 dhcp_server advanced static_
lease
0

ip 192.168.2.10

mac BF:C3:46:24:0E:D9

no name
1
ip 192.168.2.11
mac E3:C1l:1F:65:C3:0E
no name
(config)>

4. Type cancel to exit configuration mode:

(config)> cancel
>

5. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Delete static IP mapping entries
To delete a static IP entry:

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dick the Device ID.
Qick Settings.
Cick to expand Config.
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Local Web UI:
a. Onthemenu, click System. Under Configuration, click Device Configuration.

@ S O (=]

The Configuration window is displayed.
dick Network > Interfaces.
Qick to expand an existing LAN.
Click to expand IPv4 > DHCP server > Advanced settings > Static leases.
dick the menu icon (...) next to the name of the static lease to be deleted and select Delete.

o 0 MW

Y

7. dick Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions >Open Console, or log into the
Connect EZ 16/32 local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Show the static lease configuration. For example, to show the static leases for a lan named
my_lan:

(config)> show network interface my_lan ipv4 dhcp_server advanced static_
lease
0

ip 192.168.2.10

mac BF:C3:46:24:0E:D9

no name
1
ip 192.168.2.11
mac E3:C1l:1F:65:C3:0E
no name
(config)>

4. Usethe del index_number command to delete a static lease. For example, to delete the static
lease for the device listed in the above output with a mac address of BF.C3:46:24:0ED9 (index
number 0):
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(config)> del network interface lanl ipv4 dhcp_server advanced static_
lease 0
(config)>

5. Save the configuration and apply the change

(config)> save
Configuration saved.
>

6. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Configure DHCP options

You can configure DHCP servers running on your Connect EZ device to send certain specified DHCP
optionsto DHCP clients. You can also set the user class, which enables you to specify which specific
DHCP clients will receive the option. You can also force the command to be sent to the clients.

DHCP options can be set on a per-LAN basis, or can be set for all LANs. Atotal of 32 DHCP options can
be configured.

Required configuration items

= DHCP option number.

= Value for the DHCP option.
Additional configuration items

= The datatype of the value.
= Force the option to be sent to the DHCP clients.
= Alabel for the custom option.
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Log into Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dickthe Device ID.
c. dick Settings.
d. dickto expand Config.

Local Web UI:
a. Onthe menu, click System. Under Configuration, click Device Configuration.

LI T o

The Configuration window is displayed.
dick Network > Interfaces.

Cick to expand an existing LAN, or create a new LAN. See Configure a Local Area Network
(LAN).

5. dick to expand IPv4 >DHCP server > Advanced settings >Custom DHCP option.

10.

11.

12.

For Add Custom option, click <.

Custom options are enabled by default. To disable, toggle off Enable.
For Option number, type the DHCP option number.

For Value, type the value of the DHCP option.

(Optional) For Label, type a label for the custom option.

(Optional) If Forced send is enabled, the DHCP option will always be sent to the client, even if
the client does not ask for it.

(Optional) For Data type, select the data type that the option uses. If the incorrect datatypeis
selected, the device will send the value as a string.

Qick Apply to save the configuration and apply the change.

Select the device in Remote Manager and click Actions > Open Console, or log into the
Connect EZ 16/32 local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.
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2. At the command line, type config to enter configuration mode:

> config
(config)>

. Add a custom DHCP option to the DHCP server configuration for an existing LAN. For example,

to add static lease to a LAN named my_lan:

(config)> add network -interface my_lan ipv4 dhcp_server advanced custom_
option end

(config network dinterface my_lan ipv4 dhcp_server advanced custom_option
0)>

See Configure a Local Area Network (LAN) for information about creating a LAN.
Custom options are enabled by default. To disable:

(config network dinterface my_lan ipv4 dhcp_server advanced custom_option
0)> enable false

(config network dinterface my_lan ipv4 dhcp_server advanced custom_option
0)>

Set the option number for the DHCP option:

(config network interface my_lan ipv4 dhcp_server advanced custom_option
0)> option 210

(config network interface my_lan ipv4 dhcp_server advanced custom_option
0)>

Set the value for the DHCP option:

(config network interface my_lan ipv4 dhcp_server advanced custom_option
0)> value_str value
(network interface my_lan ipv4 dhcp_server advanced custom_option 0)>

(Optional) Set a label for this custom option:

(config network interface my_lan ipv4 dhcp_server advanced custom_option
0)> name label

(config network interface my_lan ipv4 dhcp_server advanced custom_option
0)>

(Optional) To force the DHCP option to always be sent to the client, even if the client does not
ask for it:

(config network interface my_lan ipv4 dhcp_server advanced custom_option
0)> force true

(config network interface my_lan ipv4 dhcp_server advanced custom_option
0)>

(Optional) Set the data type that the option uses.
If the incorrect data type is selected, the device will send the value as a string.
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(config network interface my_lan ipv4 dhcp_server advanced custom_option

0)> datatype value
(config network interface my_lan ipv4 dhcp_server advanced custom_option

0)>

where value is one of:
= lbyte
= 2hyte
= 4dbyte
= hex
= jpv4d
B str

The default is str.

10. Savethe configuration and apply the change

(config network interface my_lan ipv4 dhcp_server advanced custom_option
0)> save

Configuration saved.

>

11. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Configure DHCP relay

DHCP relay allows a router to forward DHCP requests from one LAN to a separate DHCP server,
typically connected to a different LAN.

For the Connect EZ 16/32 device, DHCP relay is configured by providing the IP address of a DHCP relay
server, rather than an IP address range. If both the DHCP relay server and an IP address range are
specified, DHCP relay is used, and the specified IP address range is ignored.

Multiple DHCP relay servers can be provided for each LAN. If multiple relay servers are provided, DHCP
requests are forwarded to all servers without waiting for a response. Aients will typically use the IP
address from the first DHCP response received.

Configuring DHCP relay involves the following items:

Required configuration items

® Disable the DHCP server, if it is enabled.

= |P address of the primary DHCP relay server, to define the relay server that will respond to
DHCP requests.

Additional configuration items

= |P address of additional DHCP relay servers.
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Local Area Networks (LANS)

Log into Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dick the Device ID.
c. Cick Settings.
d. dickto expand Config.

Local Web UI:
a. Onthe menu, click System. Under Configuration, click Device Configuration.

The Configuration window is displayed.
dick Network > Interfaces.
Cick to expand an existing LAN, or create a new LAN. See Configure a Local Area Network
(LAN).
Disable the DHCP server, if it is enabled:
a. dick to expand IPv4 > DHCP server.
b. dick Enable to toggle off the DHCP server.
dick to expand DHCP relay.
For Add DHCP Server:, click #.
For DHCP server address, type the IP address of the relay server.
Repeat for each additional DHCP relay server.
Qick Apply to save the configuration and apply the change.

Select the device in Remote Manager and click Actions >Open Console, or loginto the
Connect EZ 16/32 local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

At the command line, type config to enter configuration mode:

> config
(config)>

Add a DHCP relay server to an existing LAN. For example, to add a server to a LAN named my _
lan:
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(config)> add network interface my_lan ipv4 dhcp_relay end
(config network interface lanl my_lan dhcp_relay 0)>
See Configure a Local Area Network (LAN) for information about creating a LAN.
4. Set the IP address of the DHCP relay server:

(config network interface my_lan ipv4 dhcp_relay 0)> address 10.10.10.10
(config network interface my_lan ipv4 dhcp_relay 0)>

5. (Optional) Add additional DHCP relay servers:
a. Move back one step in the configuration schema by typing two periods (..):

(config network interface my_lan ipv4 dhcp_relay 0)>
(config network interface my_lan ipv4 dhcp_relay)>

b. Add the next server:

(config network interface lanl ipv4 dhcp_relay)> add end
(config network interface lanl ipv4 dhcp_relay 1)>

c. Set the IP address of the DHCP relay server:

(config network interface my_lan ipv4 dhcp_relay 1)> address
10.10.10.11
(config network interface my_lan ipv4 dhcp_relay 1)>

d. Repeat for each additional relay server.
1. Disable the DHCP server, if it is enabled:

(config network interface my_lan ipv4 dhcp_relay 1)> .. .. dhcp_server
enable false
(config network interface my_lan ipv4 dhcp_relay 1)>

6. Savethe configuration and apply the change

(config network interface lanl ipv4 dhcp_relay 1)> save
Configuration saved.
>

7. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Show DHCP server status and settings

View DHCP status to monitor which devices have been given IP configuration by the Connect EZ
device and to diagnose DHCP issues.
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Log into the Connect EZ 16/32 WebUI as a user with full Admin access rights.
On the main menu, click Status
Under Networking, click DHCP Leases.

1. Select the device in Remote Manager and click Actions >Open Console, or log into the
Connect EZ 16/32 local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. Enter the show dhcp-lease command at the Admn CLI prompt:
> show dhcp-lease

IP Address Hostname Expires

192.168.2.194 MTK-ENG-USER1
192.168.2.195 MTK-ENG-USER2

>
3. Additional information can be returned by using the show dhcp-lease verbose command:

> show dhcp-lease verbose

IP Address Hostname Expires Type Active
MAC Address

192.168.2.194 MTK-ENG-USER1 May 19 08:25:11 UTC 2021 Dynamic Yes
ba:ba:2c:13:8c:71

192.168.2.195 MTK-ENG-USER2 May 20 11:32:12 UTC 2021 Dynamic Yes
09:eb:10:f0:bc:16

>

4. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Default services listening on LAN ports

The following table lists the default services listening on the specified ports on the Connect EZ 16/32
LAN interfaces:

oesorion | T

DNS server UDP 53
DHCP server ubP 67 and 68
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Description TCP/UDP Port numbers
SSH server TCP 22
Web Ul TCP 443 (also listens on port 80, then redirects to port 443

Configure an interface to operate in passthrough mode.

You can configure interfaces on your Connect EZ 16/32 device to operate in passthrough mode, which
means that the device passes the IP address assigned to it on a WAN or cellular modem interface, to a
client connected to a LAN interface.

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dick the Device ID.
c. Cick Settings.
d. dickto expand Config.

Local Web UI:
a. Onthe menu, click System. Under Configuration, click Device Configuration.

The Configuration window is displayed.
3. dick Network >Interfaces.
4. Createtheinterface or select an existing interface:
= To create a new interface, for Add interface, type a name for the interface and click %.

= To edit an existing interface, click to expand the interface.
The Interface configuration window is displayed.
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10.

11

12.
13.

Local Area Networks (LANS)

New Interfaces are enabled by default. To disable, toggle off Enable.
For Interface type, select IP Passthrough.
For Zone, select Internal.
For Device, select an Ethernet device or a Wi-F access point.
Add one or more interface that will be the source of the passed-through IP address:
a. dick to expand Source interfaces.
b. dick <4 to add a source interface.
c. Select the appropriate Interface.
d. Repeat for additional interfaces.
(Optional) Packet filtering is disabled by default. Toggle on to enable.
If packet filtering is disabled, traffic is allowed in both directions and it is the responsibility of
the external device to provide its own firewall.
(Optional) Allow all addresses is disabled by default. Toggle on to enable.

When enabled, this option allows forwarding between the source interface and devices
connected to this interface, which allows connected devices to forward and receive packets
without network address translation (NAT). This should normally be disabled unlessit is
required for modem passthrough, because some cellular will disconnect modems that send
packets that are not from the carrier-assigned IP address.

Ancillary addressing is enabled by default, which provides an IPv4 address to the connected
device when the source address is not available.

a. For Ancillary address/netmask, type the IPv4 address and netmask to provide to the
connected device when the source address is not available.

b. For Ancillary gateway, type the IPv4 address of the network gateway to be used when the
connected device when the source address is not available.

c. Ancillary DNSredirect is enabled by default, which means resolves all DNS requests to
the connected device and redirects HTTP traffic to the device's web administration page.

For Server type, select the type of server to use to pass the IP address through to the client.

If PPPOE server is selected for Server type:

a. dick to expand PPPoE server.

b. For Service name, type the name of service to offer to the client.

c. For Access concentrator name, type the name of the access concentrator to report to the
client. If no name is provided, the host name is used.

d. For Authentication method, select the authentication method used to connect to the
remote peer.
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If an authentication method is selected, type the Username and Password required to
authenticate the remote peer.

(Optional) dick to expand Custom PPP configuration.
Qustom PPP configuration is disabled by default. Click toggle on Enable.

Enable Override to override the default configuration and use only the custom
configuration file.

For Configuration file, type or paste configuration data using the format of a pppd
optionsfile.

14. (Optional) Aick to expand 802.1x to configure 802.1x port based network access control.

The Connect EZ 16/32 can function as an 802.1x authenticator; it does not function as an
802.1x supplicant.

a
b.
C.

Qick to expand Authentication.
dick Enable server to enable the 802.1x authenticator on the Connect EZ 16/32 device.
Set the Reauth period.

15. Configure IPv4 settings:

a.

g.

dick to expand IPv4.
IPv4 support is enabled by default.
Set the Metric.

For Weight, type the relative weight for default routes associated with this interface. For
multiple active interfaces with the same metric, Weight is used to load balance traffic to
the interfaces.

Set the Management priority. This determines which interface will have priority for
central management activity. The interface with the highest number will be used.

Set the MTU.
For Use DNS, select one of the following:

= Always: DNSwill always be used for this WAN; when multiple interfaces have the
same DNS server, the interface with the lowest metric will be used for DNS
requests.
= \When primary default route: Only use the DNS servers provided for this interface
when the interface is the primary route.
= Never: Never use DNS servers for this interface.
See Configure SureLink active recovery to detect WAN/VWWAN failures for information
about configuring SureLink for active recovery.

16. (Optional) Configure IPv6 settings:

a.
b
C.
d. For Weight, type the relative weight for default routes associated with this interface. For

Click to expand IPv6.

. Enable IPv6 support.

Set the Metric.

multiple active interfaces with the same metric, Weight is used to load balance traffic to
the interfaces.

Set the Management priority. This determines which interface will have priority for
central management activity. The interface with the highest number will be used.
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f. Set the MTU.
g. For Use DNS, select one of the following:

= Always: DNSwill always be used for this WAN; when multiple interfaces have the
same DNS server, the interface with the lowest metric will be used for DNS
requests.

= When primary default route: Only use the DNS servers provided for this interface
when the interface is the primary route.

® Never: Never use DNS servers for this interface.

h. See Configure SureLink active recovery to detect WWAN/VWWAN failures for information
about configuring SureLink for active recovery.

17. dick Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions > Open Console, or log into the
Connect EZ 16/32 local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Create a new interface or edit an existing one:
= To create anew interface named ip_passthrough_interface:

(config)> add network interface ip_passthrough_interface
(config network interface ip_passthrough_interface)>

= To edit an existing interface named ip_passthrough_interface, change to the IP-
passthrough-interface node in the configuration schema:

(config)> network dinterface ip_passthrough_interface
(config network interface {ip_passthrough_interface)>

4. Set theinterface type to passthrough:

(config network tinterface ip_passthrough_interface)> type passthrough
(config network dinterface ip_passthrough_interface)>

5. Set the firewall zone to internal:

(config network interface ip_passthrough_interface)> zone 1internal
(config network interface {ip_passthrough_interface)>

6. Select an Ethernet device or a Wi-FH access point for thisinterface:
a. Enter device ?to view available devices and the proper syntax.

(config network interface my_wan)> device ?
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Current value:

(config network interface 1ip_passthrough_interface)> device

b. Set the device for the interface:

(config network interface ip_passthrough_interface)> device device
(config network interface my_wan)>

7. Set passthrough options

8. Configure IPv4 settings:
= |Pv4 support is enabled by default. To disable:

(config network interface 1ip_passthrough_interface)> ipv4 enable
false
(config network interface ip_passthrough_interface)>

a. Set the IP metric:

(config network interface 1ip_passthrough_interface)> ipv4 metric num
(config network interface dip_passthrough_interface)>

b. Set therelative weight for default routes associated with this interface. For multiple active
interfaces with the same metric, the weight is used to load balance traffic to the interfaces.

(config network interface 1ip_passthrough_interface)> ipv4 weight num
(config network interface ip_passthrough_interface)>

c. Set the management priority. This determines which interface will have priority for central
management activity. The interface with the highest number will be used.

(config network interface ip_passthrough_interface)> ipv4 mgmt num
(config network interface 1ip_passthrough_interface)>

d. Setthe MTU:

(config network interface ip_passthrough_interface)> ipv4 mtu num
(config network interface ip_passthrough_interface)>

e. Configure how to use DNS:

(config network interface 1ip_passthrough_interface)> ipv4 use_dns
value
(config network interface {ip_passthrough_interface)>

where value is one of:

= always: DNSwill always be used for this WAN; when multiple interfaces have the
same DNS server, the interface with the lowest metric will be used for DNS
requests.

= primary: Only use the DNS servers provided for this interface when the interface is
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the primary route.
® never: Never use DNS servers for this interface.

f. See Configure SureLink active recovery to detect WAN/VWWAN failures for information
about configuring SureLink for active recovery.

9. (Optional) Configure IPv6 settings:
a. Enable IPv6 support:

(config network interface ip_passthrough_interface)> ipv6 enable true
(config network interface ip_passthrough_interface)>

b. Generally, the default settings for IPv6 support are sufficient. You can view the default IPv6
settings by using the question mark (?):

(config network interface ip_passthrough_interface)> ipv6 ?

IPv6

Parameters Current Value

enable true Enable

metric 0] Metric

mgmt 0 Management priority
mtu 1500 MTU

use_dns always Use DNS

weight 10 Weight

(config network interface 1ip_passthrough_interface)>

¢. Modify any of the remaining default settings as appropriate.
10. (Optional) To configure 802.1x port based network access control:

The Connect EZ 16/32 can function as an 802.1x authenticator; it does not function as an
802.1x supplicant.

a. Enable the 802.1x authenticator on the Connect EZ 16/32 device:

(config network interface ip_passthrough_interface)> 802_1x
authentication enable true
(config network interface {ip_passthrough_interface)>

b. Set the frequency period for reauthorization:

(config network interface ip_passthrough_interface)> 802_1x
authentication reauth_period value
(config network dinterface ip_passthrough_interface)>

where value is an integer between 0 and 86400. The default is 3600.
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11. Savethe configuration and apply the change

(config network interface ip_passthrough_interface)> save
Configuration saved.
>

12. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Virtual LANs (VLANS)

Mirtual LANs (VLANs) allow splitting a single physical LAN into separate Mirtual LANs. Each device on a
WLAN can only access other devices on the same VLAN and each device is unaware of any other VLAN,
which isolates networks from one another, even though they run over the same physical network.

Your Connect EZ 16/32 device supports two VLANs modes:
= Trunking: Supports multiple VLANs per Ethernet port, which enables you to extend your VLAN
across multiple switches through your entire network.

= Switchport: Each Ethernet port can have one or more VLAN IDs associated to it. Any un-tagged
WLAN packets that come into a network interface are automatically tagged with the primary
VLAN ID for that switchport. This allows devices on the network that aren’t configured with a
VLAN to act asif they are directly connected to the VLAN.

This section contains the following topics:
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Create a trunked VLAN route

Required configuration items

= Deviceto be assigned to the VLAN.

= The VLAN ID. The TCP header uses the VLAN ID to identify the destination VLAN for the packet.

To create a VLAN:

N o g b~ w
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Log into Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dick the Device ID.
c. Cick Settings.
d. dickto expand Config.

Local Web UI:
a. Onthe menu, click System. Under Configuration, click Device Configuration.

@ o s o =]

The Configuration window is displayed.
dick Network > Virtual LAN.
Type a name for the VLAN and click <.
Select the Device.
Type or select a unique numeric 1D for the VLAN ID.
dick Apply to save the configuration and apply the change.

Select the device in Remote Manager and click Actions > Open Console, or log into the
Connect EZ 16/32 local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

At the command line, type config to enter configuration mode:

> config
(config)>
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3. Add the VLAN:

(config)> add network vlan name
(config)>

4. Set the device to be used by the VLAN:
a. Mew alist of available devices:

(config network vlan vlanl)> device ?

Device: The Ethernet device to use for this virtual LAN
Format:

/network/device/ethl

/network/device/eth2

/network/device/loopback

/network/vlan/vlanl

/network/bridge/lan
Current value:

(config network vlan vlanl)>
b. Add the device:

(config network vlan vlanl)> device /network/device/
(config network vlan vlanl)>

5. Set the LANID:
(config network vlan vlanl)> id value

where value is an integer between 1 and 4095.
6. Save the configuration and apply the change

(config network vlan vlanl)> save
Configuration saved.
>

7. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Create a VLAN using switchport mode

Required configuration items

= Deviceto be assigned to the VLAN.
= The VLAN ID. The TCP header uses the VLAN ID to identify the destination VLAN for the packet.

To create a VLAN using switchport mode:
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Virtual LANs (MLANS)

Log into Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dick the Device ID.
c. Cick Settings.
d. dickto expand Config.

Local Web UI:
a. Onthe menu, click System. Under Configuration, click Device Configuration.

Bowtiens B @ o

The Configuration window is displayed.
dick Network >Bridges.
For Add Bridge, type a name for the bridge and click <.
Bridges are enabled by default. To disable, toggle off Enable.
For Bridge type, select Switchport.
(Optional) Enable Spanning Tree Protocol (STP).

STP is used when using multiple LANs on the same device, to prevent bridge loops and other
routing conflicts.

a. dick STP.
b. dick Enable.

c. For Forwarding delay, enter the number of seconds that the device will spend in each of
the listening and learning states before the bridge begins forwarding data. The default is 2
seconds.

For Port, type a name for the VLAN port and click €. Generally, numbers are used for LAN
ports.

Select the Device that the port uses.

Configure Man IDs:

a. dick to expand Van IDs.

b. Qick 4 for Add Van ID.

c. Type or select a unique numeric Vian ID.

d. dick < for Add Vlan ID again to add additional VLAN IDs.
dick Apply to save the configuration and apply the change.
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1. Select the device in Remote Manager and click Actions >Open Console, or log into the
Connect EZ 16/32 local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Add the VLAN:

(config)> add network vlan name
(config)>

4. Set the device to be used by the VLAN:
a. Mew alist of available devices:

(config network vlan vlanl)> device ?

Device: The Ethernet device to use for this virtual LAN
Format:

/network/device/ethl

/network/device/eth2

/network/device/loopback

/network/vlan/vlanl

/network/bridge/lan
Current value:

(config network vlan vlanl)>
b. Add the device:

(config network vlan vlanl)> device /network/device/
(config network vlan vlanl)>

5. Set the LAN ID:
(config network vlan vlanl)> id value

where value is an integer between 1 and 4095.
6. Save the configuration and apply the change

(config network vlan vlanl)> save
Configuration saved.
>

7. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.
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Bridging

Bridging is a mechanism to create a single network consisting of multiple devices, such as Ethernet
devices and wireless access points. You can also use bridging to create a itural LAN switchport
bridge. See Create a VLAN using switchport mode for more information about switchport bridging for
VLANS.

This section contains the following topics:

Configure a Dridge ... ..
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Configure a bridge

Required configuration items

= Aname for the bridge.
Bridges are enabled by default.
= Devicesto be included in the bridge.

Additional configuration items
= Fnable Spanning Tree Protocol (STP).

To create a bridge:

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dick the Device ID.
c. Cick Settings.
d. dickto expand Config.

Local Web UI:
a. Onthe menu, click System. Under Configuration, click Device Configuration.

The Configuration window is displayed.
dick Network >Bridges.
For Add Bridge, type a name for the bridge and click <.
Bridges are enabled by default. To disable, toggle off Enable.
For Bridge type, select Standard.
See Create a VLAN using switchport mode for information about switchport bridging.
7. (Optional) Enable Spanning Tree Protocol (STP).

STP is used when using multiple LANs on the same device, to prevent bridge loops and other
routing conflicts.

a. dick STP.
b. dick Enable.

o g M w
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C.

Bridging

For Forwarding delay, enter the number of seconds that the device will spend in each of
the listening and learning states before the bridge begins forwarding data. The default is 2
seconds.

8. (Optional) Enable Rapid Spanning Tree Protocol (RSTP) for faster response to topology
changes on the network.

10.

a
b.

dick RSTP to enable.

For Hello Time, enter the number of seconds between bridge protocol units (BPDUs) sent
on a port. The default is 2 seconds.

For Max Age, enter the maximum number of seconds before a bridge port saves its BDPU
configuration. The default is 20 seconds.

d. For Priority, enter the system priority. The default priority number is 8.

(Optional) For Custom mstpd options, enter the extra configuration optionsto passto
mspd daemon.

Add devices to the bridge:

a.

b
c.
d

Click to expand Devices.

. For Add device, click 4.

Select the Device.

. Repeat to add additional devices.

The MAC address of the bridge is taken from the first available device in the list.

Qick Apply to save the configuration and apply the change.

Select the device in Remote Manager and click Actions > Open Console, or log into the
Connect EZ 16/32 local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

At the command line, type config to enter configuration mode:

> config
(config)>

Create the bridge:

(config)> add network bridge my_bridge
(config network bridge my_bridge)>

Bridges are enabled by default.

= To disable:

(config network bridge my_bridge)> enable false
(config network bridge my_bridge)>
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= To enableif it has been disabled:

(config network bridge my_bridge)> enable true
(config network bridge my_bridge)>

5. Set the bridge mode to standard:

(config network bridge my_bridge)> mode standard
(config network bridge my_bridge)>

6. Add devicesto the bridge:
a. Determine available devices:

(config network bridge my_bridge)> .. .. dinterface lan device ?

Default value: /network/lan
Current value: /network/lan

(config network bridge my_bridge)>
b. Add the appropriate device.

The MAC address of the bridge is taken from the first available device in the list.

7. (Optional) Enable Spanning Tree Protocol (STP).
STP is used when using multiple LANs on the same device, to prevent bridge loops and other
routing conflicts.
a. Enable STP:

(config network bridge my_bridge)> stp enable true

b. Set the number of seconds that the device will spend in each of the listening and learning
states before the bridge begins forwarding data:

(config network bridge my_bridge)> stp forward_delay num
(config)>

The default is 2 seconds.
8. (Optional) Enable Rapid Spanning Tree Protocol (RSTP) for faster response to topology
changes on the network.

(config network bridge my_bridge)> rstp enable true
9. Savethe configuration and apply the change
(config)> save

Configuration saved.
>
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10. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Show SureLink status and statistics

You can show SurelLink status for all interfaces, or for an individual interface. You can also show
Surelink status for ipsec tunnels and OpenVPN clients.

Surelink statusis only available from the Admin CLI.

Show SureLink State

To show the current state of SureLink for the Connect EZ 16/32 device, use the show surelink state
command:

1. Select the device in Remote Manager and click Actions > Open Console, or log into the
Connect EZ 16/32 local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the Admin CLI prompt, type:

> show surelink state

Test on network.interface.ethl.ipv6 with condition: one
dns_configured (n);

network.interface.ethl.ipv6; -> update_routing_table
ACTION ATTEMPTS STATUS
restart_interface 00/01 [FAILED]

update_routing_table 00/01

Test on network.interface.modem.ipv4 with condition: all
dns_configured (n);

network.interface.modem.ipv4; -> restart_interface
ACTION ATTEMPTS STATUS
update_routing_table 00/03 [ BUSY ]
restart_interface 00/03
reset_modem 00/03
switch_sim 00/03

modem_power_cycle 00/03
restart_interface 00/03

Show SureLink status for all interfaces
To show the SureLink status all interfaces, use the show surelink interface all command:
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1. Select the device in Remote Manager and click Actions >Open Console, or log into the
Connect EZ 16/32 local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the Admin CLI prompt, type :

> show surelink interface all

Interface Test Proto Last Response Status

ethl Interface s up IPv4 32 seconds Passing
ethl Interface's DNS servers (DNS) 1IPv4 28 seconds Passing
eth2 Interface s up IPv4 21 seconds Passing
eth2 Interface's DNS servers (DNS) 1IPv4 20 seconds Passing
modem Interface s up IPv4 115 seconds Passing
modem Interface's DNS servers (DNS) 1IPv4 114 seconds Passing

>

3. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Show SureLink status for a specific interface

To show the Surelink status a specific interface, use the show surelink interface name name
command:

1. Select the device in Remote Manager and click Actions > Open Console, or log into the
Connect EZ 16/32 local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. Usethe show surelink interface name name command to show the Surelink status of a specific
interface, for example:

> show surelink interface name ethl

wanl Surelink Status

IPv4 Status : Passing
IPv6 Status : Failed

Test Proto Last Response Status

Interface's DNS servers (DNS) 1IPv6 15 seconds Failed

>

3. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.
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Show SureLink status for all IPsec tunnels
To show the Surelink status all IPsec tunnels, use the show surelink ipsec all command:
1. Select the device in Remote Manager and click Actions > Open Console, or log into the
Connect EZ 16/32 local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the Admin CLI prompt, type :

> show surelink ipsec all

IPsec Test Last Response Status
test 194.43.79.74 (Ping) 29 seconds Passed
test 194.43.79.75 (Ping) 5 seconds Passed
testl 194.43.79.74 (Ping) 21 seconds Failed
test2 194.43.79.75 (Ping) 21 seconds Waiting for result

>

3. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Show SureLink status for a specific IPsec tunnel
To show the SureLink status a specific IPsec tunnel, use the show surelink ipsec tunnel name
command:
1. Select the device in Remote Manager and click Actions >Open Console, or log into the
Connect EZ 16/32 local command line as a user with full Admin access rights.
Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. Usethe show surelink ipsec tunnel name command to show the Surelink status of a specific
tunnel, for example:

> show surelink ipsec tunnel test

IPsec Test Last Response Status
test 194.43.79.74 (Ping) 29 seconds Passed
test 194.43.79.75 (Ping) 5 seconds Passed

3. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.
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Show SureLink status for all OpenVPN clients
To show the Surelink status all OpenVPN clients, use the show surelink openvpn client all command:
1. Select the device in Remote Manager and click Actions > Open Console, or log into the
Connect EZ 16/32 local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the Admin CLI prompt, type :

> show surelink openvpn all

OpenVPN Client Test Last Response Status
test_clientl 194.43.79.74 (Ping) 29 seconds Passed
test_clientl 194.43.79.75 (Ping) 5 seconds Passed
test_client2 194.43.79.74 (Ping) 21 seconds Failed
test_client2 194.43.79.75 (Ping) 21 seconds Waiting for result

>

3. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Show SureLink status for a specific OpenVPN client
To show the SureLink status a specific OpenVPN client, use the show surelink openvpn client name
command:
1. Select the device in Remote Manager and click Actions >Open Console, or log into the
Connect EZ 16/32 local command line as a user with full Admin access rights.
Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. Use the show surelink openvpn client name command to show the Surelink status of a specific
OpenVPN client, for example:

> show surelink openvpn client test_clientl

OpenVPN Client Test Last Response Status
test_clientl 194.43.79.74 (Ping) 29 seconds Passed
test_clientl 194.43.79.75 (Ping) 5 seconds Passed

>

3. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.
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Configure a TCP connection timeout

Configure a TCP connection timeout

You can configure the number of times an unacknowledged TCP data packet will be retransmitted
before the connection is considered lost.

This feature is useful as it allows a backup system to control the serial port if the primary system goes
offline, or for the primary system to be able to recover regardless of whether there has been a
network disruption.

Alow number of retries will end a "stale" connection more quickly that a larger number. The default is
15 retries.

1

2.

3.

4.

Log into Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dickthe Device ID.
c. Cick Settings.
d. dick to expand Config.

Local Web UI:
a. Onthe menu, click System. Under Configuration, click Device Configuration.

The Configuration window is displayed.
Set the TCP retry attempts value:
a. dick Network >Advanced.

b. For TCP retries2, enter the number of times an unacknowledged TCP data packet will be
transmitted before the connection is considered lost.

Minimum: 0
Maximum: 255
Default: 15
Qick Apply to save the configuration and apply the change.
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Connect EZ 16/32 devices have access to different features, depending on the serial port mode
selection.

Default serial port configuration

You can review the default serial port configuration for your device.

Serial mode options
You can choose a serial mode option for each serial port, depending on the feature that you want to
use.

= | ogin: Allowsthe port to be used to log into the CLI.

= Remote Access: Provides socket level accessto ports.

= Application: Provides access to the serial device from Python applications.

= Ppp dial-in: Allows the device to answer Point-to-Point Protocol (PPP) connections over serial
ports.

®m RealPort: Used in conjunction with the Digi RealPort driver.
= UDP serial: Provides access to the serial port using UDP.

= Modem emulator: Allows the device to act as a dial-up modem emulator for handling incoming
AT dial-ins.
= Modbus: Allows the device to function as a Modbus protocol gateway.

View serial port information

®m Show serial port status and statistics
® Review the serial port message log

Default serial port configuration
The Connect EZ 16/32 default serial port configuration is:

= Enabled: enabled
Serial mode: Remote access

Label: None
Baud rate: 9600
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= Data bits: 8

= Parity: None

= Stop bits: 1

= Fow control: None

®m Escape sequence: None
= History size: 0

= Exclusive access: disabled
= |dle timeout: Om

Baud rate options

The baud rate options are: 50, 75, 110, 134, 150, 200, 300, 600, 1200, 2400, 4800, 9600, 19200, 38400,
57600, 115200, 230400

m Default baud rate: 9600
= Minimum baud rate: 50
= Maximum baud rate: 230400

Configure Login mode for a serial port

Login mode allows the user to log into the device through the serial port.

To change the configuration to match the serial configuration of the device to which you want to
connect:

1. Loginto the Connect EZ 16/32 WebUI as a user with full Admin access rights.
2. Onthe menu, click System. Under Configuration, click Serial Configuration.

@uerbord e B Qsamin

The Serial Configuration page is displayed.

You can also configure the serial port by using Device Configuration > Serial. Changes
made by using either Device Configuration or Serial Configuration will be reflected in both.

3. dick the name of the port that you want to configure.

Port Label Mode Services Serial Settings [:]

The serial port is enabled by default. To disable, toggle off Enable.
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Configure Login mode for a serial port

. For Mode, select Login.
. Enable Altpin to use the Altpin feature. Altpin is disabled by default. If you enable Altpin in

ElA-232 mode, the DCD and DSR signals are swapped. This allows use of DCD with 8-wire
cables. Altpin has no impact on 422 or 485 mode. For more information, see Serial connector
pinout.

. (Optional) For Label, enter a label that will be used when referring to this port.
7. For Signalling, select the electrical signaling interface type used on this serial port:

= RS-232

» Enable RTS Toggle if you want to enable RTStoggling during transmission on this
serial port. If enabled, this setting overrides RTS\CTS flow control.

» For RTS Pre-delay, enter the amount of time RTSis asserted before starting data
transmission. The time is measured in milliseconds. The default is Oms.

e For RTS Post-delay, enter the amount of time RTSis deasserted before completing
data transmission. The time is measured in milliseconds. The default is Oms.

= RS422

» Enable Termination if you want to enable electrical termination on this serial port.
® RS485

» Enable Termination if you want to enable electrical termination on this serial port.

» Enable Full Duplex if you want to enable full duplex communication on this serial
port.

The default is RS-232.

. Expand Serial Settings.

The entriesin the following fields must match the information for the power controller. Refer
to your power controller manual for the correct entries.

a. Baud rate: For Baud rate, select the baud rate used by the device to which you want to
connect. The default is 9600.

= Max baud rate: 230400
= Minimum: 50
For a complete list, see Baud rate options.

b. Data bits: For Data bits, select the number of data bits used by the device to which you
want to connect. The default is 8.

c. Parity: For Parity, select the type of parity used by the device to which you want to
connect. The default is None.

d. Stop bits: For Stop bits, select the number of stop bits used by the device to which you
want to connect. The default is 1.

e. How control: For How control, select the type of flow control used by the device to
which you want to connect. The default is None.

. BExpand Logging Settings to configure logging for this serial port.

a. To enable logging, click to toggle on Enable.
b. Inthe Log file name field, enter a descriptive name for the log file.

c. For Log file size, type the size of the log file. When the log file reaches the size limit, the
current file is saved and a new file is created. The default is 65536 bytes.
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d. Fom the Type of data to log list box, specify the type of data that should be saved.
= Received
= Transmitted
= Both
= Both with arrows. Thisis the default.

e. If you want to log the time at which date was received or transmitted, click the
Timestamps toggle to Enable.

f. If you want to log the data as hexadecimal values, click the Hexadecimal toggle to
Enable.

You can review the message log in the Serial Port Log page. See Review the serial
port message log.

10. dick Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions >Open Console, or log into the
Connect EZ 16/32 local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. The serial port is enabled by default. To disable:

(config)> serial portl enable false
(config)>

4. Set the mode:

(config)> serial portl mode login
(config)>

5. Enable Altpin to use the Altpin feature. Altpin is disabled by default. If you enable Altpin in
ElA-232 mode, the DCD and DSR signals are swapped. This allows use of DCD with 8-wire
cables. Altpin has no impact on 422 or 485 mode. For more information, see Serial connector
pinout.

(config)> serial portl altpin true
(config)>
6. Set the signaling interface type used on this serial port:
= rs-232

* Enablerts_toggle if you want to enable RTStoggling during transmission on this
serial port. If enabled, this setting overrides RTS\CTS flow control:
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(config)> serdial portl rts_toggle true
(config)>

» Forrts_pre_delay, enter the amount of time RTSis asserted before starting data
transmission. The time is measured in milliseconds. The default is Oms:

(config)> serdial portl "rts_pre_delay value
(config)>

» Forrts_post_delay, enter the amount of time RTSis deasserted before completing
data transmission. The time is measured in milliseconds. The default is Oms:

(config)> serial portl rts_post_delay value
(config)>
® 5422
« Enable Termination if you want to enable electrical termination on this serial port.
® rs-485
» Enable termination if you want to enable electrical termination on this serial port:

(config)> serial portl termination true
(config)>

« Enable full_duplex if you want to enable full duplex communication on this serial
port:

(config)> serial portl full_duplex true
(config)>
The default isrs-232.
7. (Optional) Set alabel that will be used when referring to this port.

(config)>path-paramlabel label
(config)>

8. Set the baud rate used by the device to which you want to connect:

(config)> serial portl baudrate rate
(config)>
where rate is the desired baud rate:
= Default baud rate: 9600
= Max baud rate: 230400
= Minimum baud rate: 50
For a complete list, see Baud rate options.
9. Set the number of data bits used by the device to which you want to connect:

(config)> serial portl databits bits
(config)>
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10.

11.

12.

13.

Configure Login mode for a serial port

Set the type of parity used by the device to which you want to connect:

(config)> serial portl parity parity
(config)>
Alowed values are:
= even
= odd
® none
The default is none.
Set the stop bits used by the device to which you want to connect:

(config)> serial portl stopbits bits
(config)>

Set the type of flow control used by the device to which you want to connect:

(config)> serial portl flow value
(config)>
where value is one of:
= none
= rts/cts
= xon/xoff
Configure serial port logging:
a. Enable serial port logging:

(config)>serial portl logging enable true
(config)>

b. Set the file name:

(config)>serial portl logging filename string
(config)>

c. Set the maximum allowed log size for the serial port log when starting the log:

(config)>serial portl logging size value
(config)>
where value is the size of the log file in bytes. The default is 65536.
d. Specify the datatype:

(config)>serial portl logging type value
(config)>
where value is one of:
= received
= transmitted
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= both
= arrows. Thisis the default.
e. Logthe time at which date was received or transmitted:

(config)>serial portl logging hex true
(config)>

f. Log data as hexadecimal values:

(config)>serial portl logging timestamp true
(config)>

14. Savethe configuration and apply the change

(config)> save
Configuration saved.
>

15. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Configure Remote Access mode for a serial port

Remote Access mode allows for remote access to another device that is connected to the serial port.

To change the configuration to match the serial configuration of the device to which you want to
connect:

1. Loginto the Connect EZ 16/32 WebUI as a user with full Admin access rights.
2. Onthe menu, click System. Under Configuration, click Serial Configuration.

The Serial Configuration page is displayed.

You can also configure the serial port by using Device Configuration > Serial. Changes
made by using either Device Configuration or Serial Configuration will be reflected in both.
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3. dick the name of the port that you want to configure.

Port Label Mode Services Serial Settings [:]

The serial port is enabled by default. To disable, toggle off Enable.
4. For Serial mode, select Remote access.

5. Enable Altpin to use the Altpin feature. Altpin is disabled by default. If you enable Altpin in
ElA-232 mode, the DCD and DSR signals are swapped. This allows use of DCD with 8-wire
cables. Altpin has no impact on 422 or 485 mode. For more information, see Serial connector
pinout.

(Optional) For Label, enter a label that will be used when referring to this port.
7. For Signalling, select the electrical signaling interface type used on this serial port:
= RS232

» Enable RTS Toggle if you want to enable RTStoggling during transmission on this
serial port. If enabled, this setting overrides RTS\CTS flow control.

» For RTS Pre-delay, enter the amount of time RTSis asserted before starting data
transmission. The time is measured in milliseconds. The default is Oms.

e For RTS Post-delay, enter the amount of time RTSis deasserted before completing
data transmission. The time is measured in milliseconds. The default is Oms.

= RS422

» Enable Termination if you want to enable electrical termination on this serial port.
® RS485

» Enable Termination if you want to enable electrical termination on this serial port.

» Enable Full Duplex if you want to enable full duplex communication on this serial
port.

The default is RS-232.
8. Expand Serial Settings.

The entriesin the following fields must match the information for the power controller. Refer
to your power controller manual for the correct entries.

a. Baud rate: For Baud rate, select the baud rate used by the device to which you want to
connect. The default is 9600.

= Max baud rate: 230400
= Minimum: 50
For a complete list, see Baud rate options.

b. Data bits: For Data bits, select the number of data bits used by the device to which you
want to connect. The default is 8.
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c. Parity: For Parity, select the type of parity used by the device to which you want to
connect. The default is None.

d. Stop bits: For Stop bits, select the number of stop bits used by the device to which you
want to connect. The default is 1.

e. How control: For How control, select the type of flow control used by the device to

which you want to connect. The default is None.
9. dick to expand Data Framing.

a. dick Enable to enable the data framing feature.

b. For Maximum Frame Count, enter the maximum size of the packet. The default is 1024.

c. Forldle Time, enter the length of time the device should wait before sending the packet.

d. For End Pattern, enter the end pattern. The packet is sent when this pattern is received
from the serial port.

e. dick Strip End Pattern if you want to remove the end pattern from the packet before it is
sent.

10. Expand Service Settings.
All service settings are disabled by default. dick available optionsto toggle them to enabled,
and set the IP ports as appropriate.

If the Telnet service is enabled for the serial port, note that the Telnet Login option,
when enabled, prompts the user to enter Telnet login credentials when accessing the serial
port via Telnet. The Telnet Login option is enabled by default. To disable this option, navigate
to System > Device Configuration > Authentication > Serial and disable Telnet Login.

For each type of service, you can also configure the access control.
To do this, you need to go to Device Configuration:
a. Onthe menu, click System. Under Configuration, click Device Configuration.

@outbons Hsuws @ o

The Configuration window is displayed.
b. Accessthe configuration for the appropriate type of service:
i. Cick to expand Serial.
ii. dick to expand the appropriate serial port.
iii. dick to expand the appropriate type of service.
iv. dick to expand Access Control List.

Digi Connect EZ 16/32 User Quide 216



Serial port Configure Remote Access mode for a serial port

For example, to set the Access Control List for the SSH connection for serial port 1, click to
expand Serial > Port 1 >SSH connection > Access Control List:

¥ S55H connection

Enable

Port 2001

¥ Access control list

» |Pv4 Addresses

» |PvE Addresses

» Zones

Enable mDNS
Enable TCP keep-alive messages

Enable TCP nodelay

= To limit access to specified IPv4 addresses and networks:
i. Cick IPv4 Addresses.
ii. For Add Address, click .

iii. For Address, enter the IPv4 address or network that can access the device's
service-type. Allowed values are:

¢ Asingle IP address or host name.
* Anetwork designation in DR notation, for example, 192.168.1.0/24.
< any: No limit to IPv4 addresses that can access the service-type.
iv. Click 4 again to list additional IP addresses or networks.
= To limit access to specified IPv6 addresses and networks:
i. Qick IPv6 Addresses.
ii. For Add Address, click 4.

iii. For Address, enter the IPv6 address or network that can access the device's
service-type. Allowed values are:

¢ Asingle IP address or host name.
* Anetwork designation in DR notation, for example, 2001:db8::/48.
e any: No limit to IPv6 addresses that can access the service-type.
iv. dick 4k again to list additional IP addresses or networks.
= To limit access to hosts connected through a specified interface on the device:
i. Qick Interfaces.
ii. For Add Interface, click 4.
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iii. For Interface, select the appropriate interface from the dropdown.
iv. dick < again to allow access through additional interfaces.
®  To limit access based on firewall zones:
i. dick Zones.
ii. For Add Zone, click <.
iii. For Zone, select the appropriate firewall zone from the dropdown.
See FHrewall configuration for information about firewall zones.
iv. Cick < again to allow access through additional firewall zones.

11. BExpand Autoconnect Settings. The autoconnect feature is used to initiate a connection to a
remote server to directly access the serial port.

a. dick Enable to enable the autoconnect feature.

b. For Connection Trigger, select the option that describes the type of event that should
trigger the connection.

If you select the Data received matches a string option, additional fields display.

a. Inthe Data Match String field, enter the received data string that should trigger the
connection. The syntax is: backslash escaped string

b. The Hush String option determines whether the match string data sent from the
remote server is discarded.

® Enable: Discard the match string data. Thisis the default.
= Disable: Do not discard the match string data.

¢. For Outbound Connection Type, select the option that describes the method used to
initiate the connection.

d. For Destination, enter the host name or IP address of the remote server. When using SSH,
this should be prefixed with the user name and followed by @, for example,
admin@192.168.1.1.

For IP port, enter the TCP port of the remote server (1-65535).
Cick Enable TCP keep-alive to enable TCP keepalive on the connection.
Qick Enable TCP nodelay to enable TCP nodelay on the connection.

For Socket ID string, type text to be transmitted to the remote server when the socket
connects.

12. Expand Session Settings.

| Q -~ 0

4000

a. Enable Exclusive access to limit access to the serial port to a single active session. This
option is disabled by default. When it is disabled, multiple users can connect using Telnet,
TCP, and SSH.

b. For Escape sequence, type the characters used to start an escape sequence. If no
characters are defined, the escape sequence is disabled. The default is ~b.

c. For History size, type or select the number of bytes of output from the serial port that are
written to buffer. These bytes are redisplayed when a user connects to the serial port. The
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default is 4000 bytes.
d. For ldle timeout, type the amount of time to wait before disconnecting due to user
inactivity.
13. Expand Monitor Settings.
a. Enable CTSto monitor CTS (Clear to Send) changes on this port.
b. Enable DCD to monitor DCD (Data Carrier Detect) changes on this port.
14. Expand Logging Settings to configure logging for this serial port.
a. To enable logging, click to toggle on Enable.
b. Inthe Log file name field, enter a descriptive name for the log file.

c. For Log file size, type the size of the log file. When the log file reaches the size limit, the
current file is saved and a new file is created. The default is 65536 bytes.

d. Fom the Type of data to log list box, specify the type of data that should be saved.
= Received
= Transmitted
= Both
= Both with arrows. Thisis the default.

e. If you want to log the time at which date was received or transmitted, click the
Timestamps toggle to Enable.

f. If you want to log the data as hexadecimal values, click the Hexadecimal toggle to
Enable.

You can review the message log in the Serial Port Log page. See Review the serial
port message log.

15. dick Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions > Open Console, or log into the
Connect EZ 16/32 local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Serial portsis enabled by default. To disable:

(config)> serial port_number enable false
(config)>

Command line examples in this section will use port1 for the serial port. However, any port
number can be used.
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4. Set the mode:

(config)> serial portl mode remoteaccess
(config)>

5. Enable Altpin to use the Altpin feature. Altpin is disabled by default. If you enable Altpin in
ElA-232 mode, the DCD and DSR signals are swapped. This allows use of DCD with 8-wire
cables. Altpin has no impact on 422 or 485 mode. For more information, see Serial connector
pinout.

(config)> serial portl altpin true
(config)>
6. Set the signaling interface type used on this serial port:
= 1s-232

» Enablerts_toggle if you want to enable RTStoggling during transmission on this
serial port. If enabled, this setting overrides RTS\CTS flow control:

(config)> serial portl rts_toggle true
(config)>

e Forrts_pre_delay, enter the amount of time RTSis asserted before starting data
transmission. The time is measured in milliseconds. The default is Oms:

(config)> serdial portl "rts_pre_delay value
(config)>

e Forrts_post_delay, enter the amount of time RTSis deasserted before completing
data transmission. The time is measured in milliseconds. The default is Oms:

(config)> serdial portl rts_post_delay value
(config)>

® rs-422

« Enable Termination if you want to enable electrical termination on this serial port.
= s-485

» Enable termination if you want to enable electrical termination on this serial port:

(config)> serial portl termination true
(config)>

e Enable full_duplex if you want to enable full duplex communication on this serial
port:

(config)> serial portl full_duplex true
(config)>

The default isrs-232.
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11

12.

13.

Configure Remote Access mode for a serial port

(Optional) Set a label that will be used when referring to this port.

(config)>serial portl label label
(config)>

Set the baud rate used by the device to which you want to connect:

(config)> serial portl baudrate rate
(config)>
where rate is the desired baud rate:
= Default baud rate: 9600
= Max baud rate: 230400
= Minimum baud rate: 50
For a complete list, see Baud rate options.

Set the number of data bits used by the device to which you want to connect:

(config)> serial portl databits bits
(config)>

Set the type of parity used by the device to which you want to connect:

(config)> serial portl parity parity
(config)>
Alowed values are:
= even
= odd
® none
The default is none.
Set the stop bits used by the device to which you want to connect:

(config)> serial portl stopbits bits
(config)>

Set the type of flow control used by the device to which you want to connect:

(config)> serial portl flow value
(config)>
where value is one of:
= none
= rts/cts
= xon/xoff
Configure the session settings.

Digi Connect EZ 16/32 User Guide

221



Serial port Configure Remote Access mode for a serial port

a. Set the characters used to start an escape sequence:

(config)>serial portl escape string
(config)

If no characters are defined, the escape sequence is disabled. The default is ~b.
b. Limit accessto the serial port to a single active session:

(config)>serial portl exclusive true
(config)

c. Set the number of bytes of output from the serial port that are written to buffer. These
bytes are redisplayed when a user connects to the serial port.

(config)>serial portl history bytes
(config)

The default is 4000 bytes.
d. Set the amount of time to wait before disconnecting due to user inactivity:

(config)>serial portl idle_timeout value
(config)

where value is any number of weeks, days, hours, minutes, or seconds, and takes the
format number{w|d|h|m|s}.
For example, to set idle_timeout to ten minutes, enter either 10m or 600s:

(config)>serial portl idle_timeout 600s
(config)

The default is 15m.
14. Configure monitor settings.
a. (Optional) Enable monitoring of CTS (Cear to Send) changes on this port:

(config)>serial portl monitor cts true
(config)

b. (Optional) Enable monitoring of DCD (Data Carrier Detect) changes on this port:

(config)>serial portl monitor dcd true
(config)

15. (Optional) Configure autoconnect:
a. Enable autoconnect:

(config)>serial portl autoconnect enable true
(config)>

b. Set the option that will trigger the connection:

(config)>serial portl autoconnect trigger value
(config)>
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where value is one of:
= always
= data
= dcd
= destination
= dsr
® match
If match is selected:
i. Set the string that, when received, will trigger the connection:

(config)>serial portl autoconnect match_string string
(config)>

ii. flush_string is enabled by default, which will discard the matched string from
data sent to the server. To disable:

(config)>serial portl autoconnect flush_string false
(config)>
The default is always.
c. Set the option that initiates the connection:

(config)>serial portl autoconnect conn_type value
(config)>
where value is one of:
= ssh
= tcp
= telnet
= tls
= t|s auth
The default istls.
d. Set the host name or IP address of the destination server:

(config)>serial portl autoconnect destination hostname/IP_address
(config)>

When using SSH, this should be prefixed with the user name and followed by @, for
example:

(config)>serial portl autoconnect destination admin@l92.168.1.1
(config)>

e. Set the TCP port of the destination server:

(config)>serial portl autoconnect port int
(config)>
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where int is any integer between 1 and 65535.
f. To enable TCP keepalive:

(config)>serial portl autoconnect keepalive true
(config)>

g. To enable TCP nodelay:

(config)>serial portl autoconnect nodely true
(config)>

h. Set the text to be transmitted to the remote server when the socket connects:

(config)>serial portl socketid string
(config)>

16. (Optional) Configure data framing:
a. Enable data framing:

(config)>serial portl framing enable true
(config)

b. Set the maximum size of the packet:

(config)>serial portl framing max_count int
(config)

The default is 1024.
c. Set thelength of time the device should wait before sending the packet:

(config)>serial portl framing idle_time value
(config)

where value is in milliseconds (ms) or seconds (s). The maximum value is 60s.
d. Set the end pattern. The packet is sent when this pattern is received from the serial port:

(config)>serial portl framing end_pattern backslash-escaped-string
(config)

e. Set the strip end pattern if you want to remove the end pattern from the packet before it is
sent:

(config)>serial portl framing strip_pattern true
(config)

17. (Optional) Configure service settings:
a. Configure SSH settings:
i. Enable SSH:

(config)>serial portl service ssh enable true
(config)>

ii. Set the port to be used for ssh communications:
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(config)>serial portl service ssh port int
(config)>
where int is any integer between 1 and 65535. The default is 3001.
iii. Enable TCP keep-alive messages:

(config)>serial portl service ssh keepalive true
(config)>

iv. Enable TCP nodelay messages:

(config)>serial portl service ssh nodelay true
(config)>
v. (Optional) Configure access control:
= To limit access to specified IPv4 addresses and networks:

(config)> add serial portl service ssh acl address end value
(config)>

Where value can be:
¢ Asingle IP address or host name.
¢ Anetwork designation in CIDR notation, for example, 192.168.1.0/24.
« any: No limit to IPv4 addresses that can access the service-type.

Repeat this step to list additional IP addresses or networks.

® To limit access to specified IPv6 addresses and networks:;

(config)> add serial portl service ssh acl address6 end value
(config)>
Where value can be:
¢ Asingle IP address or host name.
¢ Anetwork designation in CIDR notation, for example, 2001:db8::/48.
< any: No limit to IPv6 addresses that can access the service-type.
Repeat this step to list additional IP addresses or networks.

= To limit access to hosts connected through a specified interface on the
Connect EZ 16/32 device:

(config)> add serial portl service ssh acl interface end
value
(config)>

Where value is an interface defined on your device.

Display a list of available interfaces:
Use ... network interface ?to display interface information:

Repeat this step to list additional interfaces.
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®  To limit access based on firewall zones:

(config)> add serial portl service ssh acl zone end value
(config)>

Where value is a firewall zone defined on your device, or the any keyword.

Display a list of available firewall zones:
Type ... firewall zone ? at the config prompt:

(config)> ... firewall zone ?

Zones: A list of groups of network interfaces that
can be referred to by packet
filtering rules and access control lists.

Additional Configuration

any
dynamic_routes
edge

external
internal

ipsec

loopback

setup

(config)>

Repeat this step to include additional firewall zones.
vi. (Optional) Enable Multicast DNS (mDNS):

(config)>serial portl service ssh mdns enable true
(config)>

b. Configure TCP settings:

i. Enable TCP;

(config)>serial portl service tcp enable true
(config)>

ii. Set the port to be used for ssh communications:

(config)>serial portl service tcp port int
(config)>

where int is any integer between 1 and 65535. The default is 4001.
iii. Enable TCP keep-alive messages:
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(config)>serial portl service tcp keepalive true
(config)>

Set the option that initiates the connection:

(config)>serial portl service tcp conn_type value
(config)>
where value is one of:
= tcp
= tls
= t|s auth
The default istls.
Enable TCP nodelay messages:

(config)>serial portl service tcp nodelay true
(config)>
(Optional) Configure access control:
® To limit access to specified IPv4 addresses and networks:;

(config)> add serial portl service tcp acl address end value
(config)>

Where value can be:
¢ Asingle IP address or host name.
e Anetwork designation in DR notation, for example, 192.168.1.0/24.
e any: No limit to IPv4 addresses that can access the service-type.

Repeat this step to list additional IP addresses or networks.

= To limit access to specified IPv6 addresses and networks:

(config)> add serial portl service tcp acl address6 end value
(config)>
Where value can be:
¢ Asingle IP address or host name.
¢ Anetwork designation in CIDR notation, for example, 2001:db8::/48.
« any: No limit to IPv6 addresses that can access the service-type.
Repeat this step to list additional IP addresses or networks.

® To limit access to hosts connected through a specified interface on the
Connect EZ 16/32 device:

(config)> add serial portl service tcp acl 1interface end
value
(config)>

Where value is an interface defined on your device.
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Display a list of available interfaces:
Use ... network interface ?to display interface information:

Repeat this step to list additional interfaces.
® To limit access based on firewall zones:

(config)> add serial portl service tcp acl zone end value
(config)>

Where value is a firewall zone defined on your device, or the any keyword.

Display a list of available firewall zones:
Type ... firewall zone ? at the config prompt:

(config)> ... firewall zone ?

Zones: A list of groups of network interfaces that
can be referred to by packet
filtering rules and access control lists.

Additional Configuration

any
dynamic_routes
edge

external
internal

ipsec

loopback

setup

(config)>

Repeat this step to include additional firewall zones.
vii. (Optional) Enable Multicast DNS (mDNS):

(config)>serial portl service tcp mdns enable true
(config)>

c. Configure telnet settings:
i. Enable Telnet:

(config)>serial portl service telnet enable true
(config)>

ii. Setthe port to be used for Telnet communications:

(config)>serial portl service telnet port int
(config)>

where int is any integer between 1 and 65535. The default is 3001.
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iii. Enable TCP keep-alive messages:

(config)>serial portl service telnet keepalive true
(config)>

iv. Enable TCP nodelay messages:

(config)>serial portl service telnet nodelay true
(config)>
v. (Optional) Configure access control:
= To limit access to specified IPv4 addresses and networks:

(config)> add serial portl service telnet acl address end
value
(config)>

Where value can be:
¢ Asingle IP address or host name.
¢ Anetwork designation in CIDR notation, for example, 192.168.1.0/24.
« any: No limit to IPv4 addresses that can access the service-type.
Repeat this step to list additional IP addresses or networks.
®  To limit access to specified IPv6 addresses and networks:

(config)> add serial portl service telnet acl address6 end

value

(config)>
Where value can be:

¢ Asingle IP address or host name.

¢ Anetwork designation in CIDR notation, for example, 2001:db8::/48.

< any: No limit to IPv6 addresses that can access the service-type.
Repeat this step to list additional IP addresses or networks.

= To limit access to hosts connected through a specified interface on the
Connect EZ 16/32 device:

(config)> add serial portl service telnet acl interface end
value
(config)>

Where value is an interface defined on your device.

Display a list of available interfaces:
Use... network interface ?to display interface information:

Repeat this step to list additional interfaces.
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®  To limit access based on firewall zones:

(config)> add serial portl service telnet acl zone end value
(config)>

Where value is a firewall zone defined on your device, or the any keyword.

Display a list of available firewall zones:
Type ... firewall zone ? at the config prompt:

(config)> ... firewall zone ?

Zones: A list of groups of network interfaces that
can be referred to by packet
filtering rules and access control lists.

Additional Configuration

any
dynamic_routes
edge

external
internal

ipsec

loopback

setup

(config)>

Repeat this step to include additional firewall zones.
vi. (Optional) Enable Multicast DNS (mDNS):

(config)>serial portl service telnet mdns enable true
(config)>

18. Configure serial port logging:
a. Enable serial port logging:

(config)>serial portl logging enable true
(config)>

b. Set the file name:

(config)>serial portl logging filename string
(config)>

c. Set the maximum allowed log size for the serial port log when starting the log:

(config)>serial portl logging size value
(config)>

where value is the size of the log file in bytes. The default is 65536.
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d. Specify the datatype:

(config)>serial portl logging type value
(config)>
where value is one of:
= received
= transmitted
= hoth
= arrows. Thisisthe default.
e. Logthetime at which date was received or transmitted:

(config)>serial portl logging hex true
(config)>

f. Log data as hexadecimal values:

(config)>serial portl logging timestamp true
(config)>

19. Savethe configuration and apply the change

(config)> save
Configuration saved.
>

20. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Configure Application mode for a serial port

Application mode provides access to the serial device from Python applications.

To change the configuration to match the serial configuration of the device to which you want to
connect:

1. Loginto the Connect EZ 16/32 WebUI as a user with full Admin access rights.
2. On the menu, click System. Under Configuration, click Serial Configuration.

@nasthond  §Bstan o © anin

# v
a

The Serial Configuration page is displayed.

You can also configure the serial port by using Device Configuration > Serial. Changes
made by using either Device Configuration or Serial Configuration will be reflected in both.

Digi Connect EZ 16/32 User Quide 231



Serial port Configure Application mode for a serial port

3. dick the name of the port that you want to configure.

Port Label Mode Services Serial Settings [:]

The serial port is enabled by default. To disable, toggle off Enable.
4. For Mode, select Application. The default is Login.

5. Enable Altpin to use the Altpin feature. Altpin is disabled by default. If you enable Altpin in
ElA-232 mode, the DCD and DSR signals are swapped. This allows use of DCD with 8-wire
cables. Altpin has no impact on 422 or 485 mode. For more information, see Serial connector
pinout.

(Optional) For Label, enter a label that will be used when referring to this port.
7. For Signalling, select the electrical signaling interface type used on this serial port:
= RS232

» Enable RTS Toggle if you want to enable RTStoggling during transmission on this
serial port. If enabled, this setting overrides RTS\CTS flow control.

» For RTS Pre-delay, enter the amount of time RTSis asserted before starting data
transmission. The time is measured in milliseconds. The default is Oms.

e For RTS Post-delay, enter the amount of time RTSis deasserted before completing
data transmission. The time is measured in milliseconds. The default is Oms.

= RS422

» Enable Termination if you want to enable electrical termination on this serial port.
® RS485

» Enable Termination if you want to enable electrical termination on this serial port.

» Enable Full Duplex if you want to enable full duplex communication on this serial
port.

The default is RS-232.
8. dick Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions >Open Console, or log into the
Connect EZ 16/32 local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>
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3. The serial port is enabled by default. To disable:

(config)> serial portl enable false
(config)>

4, Set the mode:

(config)> serial portl mode application
(config)>

5. Enable Altpin to use the Altpin feature. Altpin is disabled by default. If you enable Altpin in
ElA-232 mode, the DCD and DSR signals are swapped. This allows use of DCD with 8-wire
cables. Altpin has no impact on 422 or 485 mode. For more information, see Serial connector
pinout.

(config)> serial portl altpin true
(config)>
6. Set the signaling interface type used on this serial port:
®m rs-232

» Enablerts toggle if you want to enable RTStoggling during transmission on this
serial port. If enabled, this setting overrides RTS\CTS flow control:

(config)> serdial portl rts_toggle true
(config)>

» Forrts_pre_delay, enter the amount of time RTSis asserted before starting data
transmission. The time is measured in milliseconds. The default is Oms:

(config)> serdial portl "rts_pre_delay value
(config)>

» Forrts_post_delay, enter the amount of time RTSis deasserted before completing
data transmission. The time is measured in milliseconds. The default is Oms:

(config)> serial portl rts_post_delay value
(config)>

® 5422

« Enable Termination if you want to enable electrical termination on this serial port.
® rs5-485

» Enable termination if you want to enable electrical termination on this serial port:

(config)> serial portl termination true
(config)>

« Enable full_duplex if you want to enable full duplex communication on this serial
port:

(config)> serial portl full_duplex true
(config)>
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The default isrs-232.
7. (Optional) Set alabel that will be used when referring to this port.

(config)>path-paramlabel label
(config)>

8. Save the configuration and apply the change

(config)> save
Configuration saved.
>

9. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Configure PPP dial-in mode for a serial port

PPP dial-in allows the device to answer Point-to-Point Protocol (PPP) connections over serial ports.

To change the configuration to match the serial configuration of the device to which you want to
connect:

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dick the Device ID.
c. Cick Settings.
d. dickto expand Config.

Local Web UI:
a. Onthe menu, click System. Under Configuration, click Device Configuration.

The Configuration window is displayed.
3. dick to expand the name of the port that you want to configure, for example, Port 1.
The serial port is enabled by default. To disable, toggle off Enable.
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4.

10.
11
12.
13.

14.

15.

16.

Configure PPP dial-in mode for a serial port

For Mode, select PPP-Dial-in. The default is Login.

(Optional) For Label, enter a label that will be used when referring to this port.

For Baud rate, select the baud rate used by the device to which you want to connect. The
default is 9600.

= Max baud rate: 230400
= Minimum: 50
For a complete list, see Baud rate options.

For How control, select the type of flow control used by the device to which you want to
connect. The default is None.

Enable Altpin to use the Altpin feature. Altpin is disabled by default. If you enable Altpin in
EIA-232 mode, the DCD and DSR signals are swapped. This allows use of DCD with 8-wire
cables. Altpin has no impact on 422 or 485 mode. For more information, see Serial connector
pinout.

For Idle timeout, type the amount of time that the active session can be idle before the
session is disconnected.

Alowed values are any number of weeks, days, hours, minutes, or seconds, and take the
format number{w|d|h|m|s}.

For example, to set Idle timeout to ten minutes, enter 10m or 600s.

Qick to expand PPP dial-in.

For Local IP address, type the IP address assigned to this interface.

For Remote IP address, type the IP address assigned to the remote peer.

For Metric, set the priority of routes associated with this interface. If there are multiple active
routes that match a destination, then the route with the lowest metric will be used.

For Default route, toggle to control whether a default route gets added for the PPP interface.
This feature is disabled by default.

For Zone, select the firewall zone for this interface. This can be used by packet filtering rules
and access control lists to restrict network traffic on this interface.

For Authentication method, select the method used to authenticate the remote peer. Allowed
values are:

= None: No authentication is required.
= Automatic: Attempt to authenticate using CHAP first, and then PAP.
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= CHAP: Use Challenge Handshake Authentication Protocol (CHAP) to authenticate.
= PAP: Use Password Authentication Protocol (PAP) to authenticate.

If Automatic, CHAP, or PAP are selected, type the Username and Password used to
authenticate the remote peer.

17. (Optional) Configure the serial port to use a custom PPP configuration file:

a
b.
c.

Cick to expand Custom PPP configuration.
Qick Enable to enable the use of a custom PPP configuration file.

Cick Override to override the default PPP configuration and only use the custom
configuration file.

If Override is not enabled, the custom PPP configuration file is used in addition to the
default configuration.

For Configuration file, paste or type the configuration data in the format of a pppd
options file. Because the options are passed directly to the pppd command line, they
should all be entered on a single line. For example:

debug lcp-echo-interval 10 lcp-echo-failure 2

18. (Optional) Configure a script that will be run to prepare the link before PPP negotiations are
started:

a
b.
c.

Qick to expand Connect script.
Cick Enable to enable the use of a connection script.

For Connect script filename, type the name of the script. Scripts are located in the
/etc/config/serial directory. An example script, windows_dun.sh is provided.

Example windows_dun.sh file:
#!/bin/sh

# Example connect script for connecting from a PC using a Windows
dial-up

# networking connection with built-in standard 33600 bps modem driver
and phone

# number 123.

# The shell's 'read' builtin breaks on newline, so translate incoming
carriage-

# return to newline, and outgoing newline to carriage-return-newline.
stty dicrnl onlcr opost

# Read input from the serial port, one line at a time.
while read -r line; do
case "sline" 1in
ATDT123)
echo "CONNECT" # 1dnstruct the peer to start PPP
exit O # start up the local PPP session
55
ATx)
echo "OK" # passively accept any other AT command
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esac
done

19. dick Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions > Open Console, or log into the
Connect EZ 16/32 local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. The serial port is enabled by default. To disable:

(config)> serial portl enable false
(config)>

4, Set the mode:

(config)> serial portl mode ppp_dialin
(config)>

5. (Optional) Set alabel that will be used when referring to this port.

(config)> serial portl Tlabel label
(config)>

6. Set the baud rate used by the device to which you want to connect:

(config)> serial portl baudrate rate
(config)>
where rate is the desired baud rate:
= Default baud rate: 9600
= Max baud rate: 230400
= Minimum baud rate: 50
For a complete list, see Baud rate options.
7. Set the type of flow control used by the device to which you want to connect:

(config)> serial portl flow value
(config)>
where value is one of:

= none

= rts/cts

= xon/xoff
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8. Set the amount of time that the active session can be idle before the session is disconnected:

(config)> serial portl idle_timeout value
(config)>

where value is any number of weeks, days, hours, minutes, or seconds, and takes the format
number{w|d|h|m|s}.
For example, to set idle_timeout to ten minutes, enter either 10m or 600s:

(config)> serial portl idle_timeout 600s
(config)>

9. Enable Altpin to use the Altpin feature. Altpin is disabled by default. If you enable Altpin in
EIA-232 mode, the DCD and DSR signals are swapped. This allows use of DCD with 8-wire
cables. Altpin has no impact on 422 or 485 mode. For more information, see Serial connector
pinout.

(config)> serdial portl altpin true
(config)>

10. Set the local IP address assigned to this interface:

(config)> serial portl ppp_dialin local_address IPv4_address
(config)>

11. Set the IP address assigned to the remote peer:

(config)> serial portl ppp_dialin remote_address IPv4_address
(config)>

12. The default route is added for the PPP interface is disabled by default. To enable:

(config)> serial portl ppp_dialin default_route true
config)>

13. Set the authentication method used to authenticate the remote peer:

(config)> serdial portl ppp_dialin auth value
(config)>
where value is one of:
= none: No authentication is required.
= auto: Attempt to authenticate using CHAP first, and then PAP.
= chap: Use Challenge Handshake Authentication Protocol (CHAP) to authenticate.
= pap: Use Password Authentication Protocol (PAP) to authenticate.
The default is none.

If auto, chap, or pap are set, set the username and password used to authenticate the remote
peer:
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(config)> serial portl ppp_dialin username username
(config)> serial portl ppp_dialin password password
(config)>

14. Set the priority of routes associated with this interface. If there are multiple active routes that
match a destination, then the route with the lowest metric will be used.

(config)> serial portl ppp_dialin metric int
(config)>

The default is 10.

15. Set the firewall zone for this interface. This can be used by packet filtering rules and access
control lists to restrict network traffic on this interface.

a. Usethe ?to determine available zones:
(config)> serial portl ppp_dialin zone ?

Zone: The firewall zone assigned to this interface. This can be used
by packet
filtering rules and access control lists to restrict network traffic
on this
interface.
Format:
any
dynamic_routes
edge
external
internal
ipsec
loopback
setup
Default value: internal
Current value: dinternal

(config)>
b. Set the zone:

(config)> serial portl ppp_dialin zone zone
(config)>

16. (Optional) Configure the serial port to use a custom PPP configuration file:
a. Enable the use of a custom PPP configuration file:

(config)> serial portl ppp_dialin custom enable true
(config)>

b. Enable override to override the default PPP configuration and only use the custom
configuration file:
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(config)> serial portl ppp_dialin custom override true
(config)>

If override is not enabled, the custom PPP configuration file is used in addition to the
default configuration.

Paste or type the configuration data in the format of a pppd optionsfile:

(config)> serial portl ppp_dialin custom config_file data
(config)>

where data are one or more pppd command line options. Because the options are passed
directly to the pppd command line, they should all be entered on a single line. For
example:

(config)> serial portl ppp_dialin custom config_file "debug lcp-echo-
interval 10 lcp-echo-failure 2"
(config)>

17. (Optional) Configure a script that will be run to prepare the link before PPP negotiations are
started:

a. Enable the use of a connection script.

(config)> serial portl ppp_dialin connect enable true
(config)>

b. Set the name of the script:

(config)> serial portl ppp_dialin connect script filename
(config)>

Scripts are located in the /etc/config/serial directory. An example script, windows_dun.sh
is provided.

Example windows_dun.sh file:
#!/bin/sh

# Example connect script for connecting from a PC using a Windows
dial-up

# networking connection with built-in standard 33600 bps modem driver
and phone

# number 123.

# The shell's 'read' builtin breaks on newline, so translate incoming
carriage-

# return to newline, and outgoing newline to carriage-return-newline.
stty dcrnl onlcr opost

# Read input from the serial port, one line at a time.
while read -r line; do
case "$line" 1n
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ATDT123)
echo "CONNECT" # 1dinstruct the peer to start PPP
exit O # start up the local PPP session

)
AT*)
echo "OK" # passively accept any other AT command
55
esac
done

18. Save the configuration and apply the change

(config)> save
Configuration saved.
>

19. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Configure UDP serial mode for a serial port

The UDP serial mode option in the serial port configuration provides access to the serial port using
UDP.

To change the configuration to match the serial configuration of the device to which you want to
connect:

1. Loginto the Connect EZ 16/32 WebUI as a user with full Admin access rights.
2. Onthe menu, click System. Under Configuration, click Serial Configuration.

The Serial Configuration page is displayed.

You can also configure the serial port by using Device Configuration > Serial. Changes
made by using either Device Configuration or Serial Configuration will be reflected in both.
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3. dick to expand the port that you want to configure for UDP serial mode.

Port Label Mode Services Serial Settings [:]

The serial port is enabled by default. To disable, toggle off Enable.
4. For Mode, select UDP serial.
The default is Login.
(Optional) For Label, enter a label that will be used when referring to this port.

6. Enable Altpin to use the Altpin feature. Altpin is disabled by default. If you enable Altpin in
ElA-232 mode, the DCD and DSR signals are swapped. This allows use of DCD with 8-wire
cables. Altpin has no impact on 422 or 485 mode. For more information, see Serial connector
pinout.

7. For Signalling, select the electrical signaling interface type used on this serial port:
= RS-232

e Enable RTS Toggle if you want to enable RTStoggling during transmission on this
serial port. If enabled, this setting overrides RTS\CTS flow control.

» For RTS Pre-delay, enter the amount of time RTSis asserted before starting data
transmission. The time is measured in milliseconds. The default is Oms.

» For RTS Post-delay, enter the amount of time RTSis deasserted before completing
data transmission. The time is measured in milliseconds. The default is Oms.

= RS422

« Enable Termination if you want to enable electrical termination on this serial port.
= RS485

» Enable Termination if you want to enable electrical termination on this serial port.

» Enable Full Duplex if you want to enable full duplex communication on this serial
port.

The default is RS-232.
8. BExpand Serial Settings.

Baud Rate: | 115200 v Data Bits: 2 Parity: None v

Stop Bits: 1 v Flow Control: None v

a. For Baud rate, select the baud rate used by the device to which you want to connect.
= Default baud rate: 9600
= Max baud rate: 230400
= Minimum: 50
For a complete list, see Baud rate options.
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b. For Data bits, select the number of data bits used by the device to which you want to
connect.

For Parity, select the type of parity used by the device to which you want to connect.

For Stop bits, select the number of stop bits used by the device to which you want to
connect.

e. For Flow control, select the type of flow control used by the device to which you want to
connect.

9. BExpand Data Framing Settings.

Enable: 0

Maximum Frame Count: 1024 Idle Time:  5ms

End Pattern: /n Strip End Pattern: O

a. dick to expand Data Framing.
i. Cick Enable to enable the data framing feature.

ii. For Maximum Frame Count, enter the maximum size of the packet. The default is
1024.

iii. For Idle Time, enter the length of time the device should wait before sending the
packet.

iv. For End Pattern, enter the end pattern. The packet is sent when this pattern is
received from the serial port.

v. dick Strip End Pattern if you want to remove the end pattern from the packet before
it is sent.

10. Expand UDP Serial Settings.

Local Port: 4001

Socket ID String:  Portl

Description Hostname Port

o Devicel 10.10.XX.XX 1

Add Destination

a. For Local port, enter the UDP port. The default is 4001 or serial port 1, 4002 for serial port
2, etc.
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b. (Optional) For Socket String ID, enter a string that should be added at the beginning of
each packet.

c. For Destinations, you can configure the remote sites to which you want to send data. If
you do not specify any destinations, the Connect EZ 16/32 sends new data from the last IP
address and port from which data was received. To add a destination:

i. dick Add Destination. Adestination row is added.
ii. (Optional) For Description, enter a description of the destination.

iii. For Hostname, enter the host name or IP address of the remote site to which data
should be sent.

iv. For Port, enter the port number of the remote site to which data should be sent.
You can also configure access control for the serial port.

To do this, you need to go to Device Configuration:
a. Onthemenu, click System. Under Configuration, click Device Configuration.

@ S O (=]

The Configuration window is displayed.
b. Accessthe configuration for the appropriate type of service:
i. dickto expand Serial.
ii. dick to expand the appropriate serial port.
iii. dick to expand UDP serial.
iv. Cick to expand Access Control List.
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Enable ()
Senal mode UDP serial .
Label
Baud rate 115200 -
Data bits a .
Parity None .
Stop bit .
Flow co Jone -
Data framing
OP se
Local port a
v Access co
dres
dres

» Interfaces

= To limit access to specified IPv4 addresses and networks:
i. dick IPv4 Addresses.
ii. For Add Address, click 4.

iii. For Address, enter the IPv4 address or network that can access the device's
service-type. Allowed values are:

* Asingle IP address or host name.
e Anetwork designation in DR notation, for example, 192.168.1.0/24.
e any: No limit to IPv4 addresses that can access the service-type.
iv. dick 4+ again to list additional IP addresses or networks.
= To limit access to specified IPv6 addresses and networks:
i. Cick IPv6 Addresses.
ii. For Add Address, click 4.

iii. For Address, enter the IPv6 address or network that can access the device's
service-type. Allowed values are:
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¢ Asingle IP address or host name.
* Anetwork designation in CDRnotation, for example, 2001:db8::/48.
e any: No limit to IPv6 addresses that can access the service-type.
iv. Click 4 again to list additional IP addresses or networks.
= To limit access to hosts connected through a specified interface on the device:
i. Qick Interfaces.
ii. For Add Interface, click 4.
iii. For Interface, select the appropriate interface from the dropdown.
iv. dick 4+ again to allow access through additional interfaces.
= To limit access based on firewall zones:
i. dick Zones.
ii. For Add Zone, click 4.
iii. For Zone, select the appropriate firewall zone from the dropdown.
See Hrewall configuration for information about firewall zones.
iv. dick 4 again to allow access through additional firewall zones.
11. Expand Logging Settings to configure logging for this serial port.
a. To enable logging, click to toggle on Enable.
b. Inthe Log file name field, enter a descriptive name for the log file.

c. For Log file size, type the size of the log file. When the log file reaches the size limit, the
current file is saved and a new file is created. The default is 65536 bytes.

d. Fom the Type of data to log list box, specify the type of data that should be saved.
= Received
= Transmitted
= Both
= Both with arrows. Thisis the default.

e. If you want to log the time at which date was received or transmitted, click the
Timestamps toggle to Enable.

f. If you want to log the data as hexadecimal values, click the Hexadecimal toggle to
Enable.

You can review the message log in the Serial Port Log page. See Review the serial
port message log.

12. dick Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions > Open Console, or log into the
Connect EZ 16/32 local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.
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2. At the command line, type config to enter configuration mode:

> config
(config)>

3. The serial port is enabled by default. To disable:

(config)> serial portl enable false
(config)>

4, Set the mode:

(config)> serial portl mode udp
(config)>

5. Enable Altpin to use the Altpin feature. Altpin is disabled by default. If you enable Altpin in
ElA-232 mode, the DCD and DSR signals are swapped. This allows use of DCD with 8-wire
cables. Altpin has no impact on 422 or 485 mode. For more information, see Serial connector
pinout.

(config)> serial portl altpin true
(config)>
6. Set the signaling interface type used on this serial port:
® r35-232

* Enablerts_toggle if you want to enable RTStoggling during transmission on this
serial port. If enabled, this setting overrides RTS\CTS flow control:

(config)> serdial portl rts_toggle true
(config)>

» Forrts_pre_delay, enter the amount of time RTSis asserted before starting data
transmission. The time is measured in milliseconds. The default is Oms:

(config)> serial portl "rts_pre_delay value
(config)>

» Forrts_post_delay, enter the amount of time RTSis deasserted before completing
data transmission. The time is measured in milliseconds. The default is Oms:

(config)> serial portl rts_post_delay value
(config)>

® 15422

» Enable Termination if you want to enable electrical termination on this serial port.
= 1s-485

« Enable termination if you want to enable electrical termination on this serial port:

(config)> serial portl termination true
(config)>
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e Enable full_duplex if you want to enable full duplex communication on this serial

port:

(config)> serial portl full_duplex true
(config)>

The default isrs-232.

(Optional) Set a label that will be used when referring to this port.

(config)>serial portl label label
(config)>

Set the baud rate used by the device to which you want to connect:

(config)>serial portl label baudrate rate
(config)>
where rate isthe desired baud rate:
= Default baud rate: 9600
= Max baud rate: 230400
= Minimum baud rate: 50
For a complete list, see Baud rate options.

Set the number of data bits used by the device to which you want to connect:

(config)>serial portl label databits bits
(config)>

Set the type of parity used by the device to which you want to connect:

(config)>serial portl label parity parity
(config)>
Alowed values are:
= even
= odd
= none
The default isnone.
Set the stop bits used by the device to which you want to connect:

(config)>serial portl label stopbits bits
(config)>

Set the type of flow control used by the device to which you want to connect:

(config)>serial portl label flow type
(config)

Allowed values are:
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= none
= rts/cts
= xon/xoff
The default is none.
13. (Optional) Configure data framing:
a. Enable data framing:

(config)>serial portl framing enable true
(config)

b. Set the maximum size of the packet:

(config)>serial portl framing max_count int
(config)

The default is 1024.
c. Set the length of time the device should wait before sending the packet:

(config)>serial portl framing +idle_time value
(config)

where value is in milliseconds (ms) or seconds (s). The maximum value is 60s.
d. Set the end pattern. The packet is sent when this pattern is received from the serial port:

(config)>serial portl framing end_pattern backslash-escaped-string
(config)

e. Set the strip end pattern if you want to remove the end pattern from the packet before it is
sent:

(config)>serial portl framing strip_pattern true
(config)

14. Set the UDP port:

(config)> serdial portl udp port port
(config)>

The default is 4001.
15. (Optional) Enter a string that should be added at the beginning of each packet:

(config)> serial portl udp socketid backslash-escaped-string
(config)>

16. Configure the remote sites to which you want to send data. If you do not specify any
destinations, the Connect EZ 16/32 send new datato the last hostname and port from which
data was received. To add a destination:

Digi Connect EZ 16/32 User Quide 249



Serial port Configure UDP serial mode for a serial port

i. Add adestination:

(config)> add serial portl upd destination end
(config serial portl udp destination 0)>

ii. (Optional) Enter a description of the destination:

(config serial portl udp destination 0)> description string
(config serial portl udp destination 0)>

iii. Set the host name or IP address of the remote site to which data should be sent:

(config serial portl udp destination 0)>hostname hostanme-or-IP-
address
(config serial portl udp destination 0)>

iv. Set the port number of the remote site to which data should be sent:

(config serial portl udp destination 0)> port port
(config serial portl udp destination 0)>
17. (Optional) Configure access control:
a. Returnto the root configuration prompt by typing ...:

(config serial portl udp destination 0)>
(config)>
b. Set the Access Control List:
= To limit access to specified IPv4 addresses and networks:

(config)> add serial portl udp acl address end value
(config)>

Where value can be:
* Asingle IP address or host name.
* Anetwork designation in CIDR notation, for example, 192.168.1.0/24.
e any: No limit to IPv4 addresses that can access the service-type.

Repeat this step to list additional IP addresses or networks.

= To limit access to specified IPv6 addresses and networks:

(config)> add serial portl udp acl address6 end value
(config)>
Where value can be:
* Asingle IP address or host name.
* Anetwork designation in CIDR notation, for example, 2001:db8::/48.
e any: No limit to IPv6 addresses that can access the service-type.
Repeat this step to list additional IP addresses or networks.

®  To limit access to hosts connected through a specified interface on the Connect EZ
16/32 device:
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(config)> add serial portl udp acl 1interface end value
(config)>

Where value is an interface defined on your device.

Display a list of available interfaces:
Use ... network interface ?to display interface information:

Repeat this step to list additional interfaces.
= To limit access based on firewall zones:

(config)> add serial portl udp acl zone end value
(config)>

Where value is a firewall zone defined on your device, or the any keyword.

Display a list of available firewall zones:
Type ... firewall zone ? at the config prompt:

(config)> ... firewall zone ?

Zones: A list of groups of network interfaces that
can be referred to by packet
filtering rules and access control lists.

Additional Configuration

any
dynamic_routes
edge

external
internal

ipsec

loopback

setup

(config)>

Repeat this step to include additional firewall zones.
= To limit access to specified IPv4 addresses and networks:

(config)> add serial portl udp acl address end value
(config)>

Where value can be:
¢ Asingle IP address or host name.
* Anetwork designation in CIDR notation, for example, 192.168.1.0/24.
e any: No limit to IPv4 addresses that can access the service-type.
Repeat this step to list additional IP addresses or networks.
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= To limit access to specified IPv6 addresses and networks:

(config)> add serial portl udp acl address6 end value
(config)>

Where value can be:
¢ Asingle IP address or host name.
* Anetwork designation in CIDR notation, for example, 2001:db8::/48.
e any: No limit to IPv6 addresses that can access the service-type.
Repeat this step to list additional IP addresses or networks.

= To limit access to hosts connected through a specified interface on the Connect EZ
16/32 device:

(config)> add serial portl udp acl 1interface end value
(config)>

Where value is an interface defined on your device.

Display a list of available interfaces:
Use ... network interface ?to display interface information:

Repeat this step to list additional interfaces.
B To limit access based on firewall zones:

(config)> add serial portl udp acl zone end value
(config)>

Where value is a firewall zone defined on your device, or the any keyword.

Display a list of available firewall zones:
Type ... firewall zone ? at the config prompt:

(config)> ... firewall zone ?

Zones: A list of groups of network interfaces that can be
referred to by packet
filtering rules and access control lists.

Additional Configuration

any
dynamic_routes
edge

external
internal

ipsec

loopback

setup
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(config)>

Repeat this step to include additional firewall zones.

18. Configure serial port logging:

19.

20.

a. Enable serial port logging:

(config)>serial portl logging enable true
(config)>

Set the file name:

(config)>serial portl logging filename string
(config)>

Set the maximum allowed log size for the serial port log when starting the log:

(config)>serial portl logging size value

(config)>
where value is the size of the log file in bytes. The default is 65536.
Specify the data type:

(config)>serial portl logging type value
(config)>
where value is one of:
= received
= transmitted
= hoth
= arrows. Thisisthe default.
Log the time at which date was received or transmitted:

(config)>serial portl logging hex true
(config)>

Log data as hexadecimal values:

(config)>serial portl logging timestamp true
(config)>

Save the configuration and apply the change

(config)> save
Configuration saved.

Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.
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Configure Modem emulator mode for a serial port

Modem emulator mode allows the device to act as a dial-up modem emulator for handling incoming
AT dial-ins.

To change the configuration to match the serial configuration of the device to which you want to
connect:

10.

Log into Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dick the Device ID.
c. dick Settings.
d. dickto expand Config.

Local Web Ul:
a. Onthemenu, click System. Under Configuration, click Device Configuration.

@ o o @ o

The Configuration window is displayed.
Click to expand the name of the port that you want to configure, for example, Port 1.
The serial port is enabled by default. To disable, toggle off Enable.
For Mode, select Modem emulator. The default is Login.
(Optional) For Label, enter a label that will be used when referring to this port.

For Baud rate, select the baud rate used by the device to which you want to connect. The
default is 9600.

= Max baud rate: 230400
= Minimum baud rate: 50
For a complete list, see Baud rate options.

For Data bits, select the number of data bits used by the device to which you want to connect.
The default is 8.

For Parity, select the type of parity used by the device to which you want to connect. The
default is None.

For Stop bits, select the number of stop bits used by the device to which you want to connect.
The default is 1

For Flow control, select the type of flow control used by the device to which you want to
connect. The default is None.
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12.

13.

14.

15.

16.

17.

18.

19.
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Enable Altpin to use the Altpin feature. Altpin is disabled by default. If you enable Altpin in
ElA-232 mode, the DCD and DSR signals are swapped. This allows use of DCD with 8-wire
cables. Altpin has no impact on 422 or 485 mode. For more information, see Serial connector
pinout.

For Idle timeout, type the amount of time that the active session can be idle before the
session is disconnected.

Alowed values are any number of weeks, days, hours, minutes, or seconds, and take the
format number{w|d|h|m|s}.
For example, to set Idle timeout to ten minutes, enter 10m or 600s.

For Escape character, type the character to use in the escape sequence. Enter this character
three times, followed by the escape delay and then an AT command to switch from data mode
to command mode. The default is the plus sign (+).

For Escape delay, type the delay between the escape sequence and an AT command to switch
from data mode to command mode. The default is 1s.

For Auto-answer rings, type the number of rings to wait before auto-answering. Enter O (zero)
to disable auto-answering.

Command echo is enabled by default. Commands sent to the port are echoed back to the
user. Select to disable this feature.

For Result codes, select the type of result code that are displayed as responses to commands.
Options are:

= None: No result codes are displayed.
= Numeric: Numeric result codes are displayed.

= \erbose: Result codes are displayed in English, for example: OK, ERROR, CONNECT. This
is the default.

(Optional) dick to expand Phonebook and create dial strings that can be used to connect to
remote servers.

a. dick <k to add a phone book entry.

b. For Label, type a descriptive name for the phone book entry.

¢. (Required) For Dialstring, type the string to dial to connect to the remote server.
d

. (Required) For Connection destination, type the hostname or IP address of the remote
server.

e. (Required) For Connection port, type the TCP port of the remote server. Minimum is 1 and
maximum is 65535.

Bxpand TCP connection to configure TCP connection for this serial port.
a. To enable a TCP connection, click to toggle on Enable.
b. For Port, type the TCP port for this service. The default is 4001.

c. BExpand Access control list to create alist of IP addresses, interfaces, and firewall zones
from which this service may be accessed.

= To limit access to specified IPv4 addresses and networks:;
i. dick IPv4 Addresses.
ii. For Add Address, click <.

iii. For Address, enter the IPv4 address or network that can access the device's
service-type. Allowed values are;
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¢ Asingle IP address or host name.
* Anetwork designation in CIDR notation, for example, 192.168.1.0/24.
e any: No limit to IPv4 addresses that can access the service-type.
iv. Click 4 again to list additional IP addresses or networks.
= To limit access to specified IPv6 addresses and networks:
i. Cick IPv6 Addresses.
ii. For Add Address, click 4.

iii. For Address, enter the IPv6 address or network that can access the device's
service-type. Allowed values are:

¢ Asingle IP address or host name.
* Anetwork designation in DR notation, for example, 2001:db8::/48.
e any: No limit to IPv6 addresses that can access the service-type.
iv. dick 4k again to list additional IP addresses or networks.
= To limit access to hosts connected through a specified interface on the device:
i. Qick Interfaces.
ii. For Add Interface, click 4.
iii. For Interface, select the appropriate interface from the dropdown.
iv. Cick < again to allow access through additional interfaces.
= To limit access based on firewall zones:
i. dick Zones.
ii. For Add Zone, click %.
iii. For Zone, select the appropriate firewall zone from the dropdown.
See Hrewall configuration for information about firewall zones.
iv. dick 4 again to allow access through additional firewall zones.

d. Toggle on Enable mDNSto enable Multicast DNS (mDNS) reporting for this service. This
feature is disabled by default.

20. BExpand Logging Settings to configure logging for this serial port.
a. To enablelogging, click to toggle on Enable.
b. Inthe Log file name field, enter a descriptive name for the log file.

c. For Log file size, type the size of the log file. When the log file reaches the size limit, the
current file is saved and a new file is created. The default is 65536 bytes.

d. Fom the Type of data to log list box, specify the type of data that should be saved.
= Received
= Transmitted
= Both
= Both with arrows. Thisis the default.

e. If you want to log the time at which date was received or transmitted, click the
Timestamps toggle to Enable.

f. If you want to log the data as hexadecimal values, click the Hexadecimal toggle to
Enable.
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You can review the message log in the Serial Port Log page. See Review the serial
port message log.

21. dick Apply to save the configuration and apply the change.

Configure Modbus mode for a serial port

Modbus mode allows you to use the serial port for Modbus. See Modbus gateway.

To change the configuration to match the serial configuration of the device to which you want to
connect:

1. Loginto the Connect EZ 16/32 WebUI as a user with full Admin access rights.
2. On the menu, click System. Under Configuration, click Serial Configuration.

The Serial Configuration page is displayed.

You can also configure the serial port by using Device Configuration > Serial. Changes
made by using either Device Configuration or Serial Configuration will be reflected in both.

3. dick the name of the port that you want to configure.

Port Label Mode Services Serial Settings (]

eante: @) vode Logn

Label:

The serial port is enabled by default. To disable, toggle off Enable.
4. For Mode, select Modbus.

5. Enable Altpin to use the Altpin feature. Altpin is disabled by default. If you enable Altpin in
ElA-232 mode, the DCD and DSR signals are swapped. This allows use of DCD with 8-wire
cables. Altpin has no impact on 422 or 485 mode. For more information, see Serial connector
pinout.

6. (Optional) For Label, enter a label that will be used when referring to this port.
7. For Signalling, select the electrical signaling interface type used on this serial port:
= RS232

e Enable RTS Toggle if you want to enable RTStoggling during transmission on this
serial port. If enabled, this setting overrides RTS\CTS flow control.

» For RTS Pre-delay, enter the amount of time RTSis asserted before starting data
transmission. The time is measured in milliseconds. The default is Oms.
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« For RTS Post-delay, enter the amount of time RTSis deasserted before completing

data transmission. The time is measured in milliseconds. The default is Oms.
m RS422

» Enable Termination if you want to enable electrical termination on this serial port.

= RS-485

» Enable Termination if you want to enable electrical termination on this serial port.
» Enable Full Duplex if you want to enable full duplex communication on this serial

port.
The default is RS-232.
Expand Serial Settings.

The entriesin the following fields must match the information for the power controller. Refer

to your power controller manual for the correct entries.

a. Baud rate: For Baud rate, select the baud rate used by the device to which you want to

connect. The default is 9600.
= Max baud rate: 230400
= Minimum: 50
For a complete list, see Baud rate options.

b. Data bits: For Data bits, select the number of data bits used by the device to which you

want to connect. The default is 8.

c. Parity: For Parity, select the type of parity used by the device to which you want to
connect. The default is None.

d. Stop bits: For Stop bits, select the number of stop bits used by the device to which you

want to connect. The default is 1.

e. How control: For How control, select the type of flow control used by the device to
which you want to connect. The default is None.

. Qick Apply to save the configuration and apply the change.

. Select the device in Remote Manager and click Actions >Open Console, or log into the

Connect EZ 16/32 local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

. At the command line, type config to enter configuration mode:

> config
(config)>

. The serial port is enabled by default. To disable:

(config)> serial portl enable false
(config)>
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4. Set the mode:

(config)> serial portl mode modbus
(config)>

5. Enable Altpin to use the Altpin feature. Altpin is disabled by default. If you enable Altpin in
ElA-232 mode, the DCD and DSR signals are swapped. This allows use of DCD with 8-wire
cables. Altpin has no impact on 422 or 485 mode. For more information, see Serial connector
pinout.

(config)> serial portl altpin true
(config)>
6. Set the signaling interface type used on this serial port:
= 1s-232

» Enablerts_toggle if you want to enable RTStoggling during transmission on this
serial port. If enabled, this setting overrides RTS\CTS flow control:

(config)> serial portl rts_toggle true
(config)>

e Forrts_pre_delay, enter the amount of time RTSis asserted before starting data
transmission. The time is measured in milliseconds. The default is Oms:

(config)> serdial portl "rts_pre_delay value
(config)>

e Forrts_post_delay, enter the amount of time RTSis deasserted before completing
data transmission. The time is measured in milliseconds. The default is Oms:

(config)> serdial portl rts_post_delay value
(config)>

® rs-422

« Enable Termination if you want to enable electrical termination on this serial port.
= s-485

» Enable termination if you want to enable electrical termination on this serial port:

(config)> serial portl termination true
(config)>

e Enable full_duplex if you want to enable full duplex communication on this serial
port:

(config)> serial portl full_duplex true
(config)>

The default isrs-232.
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10.

11

12.

13.

Configure Modbus mode for a serial port

(Optional) Set a label that will be used when referring to this port.

(config)>path-paramlabel label
(config)>

Set the baud rate used by the device to which you want to connect:

(config)> serial portl baudrate rate
(config)>
where rate is the desired baud rate:
= Default baud rate: 9600
= Max baud rate: 230400
= Minimum baud rate: 50
For a complete list, see Baud rate options.
Set the number of data bits used by the device to which you want to connect:

(config)> serial portl databits bits
(config)>

Set the type of parity used by the device to which you want to connect:

(config)> serial portl parity parity
(config)>
Alowed values are:
= even
= odd
® none
The default is none.
Set the stop bits used by the device to which you want to connect:

(config)> serial portl stopbits bits
(config)>

Set the type of flow control used by the device to which you want to connect:

(config)> serial portl flow value
(config)>
where value is one of:
= none
= rts/cts
= xon/xoff
Save the configuration and apply the change

(config)> save
Configuration saved.
>
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14. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Configure RealPort mode using the Digi Navigator

You can configure RealPort mode for the Connect EZ 16/32 using the Digi Navigator application.
When you install Digi Navigator on your computer, the RealPort application is automatically installed
as well. Each time the Digi Navigator islaunched on your computer, any Digi devices that are on the
network and support device discovery are discovered by the Navigator.

For each of the devices that have been discovered, you can set all serial ports on the device to
RealPort mode, and then also enable the RealPort service. The COM ports on your laptop are also
configured. These processes ensure that RealPort is configured on the device and on your computer.

Operating system

The Digi Navigator can only be installed on a computer with a Windows OS. If you are using Linux,
you can manually install and configure RealPort without Digi Navigator. For the Linux installation
process, refer to the Get started: Install RealPort for LINUXin the RealPort Installation User's Guide.

Installation and configuration process

These steps explain how to install and configure the Digi Navigator.
Step 1: Install the Digi Navigator
Step 2: Configure RealPort on a Digi device from the Digi Navigator

Digi Navigator features

® Digi Navigator application features

®  Manage the RealPort configured Digi device list

®  Accessthe web Ul from the Digi Navigator

®m Hiter devices for display in the Digi Navigator

®m  Access Digi Remote Manager from the Digi Navigator

Install the Digi Navigator

This section explains how to download and install the Digi Navigator application.

Microsoft Misual C++is required for RealPort and is installed by default during the Digi Navigator
install process.

1. Navigate to the Digi Navigator support page.

The Digi Navigator application can also be downloaded from your device's product
support page.

2. Scroll down to the Product Resources tab, and in the Drivers & Patches section, click Digi
Navigator.
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3. From the list box, select the appropriate Microsoft Windows option from the list of driver
options.

4. dick the download link to download the Digi Navigator application.

5. When the download is complete, click on the downloaded .exe file. The Digi Navigator Setup
wizard displays.

6. Select which user(s) should be able to launch the Digi Navigator from this computer after it
has been installed:

= Anyone who uses this computer (all users): Any user who logs into this computer can
launch the Digi Navigator.

= Only for me. Only the user who was logged in to this computer when the Digi
Navigator wasinstalled can launch the Digi Navigator. Thisisthe default.

| 51 Digi Navigator Setup - X
Choose Installation Options
Who should this application be installed for? !O

Please select whether you wish to make this software available to all users or just yourself

(O Anyone who uses this computer (all users)

(® Only for me

There is already a per-user
installation. (C: \Users\eblaufus\AppData\Local \Programs\Digi Navigator)
Will reinstall/upgrade.

Install Cancel

7. dick Install. The Completing Digi Navigator Setup screen displays.

8. Choose the Run Digi Navigator option if you want to launch the Navigator when the
installation is complete.
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ra Digi Navigator Setup -

Completing Digi Navigator Setup

Digi Navigator has been installed on your computer.

Click Finish to close Setup.

Run Digi Navigator

< Back Cancel

9. dick Finish to complete the installation process.

Configure RealPort on a Digi device from the Digi Navigator

You can configure the Connect EZ 16/32 to communicate with your computer using RealPort from the
Digi Navigator. You must enable RealPort on the device and then configure your computer for
RealPort.

In this step, all serial ports on the device are set to RealPort mode and the RealPort service is enabled.
The COM ports on your laptop are also configured.

You can also manually configure the device for RealPort by logging into the device's web Ul. See
Advanced RealPort configuration without using the Digi Navigator.

1. Download and install the Digi Navigator.

2. Make sure the Connect EZ 16/32 is powered connected your local network or computer with an
Ethernet cable.

3. Launch the Digi Navigator.

4. Alist of the devices discovered by the Digi Navigator displays. Cick on the device that you
want to configure. For information about how devices are discovered and how to add a device
to the list, see Digi Navigator device discovery process.

5. Configure RealPort on the device.
a. Cick the Configure device for RealPort button. Alogin screen displays.

b. Enter the device's default user name and password in the appropriate fields. The default
user name is admin and the default password is the unique password printed on the label
packaged with your device.

c. dick Submit. Aprogress message displays.
d. When RealPort configuration is complete, the Success message displays.

Success

e. Cick dose to close the message.

Digi Connect EZ 16/32 User Guide 263



Serial port

Configure RealPort mode using the Digi Navigator

6. Configure RealPort on your computer. The RealPort service is installed during this process.

a
b.

Qick Configure this PCfor RealPort.

From the Select starting COM list box, select the COM port that should be configured for
RealPort. The first available COM port is selected by default. The number of COM ports
configured matches the number of serial ports on the device.

c. Cick Submit. Aseries of progress messages displays.

d. When the configuration is complete, a message displays.

EZ01-E00028 was installed as COM 1

Determine your final step:

= (Cose: dick dose to close the message. Configuration is complete.

= QOpen Device Manager: dick Open Device Manager if you want to do further
configuration to the COM ports. The Windows Properties dialog displays.

Optional activities

= \erify the RealPort configuration: If desired, you can verify the RealPort configuration. See
Configure the serial port for RealPort mode and Configure the RealPort service.

= Review the COM ports that are configured for RealPort: After RealPort configuration is

complete, you can open the Windows Properties dialog for the COM ports on your computer
that are configured for RealPort from within the Digi Navigator.

1. Launch the Digi Navigator if it isnot currently open. Alist of devices that have RealPort

enabled and configured displays in the RealPort Devices section at the bottom of the
application screen.

RealPort Devices

Device IP Address COMs
EZ01-000159 10.10.74.93 1

. Qick Open Device Manager to open the Windows Properties dialog and display the

COM ports on your computer that are configured for RealPort. For more information,
see Manage the RealPort configured Digi device list.

Digi Navigator device discovery process

When the Digi Navigator isinstalled or launched, it discovers Digi devices that are on your local
network and that also support device discovery. Alist of the discovered Digi devices are displayed by
default in the Digi Navigator.

If a Digi device is not on the same network as your computer or the device is undiscoverable, the
device is not displayed in the Digi Navigator. You can add the device using that device's IP address,
and after it has been added, it also displaysin the Digi Navigator.

The sections below describe different scenarios for discovering devices.
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Device supports Digi Navigator discovery

When the Digi Navigator islaunched, all discoverable devices are displayed in the application screen.
These include devices that are on the same network as your computer and the network has a
DHCP server, or devices that have a static IP address.

The Digi Navigator uses the HTTPS service by default to discover devices to your network. Other
services can be used. See Services used to discover a device when connected to a network.

Device cannot be discovered by Digi Navigator

If a device is not on the same network as your computer or the device is undiscoverable, you can
manually add the device using that device's IP address. See Specify the |IP address to discover a Digi
device.

Device supports Digi Navigator discovery, but a DHCP server is not on the network
If the device is directly connected to a computer or connected to a network with no DHCP server,
there are two options available to connect to the device:

= 192.168.210.1: Aset up address that is available in the OS. See Assign a generic IP address to
the device.

= 169.254.100.100: An auto-IP address available in the OS. See Use the autodiscovery protocol
to discover a device.

If you use either of these IP addresses to connect to the device for initial config, you should then
set a unique IP address for the device that is appropriate for the network on which it will be deployed.

Services used to discover a device when connected to a network
To discover the IP address for a Digi device connected to your network, the Digi Navigator usesthe
HTTPS service by default. Other services can be used, if needed.
1. Make sure Digi Navigator isinstalled and the Connect EZ 16/32 is powered and connected to
your local network or computer with an Ethernet cable.
2. Launch the Digi Navigator.
3. dick Filters from the green toolbar to expand the toolbar and display the filter options.
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4. Inthe Services Filters section, click the enable button to enable the services that you want to
use to find an IP address.

5. dick Filters at the bottom of the expanded toolbar to minimize the toolbar and hide the
filters.

Use the autodiscovery protocol to discover a device
If a Digi device is directly connected to a computer or connected to a network with no DHCP server,
you can assign an IP address to the Digi device so that the device is automatically discovered.
1. Make sure Digi Navigator isinstalled and the Connect EZ 16/32 is powered and connected to
your local network or computer with an Ethernet cable.
2. Launch the Digi Navigator.
3. dick Filters from the green toolbar to expand the toolbar and display the filter options.

5 bigi Navigator [

|
=
4. Inthe Default IP Filters section, click the enable button for the 169.254.100.100 option.

5. dick Filters at the bottom of the expanded toolbar to minimize the toolbar and hide the
filters.

6. Loginto the device and set a unique IP address for the device that is appropriate for the
network on which it will be deployed. See Define a static IP address.

Assign a generic IP address to the device

If the Connect EZ device is directly connected to a computer or connected to a network with no DHCP
server, you can assign a generic IP address to the device. Using this IP address requires you to set this
IP address on your computer as well as on the device.

Step 1: Assign a generic IP address to the device
1. Make sure Digi Navigator isinstalled and the Connect EZ 16/32 is powered and connected to
your local network or computer with an Ethernet cable.
2. Launch the Digi Navigator.
3. dick Filters from the green toolbar to expand the toolbar and display the filter options.
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W Digi Navigator
Device Filters

Service Filters

Default IP Filters

Digi Remote Manager

4. Inthe Default IP Filters section, click the enable button for the 192.168.210.1 option.

5. dick Filters at the bottom of the expanded toolbar to minimize the toolbar and hide the
filters.

Step 2: Assign the IP address to your computer

You must also manually assign this IP address to your computer to ensure a connection. Both your
computer and device must be connected to a private network that does not have a DHCP server.

1. Use an Ethernet cable to connect the device and your computer. Both your computer and
device must be connected to your private network.
2. Onyour PC, navigate to the Ethernet network settings dialog.

Qick the Internet Protocol Version 4 (TCP/IPv4) parameter.

. Ethernet Properties

X
Networking  Sharing
Connect using:
. Intel(R) Ethernet Connection 1219-V

This connection uses the following items:

@ '5 Client for Microsoft Networks

2 ‘5 File and Printer Sharing for Microsoft Networks
1 QoS Packet Scheduler

-

< Microsoft Network Adapter Multiplexor Protocol
“  Microsoft LLDP Protocol Driver

“ . Internet Protocol Version 6 (TCP/IPv6) v
<

A

©
o
3

>
Install... Uninstall Properties
Description

Transmission Control Protocol/Internet Protocol. The default

wide area network protocol that provides communication across
diverse interconnected networks.

OK ‘ Cancel ‘

4. dick Properties. The Internet Protocol Version 4 (TCP/IPv4) Properties dialog appears.
5. Select Use the following IP address.
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IMPORTANT: Make note of the current IP address entries for IP address, Subnet mask,
and Default gateway. You will need this information to complete the final step of the process.

6. Configure with the following details:
= |P address for PC. 192.168.210.2
= Subnet: 255.255.255.0
= Gateway: 192.168.210.1

Internet Protocel Version 4 (TCP/IPvd) Properties x
General

‘You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IF settings.

() Obtain an IF address automatically
(®) Use the following IP address:

IP address: 192 . 168 . 210 . 2
Subnet mask: 255 ,255.255. O
Default gateway: 192 . 168 . 210, 1

Obtain DNS server address automatically
(®) Use the following DS server addresses:
Preferred DNS server:

|

Alternate DNS server:

[Jvalidate settings upon exit CahETEmIL

Cancel

7. dick OK.
Open a browser window.

9. Enter the default gateway IP address to access the device: 192.168.210.1. The device's login
screen displays.

10. Loginto the device using the default user name and password. The default user name isadmin
and the default password is printed on the bottom label of the device and on the loose label
included in the package. If the defaults to not work, they may have been changed. Confirm this
information with your system administrator.

11. Update the IP address for the device.

12. Onyour PC, revert the IP address information to the original entries.
a. ReturntotheInternet Protocol Version 4 (TCP/IPv4) Properties dialog.
b. Enter the original IP address entries for IP address, Subnet mask, and Default gateway.
c. dick OK.

Specify the IP address to discover a Digi device

If a Digi device is not on the same network as your computer or the device is undiscoverable, you can
manually add the device using that device's IP address.
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To add a device, you will need the devices's IP address, and the user name and password for the
device.

1. Make sure Digi Navigator isinstalled and the Connect EZ 16/32 is powered and connected to
your local network or computer with an Ethernet cable.

Launch the Digi Navigator.

Expand the Specify a device section.

In the IP Address field, enter the IP address or host name for the device.

Press Enter. Adialog displays.

Enter the user name and password for the device in the User name and Password fields.
dick Submit.

The device you just added displays at the bottom of the Digi Navigator screen. You can click
Refresh to update the screen until the device appears.

© N o s~ WD

Digi Navigator application features
Al features of the Digi Navigator are available from the main application screen.

1 2
E DiglNavigatorj / [m] X
Specify a device ~ «—— 3
EZ Mini EZ01-000159 v « 4
10.10.74.93 HTTPS ‘ « I 5

10.10.74.93 HTTP

|

RealPort Devices /

Device IP Address COMs | 9

EZ01-000159 10.10.74.93 1 ] +— 10

e esopton

1 Filters Cick Filters to display the types of filters that can be applied to Digi
devices, services, and IP types.

® Device Filters: Alist of the Digi device types displays. All types
are disabled by default, and when all are disabled, all types are
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Item Description

displayed. To filter the devices by a certain type, click the bar to
display only the selected types. See Filter devices for display in
the Digi Navigator.

m Services Filters: Alist of the services that can be used to
discover Digi devices. The HTTPS option is selected by default.
Qick the enable button to enable the services that you want to
use. See Services used to discover a device when connected to a
network.

= Default IP Flters: These specific IP addresses can be used to
discover a Digi device that is directly connected to a computer or
connected to a network with no DHCP server.

e 192.168.210.1: Aset up addressthat is available in the OS.
See Assign a generic IP address to the device.

¢ 169.254.100.100: An auto-IP address available in the OS. See
Use the autodiscovery protocol to discover a device.

2 Digi Remote | dick Digi Remote Manager to launch Digi Remote Manager. See
Manager Access Digi Remote Manager from the Digi Navigator.

3 Specify a Bxpand the Specify a device section to enter the IP address of a Digi
device device. See Specify the IP address to discover a Digi device.

4 List of Alist of the Digi devices discovered by the Digi Navigator displays.
discovered Expand a device to view additional information. See Digi Navigator
devices device discovery process.

5 Open Qick Open to access the web Ul for the Digi device. See Access the web

Ul from the Digi Navigator.

6 Configure Qick Configure device for Realport to configure the Digi device to use
device for RealPort. See Configure RealPort on a Digi device from the Digi
Realport Navigator.

7 Configure Qick Configure this PCfor RealPort to configure your computer to use
this PCfor RealPort. See Configure RealPort on a Digi device from the Digi
Real Port Navigator.

8 Real Port Qlick RealPort Devices at the bottom of the screen to display a list of
Devices Digi devices that are configured to use RealPort. See Configure RealPort

on a Digi device from the Digi Navigator.

9 Refresh Qick Refresh to update the list of the Digi devices that have RealPort

enabled and configured.

10 Open Device | dick Open Device Manager to open the Windows Properties dialog on
Manager your computer to access the configured COM ports. The number of

COM ports configured for RealPort matches the number of serial ports
on the device.
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Manage the RealPort configured Digi device list

After you have enabled and configured RealPort on at least one Digi device, a list of configured
devices displays at the bottom of the Digi Navigator. You can refresh the list and easily access the
COM port configuration on your computer.

RealPort Devices

Device IP Address COMs

EZ01-000159  10.10.74.93 1

m Refresh: Aick Refresh to update the list of Connect EZ 16/32 devices that have RealPort
enabled and configured.

= Open Device Manager: dick Open Device Manager to open the Windows Properties dialog
on your computer to access the configured COM ports. The number of COM ports configured
for RealPort matches the number of serial ports on the device.

Access the web Ul from the Digi Navigator
You can access the web user interface for a Digi device from the Digi Navigator.

1. Make sure Digi Navigator isinstalled and the Connect EZ 16/32 is powered and connected to
your local network or computer with an Ethernet cable.

2. Launch the Digi Navigator.
3. From the list of devices shown in the Digi Navigator, expand the device you want to access.

EZ Mini EZ01-000159 v
169.254.100.100 HTTPS
192.168.210.1 HTTPS

10.10.74.93 HTTPS

4. dick Open next to the IP address you want to use. The login screen for the web Ul launches.

a. Enter the user name and password for the Connect EZ 16/32 in the Username and
Password fields.

b. dick Login.
Fiter devices for display in the Digi Navigator

You can use the Digi Navigator filtersto determine the types of Digi devices you want to display. Only
the devices that are powered on and are discoverable are included.
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1. Make sure Digi Navigator isinstalled and the Connect EZ 16/32 is powered and connected to
your local network or computer with an Ethernet cable.

2. Launch the Digi Navigator.
3. dick Filters from the green toolbar to expand the toolbar and display the filter options.

]

4. Inthe Device Filters section, alist of the Digi device types display. All types are disabled by
default, and when all are disabled, all types are displayed.

5. Tofilter the typesthat are displayed, click the enable slider for the types you want to display.
Only the enabled types will display, and all other types remain disabled and do not display.

6. dick Filters at the bottom of the expanded toolbar to minimize the toolbar and hide the
filters.

Access Digi Remote Manager from the Digi Navigator

You can access Digi Remote Manager from the Digi Navigator. Within the Remote Manager, you can
configure and monitor your Digi devices.

For information about using Digi Remote Manager, refer to the Digi Remote Manager User Guide.

1. Make sure Digi Navigator isinstalled.
2. Launch the Digi Navigator.
3. dick the Digi Remote Manager link in the toolbar.

IZ Digi Navigator - [m] X

Specify a device ~
EZ Mini EZ01-000159 v

4. The Digi Remote Manager login screen launches.
a. Enter your Remote Manager user name and password.
b. dick Login.
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Advanced RealPort configuration without using the Digi
Navigator

You can configure the Connect EZ 16/32 to communicate with your computer using RealPort.

Windows Operating System

This method can be used if your computer has a Windows OS installed and you choose not to use the
Digi Navigator to discover devices and configure RealPort.

To complete the RealPort configuration process for Windows:
Step 1: Download the RealPort driver

Step 2: Configure RealPort on your laptop

Step 3: Configure the serial port for RealPort mode

Step 4: Configure the RealPort service

Linux Operating System
To complete the RealPort configuration process for Linux OS:
Step 1: Download the RealPort driver

Step 2: To complete the RealPort configuration process, refer to the Get started: Install RealPort for
LINUX section in the RealPort Installation User's Guide.

Download the RealPort driver

The first step isto download the RealPort application and save it to a location that you can easily
access.

1. Navigate to https://hub.digi.com/support/products/realport/.

2. Scroll down to the Product Resources tab, and in the Drivers & Patches section, click
RealPort Driver.

3. From the list box, select the appropriate Microsoft Windows option from the list of driver
options. The associated RealPort for Windows option displays.
4. dick the download link.

5. When the download is complete, navigate to your download folder. The application isin a .zip
file.

6. You can leave the .zip file in the download folder, or copy the .zip file and paste it to a location
that you can easily access.

Configure RealPort on your laptop
RealPort must be installed on your laptop, and then RealPort configured for the IP address of each
device that should be allowed a RealPort connection.

You will run the RealPort Wizard for each device that you want to configure. RealPort isinstalled on
your laptop the first time that you run the wizard. The installation process is ignored each subsequent
time that you run the wizard.

Before you begin
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= Download RealPort onto your laptop, and make note of the download location. See Download

the RealPort driver.

= Have the IP address of the device that you want to configure.

Step 1: Implement RealPort

1
2.
3.

7.

Navigate to the downloaded Realport .zip file.
Open the .zip file.

Cick on setup.exe to launch the RealPort wizard. The Welcome to the Digi RealPort Setup
Wizard screen displays.

If thisis not the first time you have run the wizard, select the Add a New Device option. If this
is the first time running the wizard, no options are available on the screen.

Cick Next. The Select Device screen displays.

a. From the list of device options, select the Device not listed option.

Qick Next. The Describe the Device screen displays.

a. Inthe Device Model Name field, enter a descriptive name for the device.

b. Inthe Network Settings section, select the IP option and enter the IP addressin the
associated field.

c. Inthe COM Port Settings section, from the No. Ports list box, select the number of
physical serial portsthat you want to configure. You can specify from 1to the maximum
number of ports available on the device.

d. Inthe Device Features section, select both the Encryption and Authentication options.
Qick Finish to complete the process and close the wizard.

If thisis the first time that you have run the RealPort wizard, Realport is installed on your
laptop. If it is not the first time or if RealPort is already installed, it is not installed again.

Step 2: Configure a RealPort connection on your laptop for your device

1

o g A~ wDd

Follow the standard Windows process to access the Device Manager from your computer's
operating system.

Select Multi-port Serial Adapters.

Right-click on your device. dick the Properties menu option. The Properties dialog appears.
dick the Advanced tab.

Qick Properties. The Advanced Properties dialog appears

Cick the Security tab.
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Standard RealPort Device (10.10.80.211) Advanced Properties @lé]

2 Standard RealPort Device (10.10.80 | Properiies I Neiwork| Security |Advanced | Watchdog|
Port 1 (COM2)

Port2 (COMS) F Standard RealPort Device (10.10.80.217)

Port 3 (COM3) E

LV Port4 (COMID) -

MNetwork Security

[ ]Encrypt Network Traffic (TLS v1.0 128-bit AES)

1027

Query Device

If not all options are available above and you have updated
device firmware recently, query the device for new features.

Send Query...

| ok || cancel || Appy |

7. Select the Encrypt Network Traffic check box to enable encrypted network traffic. When you
select this option, the TCP Port for Encrypted Traffic field becomes available.

8. The TCP Port for Encrypted Traffic field has a default value of 1027. The entry must match
the device's TCP port setting.

9. (Optional) If you want to use authentication, configure the feature.
a. From the the Authentication Method list box, select the Shared Secret - SHA256 option.
b. Enter the authentication password in the Shared Secret field.
10. dick Apply.
11. dick OKto close the Advanced Properties dialog.
12. dick OK to close the Properties window.

Configure the serial port for RealPort mode

RealPort mode allows you to use Realport.

To change the configuration to match the serial configuration of the device to which you want to
connect:
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Log into the Connect EZ 16/32 WebUI as a user with full Admin access rights.
1. Onthe menu, click System. Under Configuration, click Serial Configuration.

@uerbord e B O smin

The Serial Configuration page is displayed.

You can also configure the serial port by using Device Configuration > Serial. Changes
made by using either Device Configuration or Serial Configuration will be reflected in both.

2. dick the name of the port that you want to configure.

Port Label Mode Services Serial Settings [:]

The serial port is enabled by default. To disable, toggle off Enable.
3. For Mode, select RealPort.

4. Select an option from the Sharing Mode list box to determine which user(s) can change the
port settings, and whether users can receive data from the port.

= None: Only the user that opened the port can change the port settings. All other users
are rejected. No other users can receive data from the port. Thisis the default.

= Primary: Only the user that opened the port can change the port settings. All other
users that try to open the port receive all of the data read to the port.

= Peer: Any user that triesto open the port can change the port settings. All usersthat try
to open the port receive all of the data read to the port.

5. (Optional) For Label, enter a label that will be used when referring to this port.

6. Enable Altpin to use the Altpin feature. Altpin is disabled by default. If you enable Altpin in
ElA-232 mode, the DCD and DSR signals are swapped. This allows use of DCD with 8-wire
cables. Altpin has no impact on 422 or 485 mode. For more information, see Serial connector
pinout.

7. For Signalling, select the electrical signaling interface type used on this serial port:

= RS-232

» Enable RTS Toggle if you want to enable RTStoggling during transmission on this
serial port. If enabled, this setting overrides RTS\CTS flow control.

» For RTS Pre-delay, enter the amount of time RTSis asserted before starting data
transmission. The time is measured in milliseconds. The default is Oms.

e For RTS Post-delay, enter the amount of time RTSis deasserted before completing
data transmission. The time is measured in milliseconds. The default is Oms.
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= RS422

» Enable Termination if you want to enable electrical termination on this serial port.
= RS485

« Enable Termination if you want to enable electrical termination on this serial port.

« Enable Full Duplex if you want to enable full duplex communication on this serial
port.

The default is RS-232.
8. Expand Logging Settings to configure logging for this serial port.
a. To enablelogging, click to toggle on Enable.
b. Inthe Log file name field, enter a descriptive name for the log file.

c. For Log file size, type the size of the log file. When the log file reaches the size limit, the
current file is saved and a new file is created. The default is 65536 bytes.

d. Fom the Type of datato log list box, specify the type of data that should be saved.
= Received
= Transmitted
= Both
= Both with arrows. Thisis the default.

e. If you want to log the time at which date was received or transmitted, click the
Timestamps toggle to Enable.

f. If you want to log the data as hexadecimal values, click the Hexadecimal toggle to
Enable.

You can review the message log in the Serial Port Log page. See Review the serial
port message log.

9. dick Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions >Open Console, or log into the
Connect EZ 16/32 local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. The serial port is enabled by default. To disable:

(config)> serial portl enable false
(config)>
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4. Set the mode:

(config)> serial portl mode realport
(config)>

5. Set the sharing mode:

(config)> serdial portl sharing value
(config)>

where value is one of:

= none: Only the user that opened the port can change the port settings. All other users
are rejected. No other users can receive data from the port. Thisis the default.

= peer: Any user that tries to open the port can change the port settings. All usersthat try
to open the port receive all of the data read to the port.

= primary: Only the user that opened the port can change the port settings. All other
usersthat try to open the port receive all of the data read to the port.

6. Set the signal mode:
(config)> serial portl signal mode value
(config)>
where value is one of:
Set the signaling interface type used on this serial port:

® 15232

e Enablerts toggle if you want to enable RTStoggling during transmission on this
serial port. If enabled, this setting overrides RTS\CTS flow control:

(config)> serdial portl rts_toggle true
(config)>

» Forrts_pre_delay, enter the amount of time RTSis asserted before starting data
transmission. The time is measured in milliseconds. The default is Oms:

(config)> serdial portl "rts_pre_delay value
(config)>

e Forrts_post_delay, enter the amount of time RTSis deasserted before completing
data transmission. The time is measured in milliseconds. The default is Oms:

(config)> serial portl rts_post_delay value
(config)>

= 5-422
e Enable Termination if you want to enable electrical termination on this serial port.
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® 15485
» Enable termination if you want to enable electrical termination on this serial port:

(config)> serial portl termination true
(config)>

e Enable full_duplex if you want to enable full duplex communication on this serial
port:

(config)> serial portl full_duplex true
(config)>

The default isrs-232.

7. Set alabel that will be used when referring to this port.

(config)> serial portl label label
(config)>

8. (Optional) Set a label that will be used when referring to this port.

(config)> serial portl label label
(config)>

9. Configure serial port logging:
a. Enable serial port logging:

(config)>serial portl logging enable true
(config)>

b. Set thefile name:

(config)>serial portl logging filename string
(config)>

c. Set the maximum allowed log size for the serial port log when starting the log:

(config)>serial portl logging size value
(config)>
where value is the size of the log file in bytes. The default is 65536.
d. Specify the datatype:

(config)>serial portl logging type value
(config)>
where value is one of:
= received
= transmitted
= hoth
= arrows. Thisisthe default.
e. Logthetime at which date was received or transmitted:
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(config)>serial portl logging hex true
(config)>

f. Log data as hexadecimal values:

(config)>serial portl logging timestamp true
(config)>

Save the configuration and apply the change

(config)> save
Configuration saved.
>

Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Configure the RealPort service

After you have configured RealPort mode on the Connect EZ 16/32, you must enable and configure the
RealPort service. When this step is complete, all of the serial ports on the Connect EZ 16/32 are
configured to use the RealPort service.

N o o s~ bR

Log into the Connect EZ 16/32 WebUI as a user with full Admin access rights.
On the menu, click System > Configuration > Device Configuration.
Expand Services.

BExpand RealPort.

Qick Enable to enable the RealPort service.

For RealPort Server Port, enter 1027. Thisisthe default.

For Minimum TLS version, select the minimum TLS version that the RealPort service will
accept. The default is TLS version 1.0.

8. Enable Encryption to enable encryption of data. This is enabled by default.
9. (Optional) Configure the authentication method the RealPort server uses to authenticate

10.

11
12.
13.

14.

clients.
a. From the Authentication Method list box, select the Shared Secret - SHA256 option.

b. For Shared Secret, enter the authentication password to ensure secure communication.
Leave thisfield blank to disable authentication.

Enable Exclusive Mode to ensure that any connection from an IP address is closed when
opening a new connection from the same IP address. This disabled by default.

Enable RealPort Keepalive to send RealPort keepalive packets. This is enabled by default.
Enable TCP Port Keepalive to send TCP keepalive packets. This is disabled by default.

Enable Device Initiated connections so users can remotely connect to serial devices as if they
had a native COM/TTY port on their PC. This is disabled by default.

Qick Apply to save the configuration and apply the change.
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1. Select the device in Remote Manager and click Actions >Open Console, or log into the
Connect EZ 16/32 local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. RealPort is enabled by default. To disable:

(config)> service realport enable false
(config)>

4. Set the RealPort server port.

(config)> service realport port value
(config)>
where value is the port you want to use for the RealPort service. The default is 1027.
5. Set the select the minimum TLS version that the RealPort service will accept:

(config)> service realport minimum_tls_version value
(config)>
where value is one of:
® TLS1 0. Thisisthe default.
" TLS1 1
= TLS12
= TLS1 3
6. Data encryption is enabled by default. To disable:

(config)> service realport encryption false
(config)>

7. (Optional) Configure authentication.

(config)> service realport auth value
(config)>

where value is one of:
= none: Do not use authentication. This is the default.

® shared_secret_sha256: You must also define the authentication password to ensure
secure communication. Leave this field blank to disable authentication.

(config)> service realport auth shared_secret_sha256 value
(config)

where value is the authentication password.
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11.

12.

13.

Disconnect a user from a serial port

BExclusive mode is disabled by default. This mode ensures that any connection from an
IP address is closed when opening a new connection from the same IP address. To enable:

(config)> service realport exclusive true
(config)

Use RealPort keepalive to send RealPort keepalive packets. This is enabled by default. To
disable:

(config)> service realport realport_keepalive false
(config)>

TCP port keepalive to send TCP keepalive packets is disabled by default. To enable:

(config)> service realport tcp_keepalive true
(config)>

Device initiated connections allow users to remotely connect to serial devices asif they had a
native COM/TTY port on their PC. This is disabled by default. To enable:

(config)> service realport device_initiated_enable true
(config)>

Save the configuration and apply the change

(config)> save
Configuration saved.
>

Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Disconnect a user from a serial port

From the Serial Status page, you can disconnect any users connected to a serial port configured for
one of these modes: Login, Remote Access, PPP Dial-in, or Modem Emulator.

Log into the Connect EZ 16/32 WebUI as a user with full Admin access rights.

2. On the menu, click Status > Connections> Serial. The Serial Status page displays.

Find the port for which you want to disconnect one or more users. Verify that the port is
configured for one of the following modes: Login, Remote Access, PPP Dial-in, or Modem
Emulator.

4. dick the down arrow next to the user name in the Users column to display a pop-up box.

Alist of the users currently connected to the port display in the pop-up box. Information about
each user's connection displays. If more than one user is connected, a check box displays for
each user.

®  User: The user'slogin name or a connection type, such as Telnet, TCP, or SSH.
= Remote IP: The user's IP address.
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= Connected: The length of time that the user has been connected to the port. The time
is measured in seconds.

= |dle: The length of time that connection has been idle. The time is measured in
seconds.

Determine the user(s) that you want to disconnect.
= |f only one user is listed, that user will be selected for the disconnect by default.

= |f more than one user is connected to the port, by default the check box for each user is
selected. dick on a check box to deselect a user. dick All to deselect or select all of of
the users.

Cick Disconnect. The single user or set of selected users are disconnected from the serial port.

Select the device in Remote Manager and click Actions >Open Console, or log into the
Connect EZ 16/32 local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

(Optional) Review the users currently connected to the port.

show serial port
>

Where port is the port number you want to review, such as "port2"; a string, such as "console";
or the name of a user-configured serial port, such as USB.

(Optional) Review information about the disconnect command.

> system serial disconnect ?
>

Disconnect a specific user from a port.

>system serial disconnect port remoteip STRING user STRING
>

Where port is the port number you want to review, such as "port2"; a string, such as "console";
or the name of a user-configured serial port, such as USB.

Enter one or both of the following:

= remoteip STRING The remote IP address to disconnect.

= user: The user name of the user that you want to disconnect.
Disconnect all users from a port.

system serial disconnect port
>

Where port: is the port number you want to review, such as "port2"; a string, such as"console";
or the name of a user-configured serial port, such as USB.

Type exit to exit the Admin CLI.Depending on your device configuration, you may be presented
with an Access selection menu. Type quit to disconnect from the device.
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Show serial port status and statistics

To show the status and statistics for the serial port:

1. Loginto the Connect EZ 16/32 WebUI as a user with full Admin access rights.

2. On the main menu, click Status >Connections > Serial. The Serial Status page displays. See
Serial Status page for information about the features in this page.

1. Select the device in Remote Manager and click Actions > Open Console, or log into the
Connect EZ 16/32 local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. Use the show serial command:
> show serial

Label Port Enable Mode Baudrate

Serial 1 portl true login 9600
>

3. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Serial Status page

The Serial Status page contains status information about all of the serial ports available on the

device.
To navigate to the Serial Status page, log into the device's web Ul and click Status > Connection>
Serial.
Item Description
P dick the 4 (configuration) icon in the upper right corner of the page to accessthe
configuration | Serial Configuration page. See Serial port for more information.
icon

Search ports | Usethe Search ports field to limit the list of ports displayed on the page.

Ports per Select the number of Ports per page that you want to display. dick the
page appropriate number or click ALL to display all ports. You can also click Next or
Back to display the next or previous set of ports.

The number ports you can display is determined by the number of ports
available on the device.
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Item Description

Status Displays the connection status.

= CONNECTED: Atelnet, terminal, SSH, or TCP session is active.
® DISABLED: The port is not enabled.
® NO SIGNAL: CTSor DCDis hot active on the port.

Port Alist of the ports on the device.
The port number and name displays as a link when the port is configured for
remote access. You can click the port number or name to connect to the port in
the terminal page.

1. dickthelink to connect to the port in the terminal page.

2. Intheterminal screen, enter ~b? to display additional commands. See
Access the terminal screen from the web Ul for more information about the
commands.

While you are connected to the terminal, the port status displays in the Status
column as CONNECTED, and the name of the user logged into the device displays
in the User column.

Console port

The console port on the Serial Status screen corresponds to the console port on
the device. You can use this console port to log in to the Connect EZ when a
network isn't available. See Log into the Connect EZ from the Console port.

Label Adescription for the port.
You can change this from the Serial Configuration page. dick the 4
(configuration) icon in the upper right corner of the page to access that page.
The port number and name displays as a link when the port is configured for
remote access. You can click the port number or name to connect to the port in
the terminal page. See the description for Port (above) for more information.

Log If configured, you can open the Serial Port Log page for that port. Options are:

® Green Log button: The serial port mode selected for the port supports
serial port logging, and logging is enabled. Aick the Log button to open the
Serial Port Log page for that port. See Review the serial port message log
for information about that page.

® Gray Log button: The serial port mode selected for the port supports serial
port logging, but logging is not enabled.

® No button: The serial port mode selected for the port does not support
serial port logging.

User When the port is connected to a Telnet, terminal, SSH, or TCP connection the
name of the user logged into the device displays.
See the description for Port (above) for more information.
If a serial port is configured for one of these modes: Login, Remote Access, PPP
Dial-in, or Modem Emulator, you can disconnect one or more users from the serial
port using the Disconnect feature. See Disconnect a user from a serial port.
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Item Description

TX/RXBytes | Displays the total number of bytes that have been transmitted and received.

Signals Indicates the types of communication that the device is ready to send.
DCD: Carrier Detected
CTS: dear to Send
DTR Data Terminal Ready
RTS: Ready to Dend

Review the serial port message log

Serial port messages can be reviewed from the Serial Port Log page.

Aserial port message log is created and saved when serial port logging has been enabled and
configured for one of the following serial port modes: Login, Remote Access, RealPort, or UDP Serial.
You can view the log file from the Log column in the Serial Status page.

Log into the Connect EZ 16/32 WebUI as a user with full Admin access rights.
On the main menu, click Status
Under Connections, click Serial. The Serial Status page displays.

If a green Log button is displayed, the serial port mode selected for the port supports serial
port logging, and logging is enabled. dick the Log button to open the Serial Port Log page for
that port. The Serial port log window displays.

p w DD P

If the Log button is gray, the serial port mode selected for the port supports serial port
logging, but logging is not enabled. If there is no Log button, the serial port mode selected for
the port does not support serial port logging.

5. Review the messages in the window.
= (ick Refresh to refresh the log display.

= (ick Download to download the serial port log to your local device. The log file is
saved to the /opt/serial directory. Because this is being save to the device's memory,
you should use serial logging for diagnostic purposes, rather than having it permanently
enabled.

= (ick Restart to clear and restart the serial port log.

1. Select the device in Remote Manager and click Actions > Open Console, or log into the
Connect EZ 16/32 local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.
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2. To show the serial port's contents and logging status:

> system serial show port-number

Logging is active on port-number
>

3. To save thelogto your local device:

> system serial save port-number path
>

If arelative path is provided, /etc/config/serial will be used as the root directory for the path
and file. (Required)

The log file is saved to the /opt/serial directory. Because thisis being save to the device's
memory, you should use serial logging for diagnostic purposes, rather than having it
permanently enabled.

4. To clear and restart the log:

> system serial clear port-number
>

5. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.
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This chapter contains the following topics:

P rOUL NG .
Show the routing table ... .
DyNamMiC DN S
Mrtual Router Redundancy Protocol (MRRP) ... .o
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IP routing

The Connect EZ 16/32 device uses IP routes to decide where to send a packet it receives for aremote
network. The process for deciding on a route to send the packet is as follows:

1. The device examines the destination IP address in the IP packet, and looks through the IP
routing table to find a match for it.

2. Ifit findsaroute for the destination, it forwards the IP packet to the configured IP gateway or
interface.

3. If it cannot find a route for the destination, it uses a default route.

4. If there are two or more routes to a destination, the device uses the route with the longest
mask.

5. If there are two or more routes to a destination with the same mask, the device uses the route
with the lowest metric.

This section contains the following topics:

Configure a static route
Delete a static route

POliCY-Dased FOULING ...
Configure a routing policy
ROULING SBIVICES ..
Configure routing services
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Configure a static route

Astatic route is a manually configured routing entry. Information about the route is manually entered
rather than obtained from dynamic routing traffic.

Required configuration items

®  The destination address or network.
® Theinterface to use to reach the destination.

Additional configuration items

= Alabel used to identify this route.
= The IPv4 address of the gateway used to reach the destination.

= The metric for the route. When multiple routes are available to reach the same destination, the
route with the lowest metric is used.

= The Maximum Transmission Units (MTU) of network packets using this route.

To configure a static route;

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dick the Device ID.
c. Cick Settings.
d. dickto expand Config.

Local Web UI:
a. Onthe menu, click System. Under Configuration, click Device Configuration.

@ovibord B @ R

The Configuration window is displayed.
3. dick Network >Routes > Static routes.
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dick the 4+ to add a new static route.

+

The new static route configuration page is displayed:

New static route configurations are enabled by default. To disable, toggle off Enable.
(Optional) For Label, type a label that will be used to identify this route.
For Destination, type the IP address or network of the destination of this route.

For example, to route traffic to the 192.168.47.0 network that uses a subnet mask of
255.255.255.0, type 192.168.47.0/24. The any keyword can also be used to route packetsto
any destination with this static route.

For Interface, select the interface on the Connect EZ 16/32 device that will be used with this
static route.

(Optional) For Gateway, type the IPv4 address of the gateway used to reach the destination.
Set to blank if the destination can be accessed without a gateway.

(Optional) For Metric, type the metric for the route. When multiple routes are available to
reach the same destination, the route with the lowest metric is used.

(Optional) For MTU, type the Maximum Transmission Units (MTU) of network packets using this
route.

Qick Apply to save the configuration and apply the change.

Select the device in Remote Manager and click Actions >Open Console, or log into the
Connect EZ 16/32 local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

At the command line, type config to enter configuration mode:

> config
(config)>

Add a new static route:

(config)> add network route static end
(config network route static 0)>
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New static route instances are enabled by default. To disable:

(config network route static 0)> enable false
(config network route static 0)>

(Optional) set a label that will be used to identify this route. For example:

(config network route static 0)> label "route to accounting network"
(config network route static 0)>

Set the IP address or network of the destination of this route. For example:

(config network route static 0)> destination ip_address[/netmask]
(config network route static 0)>

For example, to route traffic to the 192.168.47.0 network that uses a subnet mask of
255.255.255.0:

(config network route static 0)> dst 192.168.47.0/24

(config network route static 0)>
The any keyword can also be used to route packets to any destination with this static route.
Set the interface on the Connect EZ 16/32 device that will be used with this static route:

a. Usethe ?to determine available interfaces:

b. Set theinterface. For example:

(config network route static 0)> interface /network/interface/ethl
(config network route static 0)>

(Optional) Set the IPv4 address of the gateway used to reach the destination. Set to blank if the
destination can be accessed without a gateway.

(config network route static 0)> gateway IPv4_address
(config network route static 0)>

(Optional) Set the metric for the route. When multiple routes are available to reach the same
destination, the route with the lowest metric is used.

(config network route static 0)> metric value
(config network route static 0)>

where value is an interger between 0 and 65535. The default is 0.
(Optional) Set the Maximum Transmission Units (MTU) of network packets using this route:

(config network route static 0)> mtu integer
(config network route static 0)>

Save the configuration and apply the change

(config)> save
Configuration saved.
>
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11. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Delete a static route

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dickthe Device ID.
c. dick Settings.
d. dickto expand Config.

Local Web UI:
a. Onthe menu, click System. Under Configuration, click Device Configuration.

@ o o @ o

The Configuration window is displayed.
3. dick Network >Routes > Static routes.
4. dick the menuicon (...) for a static route and select Delete.

T

5. dick Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions > Open Console, or log into the
Connect EZ 16/32 local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.
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2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Determine the index number of the static route to be deleted:

(config)> show network route static

0

dst 10.0.0.1

enable true

no gateway

interface /network/interface/lanl
label new_static_route

metric 0

mtu 0

dst 192.168.5.1

enable true

gateway 192.168.5.1

interface /network/interface/lan2
label new_static_route_1

metric 0

mtu 0

(config)>

4, Use the index number to delete the static route:

(config)> del network route static 0
(config)>

5. Save the configuration and apply the change

(config)> save
Configuration saved.

>

6. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Policy-based routing

Normally, a routing device determines how to route a network packet based on its destination
address. However, you can use policy-based routing to forward the packet based on other criteria,
such as the source of the packet. For example, you can configure the Connect EZ 16/32 device so that
high-priority traffic is routed through the cellular connection, while all other traffic is routed through
an Ethernet (WAN) connection.

Policy-based routing for the Connect EZ 16/32 device uses the following criteria to determine how to
route traffic:

IProuting

= Hrewall zone (for example, internal/outbound traffic, external/inbound traffic, or IPSec tunnel
traffic).

Digi Connect EZ 16/32 User Guide

294



Routing

IProuting

Network interface (for example, the cellular connection, the WAN, or the LAN).
IPv4 address.

IPv6 address.

MAC address.

Domain.

Protocol type (TCP, UDP, ICMP, or all).

The order of the policies isimportant. Routing policies are processed sequentially; as a result, if a
packet matches an earlier policy, it will be routed using that policy’s rules. It will not be processed by
any subsequent rules.

Configure a routing policy

Required configuration items

= The packet matching parameters. It can any combination of the following:

Source interface.

Source address. This can be a firewall zone, an interface, a single IPv4/1Pv6 address or
network, or a MAC address.

Destination address. This can be a firewall zone, an interface, a single IPv4/1Pv6 address or
network, or a domain.

Protocol. This can be any, tcp, udp or icmp.
Source port. Thisis only used if the protocol is set to tcp or udp.
Destination port. Thisis only used if protocol is set to tcp or udp.

®  The network interface used to reach the destination.

Additional configuration items

= Alabel for the routing policy.

= \Whether packets that match this policy should be dropped when the gateway interface is
disconnected, rather than forwarded through other interfaces.

To configure a routing policy:

Log into Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

Access the device configuration:

Remote Manager:

a.

Locate your device as described in Use Digi Remote Manager to view and manage your
device.

dick the Device ID.

c. dick Settings.
d. dickto expand Config.
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Local Web UI:
a. Onthemenu, click System. Under Configuration, click Device Configuration.

@ S O (=]

The Configuration window is displayed.
Qick Network > Routes > Policy-based routing.
dick the 4+ to add a new route policy.

The new route policy page is displayed:
New route policies are enabled by default. To disable, toggle off Enable.

5. (Optional) For Label, type a label that will be used to identify this route policy.

For Interface, select the interface on the Connect EZ 16/32 device that will be used with this
route policy.

(Optional) Enable Exclusive to configure the policy to drop packets that match the policy
when the gateway interface is disconnected, rather than forwarded through other interfaces.

8. For IP version, select Any, IPv4, or IPv6.

10.

11

For Protocol, select Any, TCP, UDP, or ICMP.

= |f TCP or UDP is selected for Protocol, type the port numbers of the Source port and
Destination port, or set to any to match for any port.

= |f ICMP is selected for Protocol, type the ICMP type and optional code, or set to any to
match for any ICMP type.

For DSCP, type the 6-bit hexadecimal Differentiated Services Code Point (DSCP) field match
criteria. This will match packets based on the DHCP field within the ToSfield of the IP header.

Configure source address information:
a. Cick to expand Source address.
b. For Type, select one of the following:

m Zone: Matches the source IP address to the selected firewall zone. See Firewall
configuration for more information about firewall zones.

m |nterface: Matches the source IP address to the selected interface's network
address.

= |Pv4 address: Matches the source IP address to the specified IP address or
network. Use the format IPv4_address[/netmask], or use any to match any IPv4
address.
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= |Pv6 address: Matches the source IP address to the specified IP address or
network. Use the format IPv6_address[/prefix_length], or use any to match any
IPv6 address.

= MAC address: Matches the source MAC address to the specified MAC address.
12. Configure the destination address information:
a. dick to expand Destination address.
b. For Type, select one of the following:

® 7Zone: Matches the destination IP address to the selected firewall zone. See Frewall
configuration for more information about firewall zones.

= |nterface: Matches the destination IP address to the selected interface's network
address.

= |Pv4 address: Matches the destination IP address to the specified IP address or
network. Use the format IPv4_address/[netmask], or use any to match any 1Pv4
address.

= |Pv6 address: Matches the destination IP address to the specified IP address or
network. Use the format IPv6_address/[prefix_length], or use any to match any IPv6
address.

= Domain: Matches the destination IP address to the specified domain names. To
specify domains:
i. dick to expand Domains.
ii. Qick the+rto add a domain.
iii. For Domain, type the domain name.
iv. Repeat to add additional domains.

= Default route: Matches packets destined for the default route, excluding routes for
local networks.

13. dick Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions >Open Console, or log into the
Connect EZ 16/32 local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Add a new routing policy:

(config)> add network route policy end
(config network route policy 0)>
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New route policies are enabled by default. To disable:

(config network route policy 0)> enable false
(config network route policy 0)>

(Optional) Set the label that will be used to identify this route policy:

(config network route policy 0)> label "New route policy"

(config network route policy 0)>
Set the interface on the Connect EZ 16/32 device that will be used with this route policy:
a. Usethe ?to determine available interfaces:

b. Set theinterface. For example:

(config network route policy 0)> dinterface /network/interface/ethl
(config network route policy 0)>

(Optional) Enable exclusive to configure the policy to drop packets that match the policy
when the gateway interface is disconnected, rather than forwarded through other interfaces:

(config network route policy 0)> exclusive true
(config network route policy 0)>

Select the IP version:

(config network route policy 0)> ip_version value
(config network route policy 0)>

where value is one of any, ipv4, or ipv6.
Set the protocol:

(config network route policy 0)> protocol value
(config network route policy 0)>

where value is one of:
= any: All protocols are matched.
= tcp: Source and destination ports are matched:
a. Set the source port:

(config network route policy 0)> src_port value
(config network route policy 0)>

where value is the port number, or the keyword any to match any port asthe
source port.

b. Set the destination port:

(config network route policy 0)> dst_port value
(config network route policy 0)>

where value is the port number, or the keyword any to match any port asthe
destination port.
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= upd: Source and destination ports are matched:
a. Set the source port:

(config network route policy 0)> src_port value
(config network route policy 0)>

where value is the port number, or the keyword any to match any port asthe
source port.

b. Set the destination port:

(config network route policy 0)> dst_port value
(config network route policy 0)>

where value is the port number, or the keyword any to match any port asthe
destination port.

= jcmp: The IGMP protocol is matched. Identify the ICMP type:

(config network route policy 0)> +dicmp_type value
(config network route policy 0)>

where value is the ICMP type and optional code, or set to any to match for any ICMP
type.
9. Set the source address type:

(config network route policy 0)> src type value
(config network route policy 0)>

where value is one of:
® zone: Matches the source IP address to the selected firewall zone. Set the zone:
a. Usethe ?to determine available zones:

(config network route policy 0)> src zone ?

Zone: Match the IP address to the specified firewall zone.
Format:

any

dynamic_routes

edge

external

internal

ipsec

loopback

setup

Default value: any
Current value: any

(config network route policy 0)> src zone
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b. Set the zone. For example:

(config network route policy 0)> src zone external
(config network route policy 0)>
See Hrewall configuration for more information about firewall zones.

m nterface: Matches the source IP address to the selected interface's network address.
Set the interface:

a. Usethe ?to determine available interfaces:
b. Set theinterface. For example:

(config network route policy 0)> src interface
/network/interface/ethl
(config network route policy 0)>

= address: Matches the source IPv4 address to the specified IP address or network. Set
the address that will be matched:

(config network route policy 0)> src address value
(config network route policy 0)>

where value uses the format 1Pv4_address[/netmask], or any to match any IPv4
address.

= address6: Matches the source IPv6 address to the specified IP address or network. Set
the address that will be matched:

(config network route policy 0)> src address6 value
(config network route policy 0)>

where value uses the format IPv6_address[/prefix_length], or any to match any IPv6
address.

= mac: Matches the source MAC address to the specified MAC address. Set the MAC
address to be matched:

(config network route policy 0)> src mac MAC_address
(config network route policy 0)>

10. Set the destination address type:

(config network route policy 0)> dst type value
(config network route policy 0)>

where value is one of:
®m  zone: Matches the destination IP address to the selected firewall zone. Set the zone:
a. Usethe ?to determine available zones:

(config network route policy 0)> dst zone ?

Zone: Match the IP address to the specified firewall zone.
Format:
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any
dynamic_routes
edge

external
internal

ipsec

loopback

setup

Default value: any
Current value: any

(config network route policy 0)> dst zone

b. Set the zone. For example:

(config network route policy 0)> dst zone external
(config network route policy 0)>

See Hrewall configuration for more information about firewall zones.

interface: Matches the destination IP address to the selected interface's network
address. Set the interface:

a. Usethe ?to determine available interfaces:
b. Set theinterface. For example:

(config network route policy 0)> dst interface
/network/interface/ethl
(config network route policy 0)>

address: Matches the destination IPv4 address to the specified IP address or network.
Set the address that will be matched:

(config network route policy 0)> dst address value
(config network route policy 0)>

where value uses the format 1Pv4_address[/netmask], or any to match any IPv4
address.

address6: Matches the destination IPv6 address to the specified IP address or network.
Set the address that will be matched:

(config network route policy 0)> dst address6é value
(config network route policy 0)>

where value uses the format IPv6_address[/prefix_length], or any to match any IPv6
address.

mac: Matches the destination MAC address to the specified MAC address. Set the MAC
address to be matched:
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(config network route policy 0)> dst mac MAC_address
(config network route policy 0)>

11. Savethe configuration and apply the change

(config)> save
Configuration saved.
>

12. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.
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Routing services

Your Connect EZ 16/32 includes support for dynamic routing services and protocols. The following
routing services are supported:

Service or
protocol Information

BGP The Border Gateway Protocol (BGP) service supports BGP-4 (RFCL7 71y,

ISIS The IPv4 and IPv6 Intermediate System to Intermediate System (IS-1S) service
(RFCL142),

NHRP Next Hop Resolution Protocol (NHRP) (RFC2332), Does not support NHRP
authentication.

OSPFv2 The IPv4 Open Shortest Path Frst (OSPF) service supports OSPRv2 (RFC2328),

OSPRvV3 The IPv6 Open Shortest Path Frst (OSPF) service supports OSPRv3 (RFC2740),

RP The IPv4 Routing Information Protocol (RIP) service supports RIPv2 (RFC2453)
and RIPv1 (RFC1058),

RIPng The IPv6 Routing Information Protocol (RIP) service supports RIPng (R-C2080),

Configure routing services

Required configuration items

= Enable routing services.
= Enable and configure the types of routing services that will be used.

= Web
1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.
2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dick the Device ID.
c. dick Settings.
d. dick to expand Config.

Local Web UI:
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a. Onthemenu, click System. Under Configuration, click Device Configuration.

@owtbors  suws @ o

The Configuration window is displayed.
3. dick Network >Routes > Routing services.
4. dick Enable.

The default firewall zone setting, Dynamic routes, is specifically designed to work with routing
services and should be left as the default.

5. Configure the routing services that will be used:
a. dick to expand a routing service.
b. Enable the routing service.
c. Complete the configuration of the routing service.
6. dick Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions >Open Console, or log into the
Connect EZ 16/32 local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Enable routing services:

(config)> network route service enable true
(config)>

4. Configure routing services that will be used:
a. Usethe ?to display available routing services:

(config)> network route service ?

Routing services: Settings for dynamic routing services and protocols.
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Parameters Current Value
enable true Enable
zone dynamic_routes Zone

Additional Configuration

bgp BGP
isis IS-IS
nhrp NHRP
ospfv2 OSPFv2
ospfv3 OSPFv3
rip RIP
ripng RIPng
(config)>

b. Enable arouting service that will be used. For example, to enable the RIP service:

(config)> network route service rip enable true
(config)>

c. Complete the configuration of the routing service. For example, use the ?to view the
available parameters for the RIP service:

(config)> network route service rip ?

Parameters Current Value
ecmp false Allow ECMP
enable true Enable

Additional Configuration

interface Interfaces

neighbour Neighbours

redis Route redistribution
timer Timers

(config)>

5. Save the configuration and apply the change
(config)> save

Configuration saved.
>
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6. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Show the routing table
To display the routing table:

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dick the Device ID.
c. dick Settings.
d. dickto expand Config.

Local Web Ul:
a. Onthemenu, click System. Under Configuration, click Device Configuration.

@outbons Hsuws @ o

The Configuration window is displayed.
3. dick Status >Routes.
The Network Routing window is displayed.
4. dick IPv4 Load Balance to view IPv4 load balancing.
5. dick IPv6 Load Balance to view IPv6 load balancing.

1. Select the device in Remote Manager and click Actions >Open Console, or log into the
Connect EZ 16/32 local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the Admin CLI prompt, type show route:

You can limit the display to only IPv4 entries by using show route ipv4, or to IPv6 entries by
using show route ipv6. You can also display more information by adding the verbose option
to the show route and show route ip_type commands.
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3. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Dynamic DNS

The Domain Name System (DNS) uses hame servers to provide a mapping between computer-
readable IP addresses and human-readable hostnames. This allows users to access websites and
personal networks with easy-to-remember URLs. Unfortunately, IP addresses change frequently,
invalidating these mappings when they do. Dynamic DNS has become the standard method of
addressing this problem, allowing devices to update name servers with their new IP addresses.

By providing the Connect EZ 16/32 device with the domain name and credentials obtained from a
dynamic DNS provider, the router can automatically update the remote nameserver whenever your
WAN or public IP address changes.

Your Connect EZ 16/32 device supports a number of Dynamic DNS providers as well as the ability to
provide a custom provider that is not included on the list of providers.

Configure dynamic DNS

This section describes how to cofigure dynamic DNS on a Connect EZ 16/32 device.

Required configuration items

= Add a new Dynamic DNS service.

= The interface that hasits IP address registered with the Dynamic DNS provider.
®  The name of a Dynamic DNS provider.

= The domain name that is linked to the interface's IP address.

= The username and password to authenticate with the Dynamic DNS provider.

Additional configuration items
= |f the Dynamic DNS service provider is set to custom, identify the URL that should be used to
update the IP address with the Dynamic DNS provider.
= The amount of time to wait to check if the interface's IP address needs to be updated.
= The amount of time to wait to force an update of the interface's IP address.
= The amount of time to wait for an IP address update to succeed before retrying the update.
= The number of timesto retry a failed IP address update.
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. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access

rights.

. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dickthe Device ID.
c. dick Settings.
d. dickto expand Config.

Local Web UI:
a. Onthe menu, click System. Under Configuration, click Device Configuration.

@ o o @ o

The Configuration window is displayed.

. Qick Network >Dynamic DNS.
. Type aname for this Dynamic DNSinstance in Add Service and click <.

The Dynamic DNS configuration page displays.

New Dynamic DNS configurations are enabled by default. To disable, toggle off Enable.

5. For Interface, select the interface that has its IP address registered with the Dynamic DNS

provider.
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10.

11

12.

13.
14.

Dynamic DNS

For Service, select the Dynamic DNS provider, or select custom to enter a custom URL for the
Dynamic DNS provider.

If custom is selected for Service, type the Custom URL that should be used to update the IP
address with the Dynamic DNS provider.

Type the Domain name that is linked to the interface's IP address.
Type the Username and Password used to authenticate with the Dynamic DNS provider.

(Optional) For Check Interval, type the amount of time to wait to check if the interface's IP
address needs to be updated.

Alowed values are any number of weeks, days, hours, minutes, or seconds, and take the
format number{w|d|h|m|s}.
For example, to set Check interval to ten minutes, enter 10m or 600s.

(Optional) For Forced update interval, type the amount of time to wait to force an update of
the interface's IP address.

Alowed values are any number of weeks, days, hours, minutes, or seconds, and take the
format number{w|d|h|m|s}.

For example, to set Forced update interval to ten minutes, enter 10m or 600s.

The setting for Forced update interval must be larger than the setting for Check Interval.

(Optional) For Retry interval, type the amount of time to wait for an IP address update to
succeed before retrying the update.

Alowed values are any number of weeks, days, hours, minutes, or seconds, and take the
format number{w|d|h|m|s}.

For example, to set Retry interval to ten minutes, enter 10m or 600s.
(Optional) For Retry count, type the number of times to retry a failed IP address update.
Qick Apply to save the configuration and apply the change.

Select the device in Remote Manager and click Actions > Open Console, or log into the
Connect EZ 16/32 local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

At the command line, type config to enter configuration mode:

> config
(config)>

Add a new Dynamic DNSinstance. For example, to add an instance named new_ddns_
instance:

(config)> add network ddns new_ddns_instance
(config network ddns new_ddns_instance)>

New Dynamic DNSinstances are enabled by default. To disable:

(config network ddns new_ddns_instance)> enable false
(config network ddns new_ddns_instance)>
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4. Set the interface for the Dynamic DNS instance:
a. Usethe ?to determine available interfaces:
b. Set theinterface. For example:

(config network ddns new_ddns_instance)> interface ethl
(config network ddns new_ddns_instance)>

5. Set the Dynamic DNS provider service:
a. Usethe ?to determine available services:

(config network ddns new_ddns_instance)> service ?

Service: The provider of the dynamic DNS service.
Format:

custom

3322.o0rg

changeip.com

ddns.com.br

dnsdynamic.org

Default value: custom
Current value: custom

(config network ddns new_ddns_instance)> service
b. Set the service:

(config network ddns new_ddns_instance)> service service_name
(config network ddns new_ddns_instance)>

6. If custom is configured for service, set the custom URL that should be used to update the IP
address with the Dynamic DNS provider:

(config network ddns new_ddns_dinstance)> custom url
(config network ddns new_ddns_instance)>

7. Set the domain name that is linked to the interface's IP address:

(config network ddns new_ddns_instance)> domain domain_name
(config network ddns new_ddns_instance)>

8. Set the username to authenticate with the Dynamic DNS provider:

(config network ddns new_ddns_instance)> username name
(config network ddns new_ddns_instance)>

9. Set the password to authenticate with the Dynamic DNS provider:

(config network ddns new_ddns_instance)> password pwd
(config network ddns new_ddns_instance)>
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(Optional) Set the amount of time to wait to check if the interface's IP address needs to be
updated:

(config network ddns new_ddns_instance)> check_interval value
(config network ddns new_ddns_instance)>

where value is any number of weeks, days, hours, minutes, or seconds, and takes the format
number{w|d|h|m|s}.
For example, to set check_interval to ten minutes, enter either 10m or 600s:

(config network ddns new_ddns_instance)> check_interval 600s
(config network ddns new_ddns_instance)>

The default is 10m.
(Optional) Set the amount of time to wait to force an update of the interface's IP address:

(config network ddns new_ddns_instance)> force_interval value
(config network ddns new_ddns_instance)>

where value is any number of weeks, days, hours, minutes, or seconds, and takes the format
number{w|d|h|m|s}.
For example, to set force_interval to ten minutes, enter either 10m or 600s:

(config network ddns new_ddns_instance)> force_interval 600s
(config network ddns new_ddns_instance)>

The default is 3d.

(Optional) Set the amount of time to wait for an IP address update to succeed before retrying
the update:

(config network ddns new_ddns_instance)> retry_interval value
(config network ddns new_ddns_instance)>

where value is any number of weeks, days, hours, minutes, or seconds, and takes the format
number{w|d|h|m|s}.
For example, to set retry_interval to ten minutes, enter either 10m or 600s:

(config network ddns new_ddns_instance)> retry_interval 600s
(config network ddns new_ddns_instance)>

The default is 60s.

(Optional) Set the number of timesto retry a failed IP address update:

(config network ddns new_ddns_instance)> retry_count value
(config network ddns new_ddns_instance)>

where value is any interger. The default is 5.
Save the configuration and apply the change
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(config)> save
Configuration saved.
>

15. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Virtual Router Redundancy Protocol (VRRP)

Mrtual Router Redundancy Protocol (VRRP) is a standard for gateway device redundancy and failover
that creates a "virtual router" with a floating IP address. Devices connected to the LAN then use this
virtual router as their default gateway. Responsibility for the virtual router is assigned to one of the
VRRP-enabled devices on a LAN (the "master router"), and this responsibility transparently fails over
to backup VRRP devices if the master router fails. This prevents the default gateway from being a
single point of failure, without requiring configuration of dynamic routing or router discovery
protocols on every host.

Multiple Connect EZ 16/32 devices can be configured as VRRP devices and assigned a priority. The
router with the highest priority will be used as the master router. If the master router fails, then the IP
address of the virtual router is mapped to the backup device with the next highest priority. Each VRRP
router is configured with a unique LAN IP address, and the same shared VRRP address.

VRRP+

VRRP+is an extension to the VRRP standard that uses network probing to monitor connections
through VRRP-enabled devices and can dynamically change the priority of the devices, including
changing devices from master to backup, and from backup to master, even if the device has not
failed. For example, if a host becomes unreachable on the far end of a network link, then the physical
default gateway can be changed by adjusting the VRRP priority of the Connect EZ device connected to
the failing link. This provides failover capabilities based on the status of connections behind the
router, in addition to the basic VRRP device failover. For Connect EZ 16/32 devices, Surelink is used to
probe network connections.

VRRP+ can be configured to probe a specified IP address by either sending an ICMP echo request
(ping) or attempting to open a TCP socket to the IP address.

Configure VRRP

This section describes how to configure VRRP on a Connect EZ 16/32 device.

Required configuration items

= Enable VRRP.
= The interface used by VRRP.

= The Router ID that identifies the virtual router instance. The Router ID must be the same on all
VRRP devices that participate in the same VRRP device pool.

= The VRRP priority of this device.

® The shared virtual IP address for the VRRP virtual router. Devices connected to the LAN will use
thisvirtual 1P address as their default gateway.
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See Configure VRRP+ for information about configuring VRRP+, an extension to VRRP that uses
network probing to monitor connections through VRRP-enabled devices and dynamically change the
VRRP priorty of devices based on the status of their network connectivity.

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dick the Device ID.
c. Cick Settings.
d. dickto expand Config.

Local Web UI:
a. Onthe menu, click System. Under Configuration, click Device Configuration.

@ o s o =]

The Configuration window is displayed.
3. dick Network >VRRP.
4. For Add VRRP instance, type a name for the VRRP instance and click =.

The new VRRP instance configuration is displayed.

5. dick Enable.
6. For Interface, select the interface on which this VRRP instance should run.
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For Router IDfield, type the ID of the virtual router instance. The Router ID must be the same
on all VRRP devices that participate in the same VRRP device pool. Allowed values are from 1
and 255, and it is configured to 50 by default.

For Priority, type the priority for this router in the group. The router with the highest priority
will be used as the master router. If the master router fails, then the IP address of the virtual
router is mapped to the backup device with the next highest priority. If this device's actual IP
address is being used as the virtual IP address of the VRRP pool, then the priority of this device
should be set to 255 . Allowed values are from 1 and 255, and it is configured to 100 by
default.

(Optional) For Password, type a password that will be used to authenticate this VRRP router
with VRRP peers. If the password length exceeds 8 characters, it will be truncated to 8
characters.

Configure the virtual 1P addresses associated with this VRRP instance:
a. Cick to expand Virtual IP addresses.
b. Qick 4 to add avirtual IP address.

c. For Virtual IP, type the IPv4 or IPv6 address for a virtual IP of this VRRP instance.
d. (Optional) Repeat to add additional virtual IPs.
See Configure VRRP+ for information about configuring VRRP+.
dick Apply to save the configuration and apply the change.

Select the device in Remote Manager and click Actions > Open Console, or log into the
Connect EZ 16/32 local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

At the command line, type config to enter configuration mode:

> config
(config)>

Add a VRRP instance. For example:

(config)> add network vrrp VRRP_test
(config network vrrp VRRP_test)>

Enable the VRRP instance:

(config network vrrp VRRP_test)> enable true
(config network vrrp VRRP_test)>

Set the interface on which this VRRP instance should run:
a. Usethe ?to determine available interfaces:
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b. Set theinterface, for example:

(config network vrrp VRRP_test)> dinterface /network/interface/eth2
(config network vrrp VRRP_test)>

c. Repeat for additional interfaces.

Set the router ID. The Router ID must be the same on all VRRP devices that participate in the
same VRRP device pool. Allowed values are from 1 and 255, and it is configured to 50 by
default.

(config network vrrp VRRP_test)> router_id int
(config network vrrp VRRP_test)>

Set the priority for this router in the group. The router with the highest priority will be used as
the master router. If the master router fails, then the IP address of the virtual router is mapped
to the backup device with the next highest priority. If this device's actual IP address is being
used as the virtual IP address of the VRRP pool, then the priority of this device should be set to
255 . Allowed values are from 1 and 255, and it is configured to 100 by default.

(config network vrrp VRRP_test)> priority int
(config network vrrp VRRP_test)>

(Optional) Set a password that will be used to authenticate this VRRP router with VRRP peers. If
the password length exceeds 8 characters, it will be truncated to 8 characters.

(config network vrrp VRRP_test)> password pwd
(config network vrrp VRRP_test)>

Add avirtual IP address associated with this VRRP instance. This can be an IPv4 or |IPv6
address.

(config network vrrp VRRP_test)> add virtual_address end ip_address
(config network vrrp VRRP_test)>

Additional virtual IP addresses can be added by repeating this step with different values for ip_
address.

Save the configuration and apply the change

(config network vrrp new_vrrp_instance)> save
Configuration saved.
>

Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Configure VRRP+

VRRP+is an extension to the VRRP standard that uses SureLink network probing to monitor
connections through VRRP-enabled devices and adjust devices' VRRP priority based on the status of
the SureLink tests.

This section describes how to configure VRRP+ on a Connect EZ 16/32 device.
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Required configuration items

= Both master and backup devices:
¢ Aconfigured and enabled instance of VRRP. See Configure VRRP for information.
* Enable VRRP+.
* WAN interfaces to be monitored by using VRRP+.

SureLink is enabled by default on all WAN interfaces, and should not be disabled on
the WAN interfaces that are being monitored by VRRP+.

If multiple WAN interfaces are being monitored on the same device, the VRRP priority will
be adjusted only if all WAN interfaces fail SureLink tests.

e The amount that the VRRP priority will be modified when SureLink determines that the
VRRP interface is not functioning correctly.

» Configure the VRRP interface's DHCP server to use a custom gateway that correspondsto
one of the VRRP virtual IP addresses.

= Backup devices only:
e Enable and configure SurelLink on the VRRP interface.
» Set the IP gateway to the IP address of the VRRP interface on the master device.

Additional configuration items

= For backup VRRP devices, enable the ability to monitor the VRRP master, so that a backup
device can increase its priority when the master device fails SureLink tests.

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. dick the Device ID.
c. Cick Settings.
d. dickto expand Config.

Local Web UI:
a. Onthe menu, click System. Under Configuration, click Device Configuration.

The Configuration window is displayed.
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3. dick Network >VRRP.

4. Create anew VRRP instance, or click to expand an existing VRRP instance.
See Configure VRRP for information about creating a new VRRP instance.

5. dick to expand VRRP+.

6. dick Enable.
7. Add interfacesto monitor:
a. Cick to expand Monitor interfaces.
b. dick 4 to add an interface for monitoring.

+

c. ForInterface, select the local interface to monitor. Generally, this will be a cellular or WAN
interface.
d. (Optional) Aick 4 again to add additional interfaces.
8. (Optional) For backup devices, click to enable Monitor VRRP+ master.
This parameter allows a backup VRRP device to monitor the master device, and increase its
priority when the master device is failing SureLink tests. This can allow a device functioning as
a backup device to promote itself to master.
9. For Priority modifier, type or select the amount that the device's priority should be decreased
due to SureLink connectivity failure, and increased when Surelink succeeds again.
Along with the priority settings for devices in this VRRP pool, the amount entered here should
be large enough to automatically demote a master device when SureLink connectivity fails. For
example, if the VRRP master device has a priority of 100 and the backup device has a priority
of 80, then the Priority modifier should be set to an amount greater than 20 so that if
SurelLink fails on the master, it will lower its priority to below 80, and the backup device will
assume the master role.
10. Configure the VRRP interface. The VRRP interface is defined in the Interface parameter of the
VRRP configuration, and generally should be a LAN interface:
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To configure the VRRP interface:
a. dick to expand Network > Interfaces.
b. dickto expand the appropriate VRRP interface (for example, LAN1).

c. For backup devices, for Default Gateway, type the IP address of the VRRP interface on the
master device.

d. Configure the VRRP interface's DHCP server to use a custom gateway that corresponds to
one of the VRRP virtual IP addresses:

i. Cick to expand DHCP Server > Advanced settings.
ii. For Gateway, select Custom.

iii. For Custom gateway, enter the IP address of one of the virtual IPs used by this VRRP
instance.

e. For backup devices, enable and configure SureLink on the VRRP interface. Generally, this
should be a LAN interface; VRRP+ will then monitor the LAN using SureLink to determine if
the interface has network connectivity and promote a backup to master if SureLink fails.

i. dickto expand IPv4 > SureLink.
ii. dick Enable.

iii. ForInterval, type athe amount of time to wait between connectivity tests. To
guarantee seamless internet access for VRRP+ purposes, SureLink tests should occur
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more often than the default of 15 minutes.

Allowed values are any number of weeks, days, hours, minutes, or seconds, and take
the format number{w|d|h|m|s}. For example, to set Interval to five seconds, enter 5s.

iv. dick to expand Test targets > Test target.

v. Configure the test target. For example, to configure SureLink to verify internet
connectivity on the LAN by pinging https://remotemanager.digi.com:

i. For Test Type, select Ping test.
ii. For Ping host, type https://remotemanager.digi.com.

e

Qick Apply to save the configuration and apply the change.

Select the device in Remote Manager and click Actions > Open Console, or log into the
Connect EZ 16/32 local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

At the command line, type config to enter configuration mode:

> config
(config)>

Create a new VRRP instance, or edit an existing one. See Configure VRRP for information about
creating a new VRRP instance.

Enable VRRP+:

(config)> network vrrp VRRP_test vrrp_plus enable true
(config)>
Add interfaces to monitor. Generally, this will be a cellular or WAN interface.
a. Usethe ?to determine available interfaces:
b. Set theinterface, for example:

(config)> add network vrrp VRRP_test vrrp_plus monitor_interface end
/network/interface/modem
(config)>

c. (Optional) Repeat for additional interfaces.
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6. Set the amount that the device's priority should be decreased or increased due to SurelLink
connectivity failure or success:

(config)> network vrrp VRRP_test vrrp_plus weight value
(config)>

where value is an integer between 1 and 254. The default is 10.

Along with the priority settings for devices in this VRRP pool, the amount entered here should
be large enough to automatically demote a master device when SureLink connectivity fails. For
example, if the VRRP master device has a priority of 100 and the backup device has a priority
of 80, then weight should be set to an amount greater than 20 so that if SureLink fails on the
master, it will lower its priority to below 80, and the backup device will assume the master
role.

7. (Optional) For backup devices, enable the ability for the device to monitor the master device.
This allows a backup VRRP device to monitor the master device, and increase its priority when
the master device is failing SureLink tests. This can allow a device functioning as a backup
device to promote itself to master.

(config)> network vrrp VRRP_test vrrp_plus monitor_master true
(config)>
8. Configure the VRRP interface:

a. Configure the VRRP interface's DHCP server to use a custom gateway that correspondsto
one of the VRRP virtual IP addresses:

i. Set the DHCP server gateway type to custom:

(config)> network interface eth2 ipv4 dhcp_server advanced gateway
custom
(config)>

ii. Determine the VRRP virtual IP addresses:

(config)> show network vrrp VRRP_test virtual_address
0 192.168.3.3
1 10.10.10.1

(config)>
iii. Set the custom gateway to one of the VRRP virtual IP addresses. For example:

(config)> network interface eth2 ipv4 dhcp_server advanced
gateway_custom 192.168.3.3
(config)>

b. For backup devices, set the default gateway to the IP address of the VRRP interface on the
master device. For example:

(config)> network interface eth2 ipv4 gateway 192.168.3.1
(config)>
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c. For backup devices, enable and configure SureLink on the VRRP interface.

Determine the VRRP interface. Generally, this should be a LAN interface; VRRP+ will
then monitor the LAN using SureLink to determine if the interface has network
connectivity and promote a backup to master if SureLink fails.

(config)> show network vrrp VRRP_test interface
/network/interface/eth2
(config)>

Enable SurelLink on the interface:

(config)> network interface eth2 ipv4 surelink enable true
(config)>

Set the amount of time to wait between connectivity tests:

(config)> network interface eth2 ipv4 surelink interval value
(config)>

where value is any number of weeks, days, hours, minutes, or seconds, and takes the
format number{w|d|h|m|s}.
For example, to set interval to ten minutes, enter 5s:

(config)> network interface eth2 ipv4 surelink interval 5s
(config)>

Create a SurelLink test target:

(config)> add network 1interface eth2 1ipv4 surelink target end
(config network interface eth2 dipv4 surelink target 0)>

Configure the type of test for the test target:

(config network interface eth2 {ipv4 surelink target 0)> test value
(config network interface eth2 {ipv4 surelink target 0)>

where value is one of:

B ping: Tests connectivity by sending an ICMP echo request to a specified
hostname or IP address.

e Specify the hostname or IP address:

(config network interface eth2 ipv4 surelink target 0)>
ping_host host
(config network interface eth2 ipv4 surelink target 0)>

» (Optional) Set the size, in bytes, of the ping packet:

(config network interface eth2 ipv4 surelink target 0)>
ping_size [num]
(config network interface eth2 ipv4 surelink target 0)>
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dns: Tests connectivity by sending a DNS query to the specified DNS server.
» Specify the DNS server. Allowed value is the IP address of the DNS server.

(config network interface eth2 ipv4 surelinktarget 0)>
dns_server ip_address
(config network interface eth2 ipv4 surelinktarget 0)>

dns_configured: Tests connectivity by sending a DNS query to the DNS servers
configured for this interface.

http: Tests connectivity by sending an HTTP or HTTPS GET request to the
specified URL.

e Specify the url:

(config network dinterface eth2 [dipv4 surelink target 0)>
http_url value
(config network dinterface eth2 [dipv4 surelink target 0)>

where value uses the format http[s]://hostname/[path]

interface_up: The interface is considered to be down based on the interfaces
down time, and the amount of time an initial connection to the interface takes
before this test is considered to have failed.

e (Optional) Set the amount of time that the interface can be down before
thistest is considered to have failed:

(config network dinterface eth2 [dipv4 surelink target 0)>
interface_down_time value
(config network interface eth2 [dipv4 surelink target 0)>

where value is any number of weeks, days, hours, minutes, or seconds, and
takes the format number{w|d|h|m|s}.

For example, to set interface_down_time to ten minutes, enter either
10m or 600s:

(config network interface eth2 ipv4 surelink target 0)>
interface_down_time 600s
(config network interface eth2 ipv4 surelink target 0)>

The default is 60 seconds.
e (Optional) Set the amount of time to wait for an initial connection to the

interface before this test is considered to have failed:

(config network interface eth2 [ipv4 surelink target 0)>
interface_timeout value
(config network interface eth2 [dipv4 surelink target 0)>

where value is any number of weeks, days, hours, minutes, or seconds, and
takes the format number{w|d|h|m|s}.

Digi Connect EZ 16/32 User Quide 322



Routing \irtual Router Redundancy Protocol (VRRP)

For example, to set interface_timeout to ten minutes, enter either 10m or
600s:

(config network interface eth2 ipv4 surelink target 0)>
interface_timeout 600s
(con