oIGl”

Digi CM

8-port, 16-port, 32-port, and 48-port

User Guide



Revision history—90000301-88

e —

August 2018 Added certification in French. Added power and ground information for CM
48. Updated the template.

J January 2020 Updated to document unique passwords printed on manufacturing label.

Trademarks and copyright

Digi, Digi International, and the Digi logo are trademarks or registered trademarks in the United States and other
countries worldwide. All other trademarks mentioned in this document are the property of their respective
owners.

© 2020 Digi International. All rights reserved.

Disclaimers

Information in this document is subject to change without notice and does not represent a commitment on the
part of Digi International. Digi provides this document “as is,” without warranty of any kind, expressed or implied,
including, but not limited to, the implied warranties of fitness or merchantability for a particular purpose. Digi
may make improvements and/or changes in this manual or in the product(s) and/or the program(s) described in
this manual at any time.

Warranty

To view product warranties online, visit www.digi.com/howtobuy/terms.

Send comments

Documentation feedback: To provide feedback on this document, send your comments to
techcomm@digi.com.

Customer support

Digi Technical Support: Digi offers multiple technical support plans and service packages to help our customers
get the most out of their Digi product. For information on Technical Support plans and pricing, contact us at +1
952.912.3456 or visit www.digi.com/support.

Digi CM User Guide 2


http://www.digi.com/howtobuy/terms
http://www.digi.com/support
mailto:techcomm@digi.com

Contents

Digi CM MOl SUP POt .« ..ttt et et e e et e e e e e e
FEatUIE OVEIVIEW . ..ottt e e e e e e e e e
FatUNE SUMIMIAIY L.ttt et et ettt e et ettt ettt e
O YT 4 o T8 o1
Root and admin usernames and PassSWOrdS .. ...ttt t ittt e i e
Adding port administrators anNd USErS ... ...ttt e et i e
ACCESS LISES ettt et e e e
Ways to configure the Digi CM . ...ttt e et et et et et e i
WD INtEr aCE .ot e
CON i gUIAtION MENU .ttt e i e e e e e i e e
Command line interface . ... ..o e e
Ways of accessing the Digi CM portS: OVEIVIEW . ... .u vttt ettt e e e eeieens
Web interface aCCeSS MENU .. ..ottt et et e e e e ettt e e
POt ACCESS MENU ..ot e e e e e e e e e e e e
DT =Tl o Yo o A= ol of 11 PO
CUSTOM MENUS ..ottt ettt et ettt e ettt ittt ittt e,
POt B AP MENU . et e e e e e
DeSCription Of flelds ...ttt e e e e e e
SN P e e e e e e e
Save and apPly Changes ..ottt e e e e
Onestep:save and apply Changes ... ..ottt i e e e
Two-step: save to flash and then apply changes ....... ..o e e
Locater gt o e e

1 o o 13T 4 o o
Assigning IP settings from the console port ... ... i
CoNfigUIE fOr SSH L e
(0011 o T3 -3
Configure the Port Access Menu for SSH ... oo it e
Configure @ Port for SSH ... e
Add, edit, aNd rEMOVE USEIS ..ottt it i i i e i e e e e e
PrOCEAUIE ot e
ABOUL Shell OPtiONS ... e e

IO UG ON Lttt e e,
ComMPAtiblE Pl CardS ottt ettt e e e e e
Add acompact-flash card . ...
Add @ NetWorK Card ... e e e
Add aWireless LAN Card . ...t i i i e i s e e e e e e e
Add aserial mModem ... ..o e e

1Yo [ ot e AP
SYSEEM STAtUS & LOg .ottt e e e

Digi CM User Guide



Enable the log storage location . ... ...t e e
Enable an NFS SerVar . ...t et e e e e e e
Alert for NFS server diSCONNECT .. ...ttt e e e e e e e e et
ENable SYSLOG SEIVET . .ttt ettt et e e e e e e e et e e e e e e e
Enable acompact-flash card ......... i e e
Enable the Digi CM UNIT’S MEMOIY . ..ottt et e e e e et e ettt ettt

Configure SYStemM LOgEINg . . ..ottt et e e e e e
VIEW SYSTEM LOES ettt et e e e et e et e et e e e e e e e e e

ConfigUre POt lOgINg . .ottt e
VW POt L0 .ottt ettt e e e e e e

INErOdUCTION ..o et e et e e e e e
Enable and disable the ports .. ... e e e
22T 1 Lo o Y0 o o Yo o PP
RESE NG POITS ..ttt e e e
Resetindividual port SEttings . ... ...ttt e e e e e e
POt title ..o
Configure Automatic Device RECOGNItION .. .o\ttt e et e e e e e e aaee s
APPLY all POrtS SEELINGS . ..o ot
Host mode configuration .. ... ..ot e e e e e e
CONSO0lE SEIVEI MOAE ..ottt e et et e e e e e e
Terminal SErver MO . . ..o e e e e
Dial-In MOdemM MOdE ...ttt e e e
Dial-In terminal SEIVEr . ... e e e e
CoNfigUIE NSt MOAE . .o e et e e e e e e e
SUPPOIEd ProtOCOIS . .ttt e e e e e e
Serial POt PArAME OIS ...ttt e e
DI o T=T o = 1Y o A
Inter-charaCter tiMeEOUT ... .. .. e ettt et
Specialty Use of Port -When Data is Processed in ChUnKS ...........uiiiiiiiiiii i iieannens
RO PO oottt ettt e e et e e e e e
CONfiGUIE FEMOTE POIES .ttt ittt ittt e et e ettt et ettt e e et e et a e aaes
ACCESS @ TEMOTE POt . o ottt et ettt ettt ettt e e e e e et et

oY [ ot o AP
ConfiGUIING SMTP @lErtS . ..ttt e ettt et e et et e e e e e e
SNMP INfOrMation . ... e e e
L= 0L AN
CoNfiGUIE SN P ittt e e e e e e e
Manage the SNMP ProtocCol ... ...t e e e e e e et e
Configure portevent handling .. ...ttt e e e e e
Configure alerts for Automatic Device Recognition (ADR) .. ......utittiitiit ittt eaanens

Y 0T 113 =T U =Y A
ReqUIrEd Privileges ..ot e e e e
PrOCEAUNE ittt e e e
Add an Access List to the Digi CM UNit ... ..ot i et et aees

Digi CM User Guide



INErOdUCTION .t et e e e e e
Configure Network IP filtering . .. .o e e
Configure User ACCESS CONTIOL . ...ttt et e e e ettt e et et e e e s
CoNfigUre USEr aCCess Privileges ... .ttt it e et e e e
Restrict @ USer’'s Privileges . ...t e
Change the privileges of an access list . ... ..ot e e e e e e
ST T ST ET] T
SECUNItY PrOfile ..ttt it et et e e e e
)Y (] JEST=T ol U/ P
PaSSW O SECUIIEY .ttt ettt ettt e ettt e e e e e e
AUTNENEICAtION .. .o e e
Configure authentication methods for portaccess ........ovuiiiiii i e
Configure authentication for the web server ... ... e e e e
LDAP authentication ... ... ..ttt et e et e e e e e
CUStOM PAM MOAULE . . . ottt e ettt e e e e e
Example of an reUSer fille: ..o o e e e

T o o 11Tt o o TPt
MaKE CUSEOM MIBNUS ottt ettt it it et ettt ettt ettt inannns
Yo Lo U Y <1 3PP
Q1 oE ) =l o =T U o - T =TS
Add MENU It EIMS oo i i e e e e e e
ASSIEN USEISTO @ MENU . .ttt ittt ettt e e et et e e et e ettt et e et e e e e iee s
D AU MENU . o oottt e
o Yol ol =2 0 0= o PP

About the Digi CM Unit’s support for Microsoft Windows Server2003 ..........otiiiiiiiiiiiinennnennnn.
SEEUP OVEIVIBW . . . ettt ettt ettt ettt e ettt e e e e e e e e e e e e
Setup the Windows Server 2003 POrt . ... v vttt ettt et e et e et et et e e
COMMANG SYNEAX .« 4t vttt et ettt ettt ettt e et e ettt ettt ettt ettt e e
CoMMaANd EXAMIPIE ittt e e e e
Setup the Digi CM Unit for SAC SUPPOIt ..ttt e e et ettt et et e s
Access the Windows Server 2003 Console port from the Digi CM Unit’sGUI ..........coiiiiiiiiiniennn..

o o 13T 4 o o A
An example CoONfigUIatioN ... ...t et e e e e
VirtUal KVM ProtoCols ..ot e ettt ettt et e e

Use Virtual KVM with Remote Desktop protocol ... e e i
L8] o T B
Connect to a system through Virtual KVM using Remote Desktop protocol ................cciiiit..

Use Virtual KVM with VNC protoCol ...t ettt e ettt e it
L8] o T B
Connect to a system through Virtual KVM using VNC . ... .. it e

Use Virtual KVM with X Window System Protocol and XManager software .............c.ccviiiiiiiennn.n.
L8] o 1T B
Connect to a system through Virtual KVM using Xmanager . .........ouutiiiiiiit it

Virtual KVM ASSIStaNt . .. .ottt et e e et et e e

Digi CM User Guide



How the Virtual KVM AsSiStant WOrKS . . ...ttt e et et e e e
User client PC platforms supported . ..... ...t e et ettt
Install programs for Virtual KVM ... ..o e e s
Remote desktop Protocol . ...t e e e
Software Nneeded . ... ... e
USaBE NOTeS . oottt e e e e
R O T Y- AP
USaBE N0t . oottt e e
S0 0= = == P

INErOUCTION ..ottt et e e e e e e e
Setup the Digi CM Unit to support the Rackable Systems managementcard .................coiiiiiio...
Configure Serial Port Communication Settings . .......ouiiiint i
ASSIZN @ POME MAMIE ..ttt e e e e
Access the Rackable Systems Management Card from the Digi CM Unit’s User Interface ................

INErOAUCHION .ottt e e e e et e e e e e
Configure for dial-in MOdem aCCess ...ttt et e et et et e e
Add @ PCMOEM ..ttt e et e et et e e e e e e e e e e
Configure for Dial-In Terminal Server aCCeSS . ... vttt et e et e et e et et et e aeeaaeeeaneens

Nt OdUCHION ..ottt e e e e
Install Power Controller . . ... ... e e e e i
Configure POWer CoNtroller ... ..o e e e e e e e e et e
Configure the serial port parameters to match the Power Controller ........... ... . o i,
Add the Power Controller ... ... e e e
Setalarms and thresholds . ... i e e e
Outlet CoNfigUIatioN ... e e e e e
User access for Power Controller .. ... et e et e
Configure to allow Specific USers aCCeSS ... ..ottt et
Configure to restrict SPeCifiC USErS ... ..ottt e et
Power Controller Management ... ...ttt e e e e
Cascade multiple Digi RPM UNItS .. ..ottt et et et e e e i eaaeen

INErOdUCTION .o e e e
CoNfigUIe POIt ClUSTEIINE . oottt e e e et e e e e et e e e
Assign master Clustering mMOde . .. ...t e
Configure slaves to Join a ClUSter ... ... .ttt e e e
Advanced clustering configuration . ..........oiiii i e
ACCESS the ClUSTEr POItS Lottt e ettt e e ettt e

INErOAUCTION ..ot e e e e
Upgrade the firmware ... ... e e e e

WD IO aCE .ottt e
Configuration ManagemMENt .. ... ..ttt e ettt et et e

Digi CM User Guide



Save the configuration automatically . ...... ..o i e
Automatically upgrade the Digi CM Unit’s firmware or configuration using TFTP ............ ...t
DH P & ettt e e e e e e e e e e e
Directly configure the TFTP Server and the name ofthe hashfile ............ ... ... it
Thestructureof the hashfile ....... ..o i e e
Reset factory defaults ... ..o i e e
Setthedate and time ... .. ..o e
Configure @ hoSt NamME ... o e e

INErOUCTION L.t e e e e e e
LiNUX COMMANGS ...ttt ettt et ettt e et et e et e e e e
IMPOortant file l0CatioNS ...ttt i i e e e i
D AU ST Pt .ttt e e e e e e e
BOOING SEQUENCE ...ttt e e e e
CONfig fIlES . ottt
USEI STOIAEE SPACE . .. ettt ettt et e et e ettt et e e e e e e e
T T g o] (Tl o £
User administration ... ... .o e
(o Tot=) o] g I =1 Yo 4 o

Introduction to the configuration menu . ... .. i i e
Access the configuration MeNU .. ... it i i e e e e it i s
CON I GUIE SSH it i i e e e e e e
Add, edit, aNd rEMOVE USEIS ..ottt i e e
Add and configure @ PC Card .. ...t i e e s
Host Mode Configuration .. .....ou.uii it e e et e e et ia s
PO ParamM OOl .t e et
POIt ACCESS MENU .ot e e e e e e e e i i e
Sy S M O EIN g .ottt e e e e

Configure the system log deViCe . ...t i et e et

CoNfigUIe SYSTEM L0 g N .ttt i e e e e et e e e e
CoN i GUIE SN P L it e e e e e e e
(00 o1 = I 1 I T
NEtWOTK 1P fillEErINg ..ttt e e e e et et e et
POt P il OrIN g .« v ettt e e e e e e
] LT o

VIEW @ SNIff SESSION ..ottt e e e

Field descriptions for sniff S€SSIONS . ... oottt i i i e e e e
AUTNENTICAtiON ..ot e
Upload server Certificate ... ... it e e

OpenSSL(SSLeay) Simple CAUsage - Install Openssl ..ot

Make Root CA (Certificate Authority for self-signed) ....... ..o i e

Make @ Certificate rEqUEST . ..o .ttt e e e e e e

Sign a certificate reqUEST ... it e e

Make certificate forthe Digi CM UNit .. ..ottt i i e e e it i en i
Dial-in MOEM ACCESS . ..ttt ettt ettt et ettt e et e et e e e e e et e e e e et e et et e e
Dial-in terminal SEIVEr @CCESS . ...ttt ettt e e e e e et e et e e e
O80Ty 1T ¢ 1V
TN =Y BT o o o PP
Restore factory defaults .. ......oii i i i e e e e

Digi CM User Guide



Setthe date anNd M e ... e et et et e e
Access the Boot Loader Program ... ...ttt ittt ettt e
Hardware teSt MENU . ..ot i i it et et e e e
D1 Ty T Yol 1Y7=1 Y

INErOUCTION ..ot et e et e e e e e
Hardware SpeCifications ... ...t i e e e e
DIl CM A8 it e
DigiCM 16 and Digi CM 32 ...ttt e e e e
Digi CM B AC POWETEd . ..ottt ettt et ettt et e e e e et et e e
LED INAICATONS . . e ettt e e et e e e e e e e e e e e e e e e e
About serial Port Cabling . ... ..ot e
Sl POt PINOULS ottt i e e e e e
(O o] LI Yo F- ] =T 3
DB-25 Male CoNSOle adapler . ...ttt et et e
DB-25 Male to RJ-45 connector pin @asSignNmeNnts ... ..ottt ettt
DB-9 Female coNS0le adapter .. ..ot e e e
DB-9 Female to RJ-45 Pin @sSigNmMeNts ... ...ttt et ettt
DB-25 Female CoNSOle adapter . ..o u it e e e
DB-25 Female to RJ-45 Pin @SSigNments ... ...ttt e e
DB-25 Male modem adapter (Digi 8-pack reorder P/N 76000670) . ......uvuerutruueneenenineneennenns
DB-25 Male modem to RJ-45 pin @sSigNmeNnt . ... ...t et
DB-9 Male modem adapter (Digi 8-pack reorder P/N 76000702) ... ....uetutiriitennennnennennennenns
DB-9 Male Modem to RJ-45 Pin ASSIGNMENT .. ...ttt i i i
Ethernet PiNOULS . ..t e e e
Rack mounting installation .. ... ... e e
Rack mounting safety precautions . ... ..ot e e

RS- =] P
Warning t0 SEIVICE POISONS . ..ttt t ittt ettt e ettt e et ettt et e ettt ennaneaeeennns
Working inside the Digi CM Unit . ... ottt i i ettt et et e e aeiaenas
Replacing the battery ... .o e et e e e
Remplacer [a batterie ... ..o e e e
Rack mounting installation considerations . ........c.ui i e e e e e
Environmental considerationsand cautions ............oouiiiii i e
Sty INSETUCHIONS . ettt e e e e e e

Power and ground - Digi CM 48 single and dual pOwer ... ...ttt e

8 051 o T3 P

00 a1 Y PP

] T 31 =TT |

Digi CM User Guide



Overview

Digi CM Model Support

Feature summary

User groups

Root and admin usernames and passwords
Adding port administrators and users
Access lists

Ways to configure the Digi CM

Ways of accessing the Digi CM ports: overview
Web interface access menu

Port Access Menu

Direct port access

Custom menus

Port escape menu

SNMP

Save and apply changes

.Locater light

Digi CM User Guide



Overview Digi CM Model Support

Digi CM Model Support

This manual offers information on the Digi CM 4-port, 8-port, 16-port, 32-port, and 48-port models.

Feature overview

With the model number/code/name, administrators can securely monitor and control servers,
routers, switches, and other network devices from anywhere on the corporate TCP/IP network, over
the Internet, or through dial-up modem connections, even when the server is unavailable through
the network.

The Product Name employs SSHv2 encryption, to keep server access passwords safe from hackers,
and supports all popular SSH clients, as well as secure access from any Java-enabled browser. It is
the first console server to provide a secure graphical user interface for easy out-of-band
management of Microsoft Windows Server 2003 systems. It connects to serial console ports using
standard CAT5 cables, eliminating the hassles of custom cabling. In addition, the Product Name
offers a PCMCIA card slot, for adding dialup modems or wireless network cards. Flash memory cards
can be used to save port logs and backup configuration files.

The Product Name is available in 8-, 16-, 32- and 48-port models, in a 1U rackmount form factor.

Feature summary

Security e SSHv2 server and client
e SSL
* [P Filtering

e Central access to security parameters via the Security Profile including
network, port, and password securities.

Authentication ® TACACS+
e RADIUSLDAP
® Custom PAM modules
® Kerberos
e User access per port

e |ocal user database

Digi CM User Guide 10



Overview

Feature summary

Management

Data Capture

Port Access

PC Card Support

Other Features

Digi CM User Guide

Command line

WEB --HTTP/HTTPS
SNMP

Custom applications
Port Triggers and Alerts
Multi level menus

Advanced Device Discovery Protocol (ADDP) for locating the device on the
network

Integrated power management and control

Local port logging

External logging (syslog, NFS, PC card)
Telnet/SSH

Reverse Telnet/SSH

HTTP/HTTPS

Port escape menu

CompactFlash memory card

Wireless LAN adapter (802.11b)

Ethernet LAN adapter

PSTN/CDMA modem card

See http://cm.digi.com for more information.
RealPort

Solaris Ready

Multiple users per port

Remote ports

Access lists per port

Flash upgradeable

SSH sessions simultaneously on all ports
Secure Clustering - Single IP for multiple Digi CM devices
IP addresses per port

Find Me locator light (Digi CM 48-port)
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Overview User groups

User groups

The Digi CM unit comes with four built-in user groups pre-defined by roles or access levels. The
following table lists the four user groups, their access rights, and default user names. The Digi CM
unit supports access lists for user privileges. These lists can contain multiple users and define
specific port rights. If e.g. you have multiple people responsible for the Sun Servers in your company
and you want to give them identical access rights you can create a "Sun-admin" access list. Assign
this access list rights to every port that is attached to a Sun Server and add all the Sun
administrators to the "Sun-admin" Access List.

Configuration
Access Privileges Privileges

——————————— Ports  Command Line  Ports System  Login Password

Root yes yes yes yes root *

System Admin yes yes yes yes admin admin
(read only)

Port Admin yes no yes no - -

User yes no no no - -

*The default password for root is printed on the device label. If a password is not on the label, the
default password is dbps. If neither default password works, the password may have been updated.
Check with your system administrator.

Root and admin usernames and passwords

The Digi CM unit comes with two default users; root and system admin. The user names of the the
Digi CM unit are case sensitive.

root *

admin admin
*The default password for root is printed on the device label. If a password is not on the label, the

default password is dbps. If neither default password works, the password may have been updated.
Check with your system administrator.

Adding port administrators and users

The system administrator and root user can add port administrators and additional users easily with
the web interface by choosing System administration > User administration > Add user.

Access lists

Multiple users can be defined within Access lists with access privileges or restrictions to the ports.
See Add an Access List to the Digi CM Unit for more information.

Digi CM User Guide 12



Ways to configure the Digi CM

Ways to configure the Digi CM

This section discusses the three ways to configure the Digi CM unit using the web interface,
configuration menu, or command line interface.

Web interface

The web interface provides an easy way to configure the Digi CM unit. The root user and system
administrator can configure all features through the web. Port administrators can configure ports,
including port clustering, but cannot modify system settings. No other users can use the web
interface for configuration.

There are two ways to access the web interface.

? ADDP (Advanced Device Discovery Protocol)

This device discovery tool allows you to find, configure and launch your web configuration and
management interface. Find your device and double click it to access the web interface, or select
your device and click Configure network settings (on the left navigation bar).

-~

Directly entering the IP address

You can enter the IP address directly into the URL address bar of your browser. (Of course, the IP
address must already be set up)

Access the web interface from one of the previous methods. The following page is displayed after
login.

3 Digi Configuration and Management - Microsoft Internet Explorer =18l =]
Fle Edc Uew Fawoites Took  bep ar
uﬁack- S0 Iﬂ ,‘|/ JSasrch ' Faeries (;c| = -

address |fe_] etp:(f152,168. 1. 80jipcantia. scp j E]Gu |Uﬂlﬂs ”

Digi CM™ 8  Configuration and Management

Digs

Connactware™

I[ User : root

U Sop cnnguranan
TP confiquration 12 e [Fuie 31

SNMP eonfiguration 17 address | flezresteo
[esmsamsy
feevma
[Enchle =]
fleziars
T
Feuse old 1P =t bostup time on DHCP failure : [Dieakio <]
foe
foesvaes

Dynamic DNE corfiguration
SMTP corficuration

1P filtering

SYSLOG server configuration
rvar carfiguration

Subnet mask

Default gateway

Use manual DNS :
web server configuration
Ethernet corfiguration

TER servisa configuration

Brimary Dhs ¢
Secondary ONS {optional) :

Serial port

Clustering FRPOF User nama :

Power cantroller FPPoE password

PC card

Custom menu

System status & log
System administration

System statistics

Apply changes

Confirm PPPSE password :
Enable/Cisable secondary 17

Secandary IP address :

Secondary subnet mask ©

sesenans
Disahle ¥
’—
’—

Savetoflash

Sove dapply | Cancel |

Configuration menu

CTT [ @

The root user and system administrator have full access to the configuration menu from a Telnet or
SSH session or a serial connection through the console

port. Functionality is similar to the web interface, with the exception of custom menus, which can be
created only from the web interface. The configuration menu is presented to system administrators
automatically. Root users access the menu by entering the command configmenu. Port

Digi CM User Guide
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Overview Ways of accessing the Digi CM ports: overview

administrators can access this menu but can modify serial port configuration only. No other users
can access this menu.

¢t Telnet 192.168.1.80

Uelcome to gi CM 8 figuration page

Current time : 16-28-2004 18:10:43 F-W REU. : vli.6.Brc3

Serial No. = 032738356 MAC Address : BB-48-9d-23-21-df
IP mode : Static IP IP Addre : 192.168.1.88

Select menu
. Network Configuration
. Serial Port Configuration
. Clustering Configuration
Power Controller
C Card Configuration
tem Status & Log
tem Administration
e Chang
it without Saving
. Exit and Apply Changes
xit and Reboot

R> Refresh

|
2
3
4,
5.
6.
7.
8.
9.
a
b.

Command line interface

The command line interface can be accessed from a Telnet or SSH session or from the console port.
The root user always has access to this interface. The system administrator can be granted read-only
permission as well. No other users can access the command line interface.

Ways of accessing the Digi CM ports: overview

There are multiple ways to access the native serial ports on the Digi CM unit:
? Web Interface
Port Access Menu

Direct Port Access

N N N

Custom Menus
SNMP

-~

Web interface access menu

The web interface menu provides easy and convenient access to ports. All users can access the menu
by entering the the Digi CM unit IP address or host name in a web browser’s URL window.

To access a port from the web interface, do the following:

1 Access the web interface.

Initial setup is described in the Quick Start Guide included with the product packaging. A
copy of this document is also available online

2 Click Serial port > Connection.

Digi CM User Guide 14
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Overview Web interface access menu

1@; Digi CM™ 16 Configuration and Management

Connectware™

[ ser: emodin__ ]

netwark POrt acCess menu connection
Serial port Part accass menu connaction
Configuration
Connection Individual port connecsion
Clustering T M Par# Tite #of LUser COMMEs

< Mot used =
< Mot used =

1 Loopback Plug

3 CISCORouter.port3
Sun.SunSPARC-
DEmo.ports

7 MS 5AC 2003 Console

O LINUX server

12 Phartom Card

16 Digi EPM 2

Power controller
System status & lo
¥ 9 < Mot used =
Swstem administration

System statistics

< Mot used =
< Mot used =
< Mot used =
< Power controllar =

oo oo o OO

Apply changes
Login as a differsnt use

Logout
The P (Power) column allows you to control power of the attached devices, if a Remote Power
Management unit is attached and you have appropriate rights.

The M (Manage) column offers web based management for Windows Server 2003, Remote Power
Management units or Rackable Systems Management Card.

The “# of User” column shows how many users are actually connected to the port and the username
of the read/write user.

1 Ifyou are conducting a special task through the console port, like BIOS upgrade and should not
be interrupted, you can notify other users by entering a comment upon connect. This comment
is shown here.Select a port by clicking the icon in the C (Console) column.

A Java applet or Telnet window opens with a login prompt.

Telnet[ 1: Port Title #1 ]

Trying 192 168.1.80 7001 . online

er (Digi_ CH |

Digi CM 8 Login :

B _Localecho | Connect | Disconnect | SendBreak

Close

Digi CM User Guide 15



Overview

Port Access Menu

The Port Access Menu provides access to ports. It is accessible to all users through the web interface,
Telnet and SSH sessions, and remote modem access.The information that follows shows you how to
access this menu.

Webinterface  Any user can use this method. 1 Access the web interface

2 Choose Serial port > Connection > Port access menu

Port Access Menu

Telnet to the Digi CM unit specifying its IP address and

port 7000. (7000 is the default socket port for both
Telnet and SSH) Example:

telnet 192.168.15.7 7000

connection
3 Login
Telnet Any user can use this method. 1
2 Login

Command line Root

Here is a screenshot of the Port access menu.

From the command line, issue the portaccessmenu

command. Example:

portaccessmenu

telnet http://digicm.digi.com

Digi CM User Guide

Welcome to Digi CM 32 Console Server

Digi CM 22 Login : root

Digi CH 32 Password @ s
PortH Port Title Hode PortH Port Title Mode
i Port Title i1 [CE1] 2 Port Title #H2 T8
3 Port Title #3 DI Port Title #4 DI
5 Port Title #5 [ 6 Port Title #6 cs
? Port Title #7? cE 8 Port Title H8 cE
9 Port Title #? 8 18 Port Title #18 cs
11 Port Title #11 [ 12 Port Title #12 cs
12 Port Title #i3 cE 14 Port Title #i4d cE
15 Port Title #15 8 16 Port Title #16 cs
1? Port Title #17 [ 18 Port Title #18 cs
i2 Port Title #i9 cE 28 Port Title #28 cE
21 Port Title #21 8 22 Port Title #22 cs
23 Port Title #23 [ 24 Port Title #24 cs
25 Port Title #H25 cE 26 Port Title #26 cE
27 Port Title #27 8 28 Port Title #2B cs
29 Port Title #29 [ 38 Port Title #38 cs
S R Port Title #31 [+ 32 Port Title #32 cE
Enter the serial port ¢ 1-32 . others for exit ) =
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Direct port access

Connect directly to a properly configured port through a Telnet or SSH session. Configuration
requirements include setting the Host Mode to Console Server Mode and the Protocol to either
Telnet or SSH. Ports, by default are set to Console Server Mode and Telnet. Use the following
information to make a Telnet or SSH connection to a port:

Command syntax Example: connection to port 3

Telnet telnetip-address tcp-port telnet 192.168.15.7 7003
where ip-address is the Digi CM unit’s IP (7000 is the default socket port for both Telnet and
address and tcp-port is the Listening TCP port  SSH)
foraport
SSH ssh user-name@ ip-address tcp-port ssh admin@ 192.168.15.7 -p 7003
where user-name is a user’s name, (7000 is the default socket port for both Telnet and

ip-address is the Digi CM unit’s IP address and  SSH)
tcp-portis the Listening TCP port for a port

http://
digicm.digi.comconnect.asp?t=CISCO.Router.port3

The example assumes that the Listening TCP port is 7003, the default for port 3.

Custom menus

Custom menus are created by either root or the system administrator to limit your access to specific
ports. For more information, see Make custom menus.,

Port escape menu

Port escape is the ability to escape from a port without disconnecting. Port escape is available in
main sessions as well as sniff sessions. Every connection method accommodates port escape. You
configure the escape sequence per port. Follow the procedure to configure the port escape
sequence.

1 Serial Port > Configuration > Select the port number or All.
2 Host mode configuration > Port escape sequence - enter a letter for the Port escape sequence.

3 Click Save to flash and continue with other configurations or click Save & apply for the changes
to take effect.
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Serial port configuration - 1 : Port Title #1

Enable/Disable this port
Port title

Apply all ports settings
Host mode configuration

Host mode : Console server v
Type of console server @ Other v
Rackable Systems Mgmt Card : Disable v+
Enable/Disable assigned IP : Disable v

Assigned 1P ¢

Listening TCP port (1024-65535) : 7001

Protocoal : Telnet v

Inactivity timeout (1-3600 sec, 0 for 100

unlimited) :

Enable/Disable port escape sequence : Enable v

Port escape sequence ; Ctrl- |2

Port break sequence : “break

Use comment : No w

Quick connect via : ‘Web applet v

Web applet encoding :

English (latin1) v

[ Save to flash H Save & apply ][ Cancel ]

Serial port parameters
Port logging
Port 1P filtering

To open a sniff session:

H W N =

Click Serial port > Connection.
Select the port you want to access.
Log in with your user name and password.

Enter the letter of the port escape sequence.

Telnet [ 6 : Digi RPM 8 on Port 6 ]

Trving 192.168.1.80 7006 ... anling

Port Memu:

_Localecho | Connect | Disconnect | SendBreak

Close

192.168.1.80 - JAVA Telnet Applet - Microsoft Internet =100 LI

[&] Applet de.mud. jta Applet started [T [ |4 memet 4

Digi CM User Guide
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SNMP

Description of fields

SNMP

The following table describes the fields and the operations for the port escape feature. You will only
see the fields allowed for your permissions.

Escape
Sequence
Ctrl+

Description of action

take over main session (read/write)

enter as a slave session (read only)

send break

show last 100 lines of log buffer
disconnect a sniff session

send message to port user(s)

reboot device using power-switch

power device on/off

close current connection to port

only presented to users with read/ write access
upon entering a session

only presented to users with read/ write access
upon entering a session

not functional for sniff users

must enable logging for this option
only functional to admin

not available to sniff users

only if power management is available on this
port

(show only on or off) only if power
management is available on this port

closes the

By entering the port escape sequence twice, it is directly transmitted (once) to the
connected device. If the escape sequence is entered twice within 1/2 second, the menu will
not open.

An SNMP MIB to configure the Digi CM unit is available to be downloaded from digi.com/support.

Save and apply changes

In the web interface, you can save and apply configuration changes in two ways. With the one-step
method, you choose Save & apply and changes are saved and applied (take effect) immediately.
With the two-step method, you choose Save to flash, which immediately saves changes but the
changes do not take effect until you choose Apply changes. The following topics describe how to do
each of these operations.

One step: save and apply changes

To save and apply changes immediately, choose the Save & apply button.

Digi CM User Guide
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Two-step: save to flash and then apply changes

To save multiple changes but apply changes once, do the following:
Choose the Save to flash button.

When you finish changing the configuration, choose the Apply changes link, which is located on the
left navigation menu; or the Save & apply button at the bottom of the page.

For more details about Automatic Device Recognition, refer to

Serial port connection

Port access menu connection
Port access menu connection

Individual port connection
C M Port# Title # of User Comments

< Mot used =
< Not used =

1 Loopback Plug

3 CISCO.Router.port3
Sun.SunSPARC-
Demo.ports

B 7 wssac 2003 console
9 LINUX server

12 Phantom Card

[E 16 DigireMe

< Mot used =

< Not used =
< Not used =
< Mot used =
< Power controller =

EE @ B8 -
DOO @ OO
()]

oooo o oo

Port 3 shows a real world example of a detected device.

Automatic Device Recognition also monitors each of the configured serial ports. This allows you to
receive an e-mail or SNMP trap if there is a change in the expected response from the device
connected to the serial port. If the device goes down or is disconnected for any reason, you are
notified

.Locater light

The Digi CM 48-port unit has a locater light on the front panel labeled Find Me. All other Digi CM units
flash the serial port lights to indicate where the device is found.

If you access the web interface, login to the Digi CM unit, and scroll down the page, you will find
additional links.

Click Start device locating and a popup box will appear to confirm. Click okay and the Digi CM unit
Find Me light will blink (other Digi CM models blink all LEDs).

To turn off the locater light, click Stop device locating.
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Introduction
Assigning IP settings from the console port

Configure for SSH
Add, edit, and remove users
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Introduction

This section covers basic configuration topics. Included is information on assigning IP settings,
enabling secure access with the web interface, accessing the unit through SSH, and adding or
removing users.

Initial setup is described in the Quick Start Guide included with the product packaging. A
copy of this document is also available online here.

Assigning IP settings from the console port

The following steps use the console port to assign IP settings.

The default IP address is 192.168.161.5.

1 Connect the console port on the rear panel of the Digi CM unit to a serial port on a workstation
using the Ethernet console cable and the appropriate console adapter packaged with the the
Digi CM unit. The arrow in the following graphic points to the console port.

console port
m m EH-E U
focory
n » 2 £ n n " o I 1 n O 7 O ] \ e e
CM 32 back panel shown

2 Configure a terminal emulation program, such as HyperTerminal, using the
following settings:

® bps=9600

* databits=8

® parity=none

® stop bits=1

¢ flow control = none

3 Establish a connection to the console port and press Enter to get a command prompt.

4 Atthe login prompt, log in as admin. The default password for admin is admin.

The Configuration menu appears.
Enter the number for Network Configuration.
Enter the number for IP configuration.

Enter the appropriate parameters for the IP settings.

o ~N o6 u

Press ESC when done to return to the main configuration menu.
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Getting started

Welcome to Dlgl CM 48 configuration page
Current time : @1,01,1970 B4:48:24 F/4 REU. : vl.?7.8h9

Serial No. U34751584 #B-48-9d-23-84-36

: 10.8.16.39

Select menu
. Network Configuration
. Serial Port Configuration
Clustering Configuration
- Pouel Controller
Card Configuration
stem Status & Log
stem Administration
Save Changes
Exit without Saving
Exit and Apply Changes
Exit and Reboot
Start Device Locating
(ENTER) Refresh

0T 0DINT AN

elect menu
- IP configuration
SNMP configuration
. Dynamic DNS configuration
s configuration
IP filtering
erver configuration
er configuration
rver configuration
ct conflguxatlon
configuration
Back <ENTEB> Refresh

HORNPNAWNRG | Z

elect menu
. IP mode : DHCP (19 8.16.39>
- : En

oy .
- use 01d IP ﬂt Boofup Time On DHCP Failure : Disable
Enable Disable Secondary IP : Disable
<ESC> Back, <ENTER> Refresh
>

Configure for SSH

Enter the number to exit and apply changes.Changes are saved and applied immediately. There

is no need to reboot.

Configure for SSH

The the Digi CM unit supports Blowfish and 3DES encryption methods for SSH.

Options

The Port Access Menu and individual ports can be configured for SSH.

Configure the Port Access Menu for SSH

1

Access the web interface and log in as root, admin, or a member of the port administration

group.

Initial setup is described in the Quick Start Guide included with the product packaging. A

copy of this document is also available online

Under Serial port > Configuration > Port access menu configuration.

The Port access configuration menu appears.

Select SSH as the Port access menu protocol.

Digi CM User Guide
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Configure for SSH

Port access menu configuration

Port access menu :

Port access menu port number (1024-65535) :
|SSH v

Port access menu protocol :

Port access menu inactivity timeout (1-3600

sec, 0 for unlimited) :
Enable/Disable port access menu local IP

Port access menu local IP

Port access menu quick connect via :
Port access menu web applet encoding :
Login on port access :

Port access menu authentication method
[Email alert configuration]
Enable/Disable email alert for port login :
Title of email :

Recipient's email address :

[SNMP trap configuration]
Enable/Disable port login trap :

Use global SNMP configuration :

Trap receiver settings :

IP Address Community

Enable +
7000

100

Disable v

|'Web applet v
| English (latin1)

Local

: Disable V:

Disable v

Version

Login on port access requires logging in twice (once for access to the port and once for port
access menu) when enabled. Disabled allows one log in directly to the port.

4 Click Save & apply.

Configure a Port for SSH

1 Access the web interface and log in as root, admin, or a member of the port administration
group.

Initial setup is described in the Quick Start Guide included with the product packaging. A
copy of this document is also available online here.

2 Under Serial port > Configuration.

3 Click Host mode configuration.

4 Specify SSH as the Protocol as shown in the following screenshot.

Digi CM User Guide
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Getting started Add, edit, and remove users

Serial port configuration - 1 : Port Title #1 —Moveto— v
Enable/Disable this port
Port title
Apply all ports settings
Host mode configuration
Host mode : :Cunsole senver M|
Type of console server : Other v
Rackable Systems Mgmt Card :Disable v/
Enable/Disable assigned IP :Disable v
Assigned [P
Listening TCP port (1024-65535) 7001

Protocol ; v

Inactivity timeout (1-3600 sec, 0 for

unlimited) : _100

Enable/Disable port escape sequence : :Enab[e v

Port escape sequence Ctrl- 2

Port break sequence : “break

Use comment : No v/

Quick cannect via : :Weh applet v

Web applet encoding : :English (latin)  +

[ Save to flash H Save & apply ”Cancell

Serial port parameters

Port logging
5 Click Save & apply.

Add, edit, and remove users

The root user and system administrator can add, remove, or edit users from the web interface.

Procedure

1 Access the web interface and log in as root or admin.

Initial setup is described in the Quick Start Guide included with the product packaging. A
copy of this document is also available online here.

2 Under the System administration heading click Users administration.
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Add, edit, and remove users

User administration

3 Select Add, Edit, Remove.
® Add: Assign a user name, user group, password, and shell.
® Edit: Change user group, password, or their shell

® Remove: Remove a user from the system

User name : |Test
Select group : IUser 'l
Password : |

Confirm password :

ICustDm menu 'l

Shell program :

SSH public key authentication IDisabIe 'l
Select SSH Version ISSH W 'l

SSH public key file:

I Browse... |

User name : I User group : IAII group vl Search |
Current local users
[ User name User group Shell
i adrmin System admin Configuration menu
2 root Root CLI
Add | Edit| Remove |

Cancel |

4 Click Save & apply.

The root and admin users cannot be removed from the system.

For more information about configuring access rights for specific users see Configure user access

privileges.

About shell options

The shell program selection determines the interface you see when establishing a Telnet or SSH

session with the Digi CM unit.

m Shell Program Options

root command line
system admin
port admin

user port access menu, custom menus

Digi CM User Guide
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Introduction

This section includes information on adding and configuring PC cards for the Digi CM unit. PC card

devices that can be added to the the Digi CM unit include a serial modem, compact-flash card,
wireless LAN card, and a network LAN card.

Compatible PC cards
All compact-flash cards work with the Digi CM unit, but not all serial modem, wireless LAN, or regular

LAN cards do. To see a list of compatible cards that have been tested with the Digi CM unit, visit the
Digi support site at digi.com/products/consoleservers/digicm#productsupport.

Add a compact-flash card

A PC card slot is located on the front panel of the Digi CM unit. The arrow in the following graphic
indicates the PC card slot.

PC card slot

Digi CM 32 shown
To install and configure the compact-flash card on the Digi CM unit, do the following.

1 Insertthe card into the PC card slot.

2 Access the web interface.

Initial setup is described in the Quick Start Guide included with the product packaging. A
copy of this document is also available online here.

3 Under the PC card heading click Configuration.

PC card configuration
Currently configured PC card

Card type .
PC card service

Naone

[ Configure the detected card |

Detected PC card

Card type : ATASIDE Fixed Disk Card

Model : TOSHIBA THNCFOG4MMA
MNewt PC card is detected.

[ Sawve to flash H Save & apply I[ Cancel ]

Always select the Stop card service button and Save & apply before removing the PC card.

Digi CM User Guide 28


https://www.digi.com/resources/documentation/DigiDocs/pdfs/90000300-88.pdf

Install and configure PC cards Add a network card

4 Click Configure the detected card.

The following fields appear on the configuration page:

ATA/IDE Fixed Disk Card configuration

Total data size to be used - Enter the amount of memory you want to assign to the compact-
flash card for configuration files.

Delete all files in ATA/IDE Fixed Disk Card - Select the Delete button to clear the compact-flash
card of all files.

Format ATA/IDE Fixed Disk Card - The options are EXT2 or FAT formats. Select the format option
and then select the Format button.

PC card configuration

Currently configured PC card

Card type : ATAJIDE Fixed Disk Card
Model : TOSHIBA THNCF256MMA,
Size : 256 MB

File system : vfat

ATASIDE Fixed Disk Card configuration

Total data size to be used (0~237 MB) : :237

Delete all files in ATA/IDE Fixed Disk Card :
Format ATA/IDE Fixed Disk Card : ExT2 v

PC card service

[ Stop card service ]

Savetoflash || Save&apply || Cancel |
5 Enterthe appropriate parameters on the configuration page.

6 Click Save to flash or Save & apply.

Add a network card

To install and configure a network card on the Digi CM unit, do the following.
1 Insert the card into the PC slot.

2 Access the web interface.

Initial setup is described in the Quick Start Guide included with the product packaging. A
copy of this document is also available online here.

3 Under the PC card heading, click Configuration.
The card is automatically discovered and a configuration menu is displayed.

4 Enter the appropriate parameters in the configuration menu.
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Install and configure PC cards Add a wireless LAN card

PC card configuration

Currently configured PC card

Card type : MNetwork Card
Model : corega K.K. corega FEtherIl PCC-TxD

MNetwork configuration
IP mode : DHCP »
IP address @
Subnet mask :

Default gateway :

Primary DNS : 204.221.114.1
Secondary DMS 168.126.63.2
PC card service

[ Stop card service

[ Sawve to flash H Sawve & apply H Cancel ]

5 Click Save & apply.

If DHCP is active the IP address will appear after the configuration is saved and applied.

Add a wireless LAN card
To install and configure a wireless LAN card on the Digi CM unit, do the following.
1 Insert the card into the PC slot.
2 Access the web interface.

Initial setup is described in the Quick Start Guide included with the product packaging. A
copy of this document is also available online here.

3 Under the PC card heading, click Configuration.

The card is automatically discovered and a configuration menu is displayed.

PC card configuration

Currently configured PC card

Card type : MNone
PC card service

[ Configure the detected card ]

Detected PC card

Card type : Wireless Metwork Card

Cisco Systems 350 Series Wireless LAN
Model :

Adapter

New PC card is detected.

[ Sawve to flash H Sawve & apply H Cancel ]

4 Click Configure the detected card.

5 Enter the appropriate parameters in the configuration menu.
WEP is the acronym for Wired Equivalent Privacy and is a security protocol for wireless LANs
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using encryption to protect data transfers. If you are unsure of the settings for the wireless card,
see your network administrator.

SSID - Set Service Identifier and is the name of the wireless LAN network
Use WEP key - Enable or disable the WEP key

WEP mode - Encrypted or unencrypted

WEP key length - The options are 40 or 128 bits if the WEP key is enabled

WEP key string - Refer to the wireless network administrator for the wireless encryption key
string

Currently configured PC card

Card type : Wireless Metwork Card

Cisco Systems 350 Series Wireless LAN
Model :

Adapter

MNetwork configuration

IP mode : IDHCP 'l

IP address : [192.165.1.254
Subnet mask : |255.255.255.0
Default gateway : |192.188.1.1
Primary DNS : 192.168.1.1
Secondary DMS 0.0.0.0

Reuse old IP at bootup time on DHCP failure : |Disahle =

Wireless netwaork card configuration

551D ftest
Use WEP key : Enahle =

WEP mode : IEncrypt 'l
WEP key length : |128 hits 'l

WEP key string : st

PC card service

Canfigurethe detected card | Stop card service |

Sawve to flash | Sawve & apply | Cancell

6 Click Save to flash.

Add a serial modem

The modem must first be inserted and installed on your system before it can be used. To configure
the modem do the following:

1 Accessthe web interface.

Initial setup is described in the Quick Start Guide included with the product packaging. A
copy of this document is also available online here.

2 From the menu click Configuration under the PC card heading.

The card is automatically discovered and a configuration menu is displayed.
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PC card configuration

Currently configured PC card

Card type :
PC card service

[ Configure the detected card ]

Detected PC card
Card type :
Model :
New PC card is detected.

MNone

Serial Modem Card
Zoom PCMCIAWOZ DataFax

[ Sawve to flash H Sawve & apply H Cancel ]

3 Click Configure the detected card.

PC card configuration

Currently configured PC card

Card type :
Model :

Serial Modern Card configuration

Init string :

Inactivity timeout (1-3600 sec, 0 for
unlimited) :

PC card service

Serial Modemn Card Serial Modem Card
Zoom PCMCIAWOZ DataFax

qlels0=2
i

Stop card service

Detected PC card
Card type :
Model :

Serial Modem Card
Zoom PCMCIAWOZ DataFax

Card service is successfully configured. Save the PC card service configurations.

[ Sawve to flash H Sawve & apply H Cancel ]

4 Edit any appropriate parameters and Click Save & apply.
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Configure system logging
Configure port logging
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Introduction

The Digi CM unit provides four options for saving system and port logs:

?
?
?

?

A syslog server
An NFS server
A compact-flash card

The Digi CM unit ’s memory

When memory is selected as the storage location, log files are saved to volatile memory, meaning
files are lost when the power is turned off. To use a syslog server, an NFS server, or a compact-flash
card, you must first enable the devices and enter the required information. Compact-flash cards
must be installed before they can be enabled and configured for logging purposes.

System logs track events such as logins, authentication failures, system configuration changes, and
more. Port logs, on the other hand, document the data flow through the serial ports. This chapter
outlines locations for viewing the system and port logs.

System status & log

For basic system information click System status & log. The parameters for the system status are
described in the following list.

System Information

Model No. - Identification of Digi device

Serial No. - Serial number of product

F/W Rev. - Revision number of firmware

B/L Ver. - Bootloader version

MAC address - MAC address of Digi device

Uptime - Amount of time since last reboot

Current time - Time based on time set for Digi device
System logging - Status of system logging either Enabled or Disabled
Send system log by email - Condition for notification:
PC card type - Description of PC card if configured

PC card model - Model of PC card if configured

Power status - Dual power (1 - Normal, 2 - Normal)

IP Information

IP mode - Method for setting IP address either Static, DHCP, PPPoE, or Disable
IP expiration - When the IP address will expire

IP address - Actual IP address

Subnet mask - Address of the Subnet mask

Gateway - Address of the Gateway

Receive/Transmit errors - Number of errors from receiving or transmitting
Primary DNS - IP address of the primary DNS

Secondary DNS - IP address of the secondary DNS
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Enable the log storage location

Enable an NFS server

You can save log data to an NFS server, but the NFS server must be configured with read and write
privileges. To use an NFS server, you must specify the NFS server’s IP address and its mounting path.
Encrypted NFS is using a SSH connection to tunnel all data. To enable the NFS server for port or
system logging, do the following:

1 Accessthe web interface.

Initial setup is described in the Quick Start Guide included with the product packaging. A
copy of this document is also available online here.

2 Under the Network heading, Click NFS server configuration.
NFS service - Enabled or disabled.
Primary NFS server name - P address of NFS server or
Mounting path on primary NFS server - Directory to primary NFS server
Primary NFS timeout - Interval in seconds before timeout (5-3600)

Primary NFS mount retrying interval - Interval in second between attempts to connect (5-
3600)

Enable/Disable encrypted primary NFS server - If server supports encrypted NFS server
Encrypted primary NFS server user - User name of server

Encryped primary NFS server password - Password

Secondary NFS service - Enabled or Disabled

Secondary NFS server name - Name of server

Mounting path on secondary NFS server - Directory to server

Secondary NFS timeout (sec, 5-3600) - Timeout in seconds

Secondary NFS mount retrying interval (sec, 5-3600) - Retry interval in seconds

Enable/Disable encrypted secondary NFS server - If secondary server supports encrypted NFS
server

Encrypted secondary NFS server user - User name
Encrypted secondary NFS server password - Password

Confirm secondary NFS server password - Repeat password
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3
4

5

NFS server configuration

NFS service : Enabled +
Primary NFS server name ; 192.168.200.100
Mounting path on primary NFS server ; /

Primary NFS timeout (sec, 5-3600) : 5

Primary NFS mount retrying interval (sec, 5- 5

3600) :

Enable/Disable encrypted primary NFS server : Enabled +
Encrypted primary NFS server user : Gilligan
Encrypted primary NFS server password : [TITTTTT)
Confirm primary NFS server password : ssesssse
Secondary NFS service : Disabled v

Secondary NFS server name :
Mounting path on secondary NFS server :

Secondary NFS timeout (sec, 5-3600) :

Secondary NFS mount retrying interval (sec, 5-
3600) :

Enable/Disable encrypted secondary NFS
server

EHEWDtEd seccmdary NFS server user :
Encrypted secondary NFS server password :

Confirm secondary NFS server password :

[ savetoflash |[ Saveapply || Cancel |
Choose Enabled.

Enter the IP address of the primary and secondary (if applicable) NFS server and the mounting
path of each.

Click Save & apply.

Alert for NFS server disconnect

You can also set up an email alert and/or an SNMP trap configuration for an NFS server disconnect.
To configure this feature, use this procedure.

1

2
3
4

Farther down the NFS Configuration screen, at the Email alert configuration, select Enable.
Enter the Title of email and the Recipient's email address.
For an SNMP trap configuration select Enable NFS disconnection trap.

Select Enable for Use global SNMP configuration, and enter the IP information for Trap receiver
settings.

Click Save & apply.
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Confirm secondary NFS server password :

[Email alert configuration]
Enable/Disable email alert for NFS
disconnection :

Title of email :

Recipient's email address :

[SNMP trap configuration]
Enable/Disable NFS disconnection trap :
Use global SNMP configuration :

Trap receiver settings :

Enable the log storage location

1P Address community version
[ Savetoflash || Save&apply || Cancel |
Enable SYSLOG server

To enable the Digi CM unit for system or port logging on a syslog server:

1 Accessthe web interface.

Initial setup is described in the Quick Start Guide included with the product packaging. A
copy of this document is also available online here.

2 Under the Network heading, click SYSLOG server configuration.

3 Choose Enable.

4 Enter the IP address of the primary and secondary (if applicable) syslog server, and select the
syslog facility from the drop down menu.

5 Click Save & apply.

SYSLOG server configuration

SYSLOG service :

Primary SYSLOG server IP address :
Secondary SYSLOG server IP address :
SYSLOG facility :

|Enab|ed vl

[192.168 200,100

[192.168 200,198

Local0 R4

Save to flash Sawve & apphy I Cancel

Enable a compact-flash card

The compact-flash card must be installed and configured on the Digi CM unit before it can be used
for system logging or storing the Digi CM unit’s configuration information. When storing log files to
an external flash card, the size of the available storage is dependent on both the size of the card and
the port counts of the Digi CM unit used. The maximum settings for log file sizes are listed in the
following table. See also Add a compact-flash card.
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Total flash card size | Digi CM | System log | Port log (per port)  Total memory used
32 8 4.6 3.1M 29M

16 4.6 1.53M
32 4.6 762K
48 4.6 500K
64 8 9.2 6.2M 58M
16 9.2 3.1M
32 9.2 1.53M
48 9.2 1.02M
128 8 18.4 12.3M 118M
16 18.4 6.2M
32 184 3.1M
48 18.4 2.0M
256 8 36.8 24.6M 236M
16 36.8 12.3M
32 36.8 6.2M
48 36.8 4.1M

Enable the Digi CM unit’s memory

The Digi CM unit ’s memory is already enabled for port logging and needs to be configured only for
system logs or port logs. When storing log files to the Digi CM unit’s local memory, a total of 3.5M is
available. The amount of memory per serial port is dependent on the port count of the Digi CM unit
used. The log file sizes shown in the following table are maximum settings. See also Configure
system logging.

Digi CM System log | Port log (per port) | Total memory used
8 3.5M

300K 400K
16 200K
32 100K
48 66K
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Configure system logging

To configure the Digi CM unit for system logging, do the following:

1 Access the web interface.

Initial setup is described in the Quick Start Guide included with the product packaging. A
copy of this document is also available online here.

2 Under System status & log, click System logging.
3 Choose Enabled for System logging and the log buffer size.

4 From the System log storage location, choose the location from the drop down menu. The
choices are dependent on what you have enabled and/or installed. The Digi CM unit ’s memory
choice is always available.

System logging - Enable or Disable

System log storage location - Memory or NFS server

System log to SYSLOG server - Enable to store system logs to a SYSLOG server
System log buffer size (KB, 300 max) - Log buffer size in KB

Automatic backup on mounting - This parameter defines the action taken if a NFS partition of a
CF card or NFS server is mounted or re-mounted.

® Enable: rename the existing log file by adding a -xx with xx being a incremented number.

¢ Disable: keep writing to the existing log file.
Send system log by Email
Number of log messages to send in an email (1-100) - Number of messages

System log recipient’s mail address - Email address for log recipient
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System logaing

System logging : 'Enable V:
System log storage location : Memory v
System log to SYSLOG server : Disable v
System log buffer size (KB, 300 max.) : 50
Automatic backup on mounting :

Send system log by Email ; _ Disable M|
Numhler of log messages to send a mail (1- I

100) :

System log recipient's mail address :

[ Save toflash ][ Save & apply ][Cancel]

System log :

01-01-1970 00:00:46 > Boot up System Start A
01-01-1970 00:00:46 = Start with DHCP IP by 10.5.16.39 -
01-01-1970 00:00:47 = NTP - Server connnection error

01-01-1970 00:01:19 > Web - LOCAL authentication for 'root' passed.
01-01-1970 00:06:34 = Web - LOCAL authentication for 'root' passed.
01-01-1970 00:05:26 > Port #8 LOCAL authentication for 'root’ passed.
01-01-1970 00:05:26 > Port #8 connected by 'root'(10.8.16.42)
01-01-1970 00:08:40 > Port #8 disconnected by 'root'(10.8.16.42)
01-01-1970 00:17:01 > Web - LOCAL authentication for ‘root’ passed.
01-01-1970 00:27:00 > Web - LOCAL authentication for 'root’ passed.
01-01-1970 00:28:30 > User 'root' logged on *pts/0' from *10,10.32.68"
01-01-1970 00:33:59 > Web - LOCAL authentication for 'root’ passed.

5 Choose to enable or disable email alerts and the number of log messages to send. The default
value is 5 seconds for the delay in log email messages.

| <

6 Enter the contact email address.

7 Click Save & apply.

View system logs

The system logs can be viewed from the web interface on the System logging page or from the
location where they have been saved. The following table lists the file locations of the system logs.

System Logfile

Log storage File location

Digi memory /tmp/logs

Compact-flash card /mnt/flash/logs

Syslog server must be viewed on the syslog server
NFS server /mnt/nfs/logs

Configure port logging

If a serial port is configured for console server mode, the port logging feature can be enabled. Port
logging allows you to save serial data to the memory of the Digi CM unit, a compact-flash card, a
syslog server, or to an NFS server. If the memory is used for port logging, all data is cleared when the
system’s power is turned off.
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You can also define alarm keywords for each serial port and send email alerts or SNMP traps to
enable unattended serial data monitoring. The following steps configure a serial port for port
logging in console server mode.

1 Access the web interface.

Initial setup is described in the Quick Start Guide included with the product packaging. A
copy of this document is also available online here.

2 Under the Serial port heading, click Configuration.
3 Choose All or the Individual port, and then Port logging.
4 Configure the settings:

Logging direction - Specify what to log:

e Server - only server output,

e User- only user output,

® Both with/without arrows - server and user output with/without directional arrows.

e Default: server output.
Security advice: When logging user output passwords will be saved into the log file!
Port log to SYSLOG server - Enable to store port logs to a SYSLOG server

Port logging filename - Options are to specify your own or use the port title for the port log
filename

Show last 10 lines of a log upon connect -Show previous last 10 lines of log when connecting to
this port

Strip the M from SYSLOG -For logging to a SYSLOG server, strip out all *M

Automatic backup on mounting - This parameter defines the action taken if a NFS partition of a
CF card is mounted or re-mounted.

® Enable: rename the existing log file by adding a -xx with xx being an incremented number.

¢ Disable: keep writing to the existing log file.
Monitoring interval -The frequency in seconds to update the port log

5 Click Save & apply.

When port logging is enabled, a Port Event Handling page is available to create alarm
keywords and send alerts. See Alerts and notifications for more information.
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Serial port parameters
Port logging
Port logging :
Logging direction :
Port log storage location :
Port log to SYSLOG server :
Port log buffer size (KB, 3150 max.)
Port logging filename :
(null as default file name[portXXdata])
Time stamp to port log :

Strip the ~M from SYSLOG :
Automatic backup on mounting :

Monitoring interval (sec, 5-3600) :

Show last 10 lines of a log upon connect :

Enable +

[ Server output v

Memon/ 4

Disahle v

50 }
Specify below v

[portldata }

Enable v

Enable v

5

[ Sawve to flash ][ Save & apply ][ Cancel ]

Port log :

[Clear] [ Refresh ]

Port IP filtering
Authentication
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View port logs

The port logs can be viewed from the web interface on the Port logging page or from the location
where they have been saved. The following table lists the file locations of the system logs.

Port logfile

Log storage File location

Digi memory /tmp/port#data

Compact-flash card /mnt/flash/port#data

Syslog server must be viewed from the syslog server
NFS server /mnt/nfs/port#data

To view the port logs on the NFS server for port number 5, enter the following command:
more /mnt/nfs/port5data

Partial logfiles can also be viewed on the web interface by going to Serial port > Configuration >
select a port # you want to view > Port logging.
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Introduction

Enable and disable the ports

RealPort support

Resetting ports

Port title

Configure Automatic Device Recognition
Apply all ports settings

Host mode configuration

Configure host mode

Supported protocols

Serial port parameters

DTR behavior

Specialty Use of Port -When Data is Processed in Chunks
Remote ports
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Introduction

This section provides information on configuring serial ports. Key port configuration attributes
include whether or not the port is enabled or disabled, the host mode, which defines a type of
communication between the port and a remote host, the protocol, authentication, user access
restrictions, and serial communication attributes. It also covers remote port support.

Enable and disable the ports
All serial ports may be enabled or disabled individually or as a group from the web interface.
1 Click Serial port > Configuration > Port number or all
2 Select Enable or Disable from the drop down menu.

3 Click Save to flash and continue with other configurations or click Save & apply.

Serial port configuration - 1 : Port Title #1 — Move to — v

Enable/Disable this port

Enable/Disable this port : Enable
RealPort support : [Dicbi:
[ Save to flash ][ Save & apply H Cancel ]
Reset this port: :
Set this port as factory default : Set

Port title

Apply all ports settings
Host mode configuration
Serial port parameters
Port logging

Port IP filtering
Authentication

User access control
Alert configuration

RealPort support

RealPort software provides a virtual connection to serial devices, no matter where they reside on the
network. The software is installed directly on the host and allows applications to talk to devices
across a network as though the devices were directly attached to the host. In actuality, the devices
are connected to a Digi device server or terminal server somewhere on the network.

RealPort is unique among COM port re-directors because it is the only implementation that allows
multiple connections to multiple ports over a single TCP/IP connection. Other implementations
require a separate TCP/IP connection for each serial port. Unique features also include full hardware
and software flow control, as well as tunable latency and throughput.

When you use RealPort (configured on a per port basis) the Digi CM unit functionality is unavailable.
That is to say that the Digi CM unit can be used for console management or for RealPort COM re-
direction but not both. An example of RealPort use would be remote kernal debugging of Microsoft
Windows Servers. To enable RealPort use the following procedure.

RealPort does not support authentication and user rights are not validated.

1 To enable RealPort click Serial port > Configuration > Port number.
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2 Select Enable this port from the drop down menu.
3 Select Enable RealPort support from the drop down menu.

4 Click Save to flash and continue with other configurations or click Save & apply.

Serial port configuration - 1 : Port Title #1 — Move to — v

Enable/Disable this port

Enable/Disable this port : Enable +
RealPort support : v
[ Save to flash ] [ Save & apply l [ Cancel ]

Reset this port

Set this port as factory default :

Port title

Apply all ports settings
Host mode configuration
Serial port parameters
Port logging

Port IP filtering
Authentication

User access control
Alert configuration

Resetting ports

The Digi CM unit allows you to restart all processes associated with a port and to disconnect all
sessions.

To reset an individual port:
1 Click Serial port> Configuration > Port number.

2 Click Reset this port: Reset.

Reset individual port settings
Individual ports can be reverted to factory defaults.
1 Click Serial port> Configuration > Port number.

2 Click Set this port as factory default: Set.

Port title

The Digi CM unit offers multiple ways to configure the port title; both manually and automatically.
The default is set to “Port Title # xx” with xx being the port-number.

Automatic Device Recognition allows the Digi CM unit to evaluate the attached devices and populate
the port title. Additionally the Digi CM unit can generate a SNMP trap or send an email in case the
response of the device changes or it stops responding.
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If Active detect is selected, a configurable probe string (carriage return =0x0d by default) is sent to
the console port and the response is saved to a file at /var/run/systemrep_raw.portxx with xx being
the port number.

This file is parsed using a script /tmp/cnf/active_detect and the operating system and device name
are written to files: /var/run/HostnamePortxx and /var/run/OSPortxx.

The commands to parse the system response are user customizable, so if a device is not recognized
immediately by the Digi CM unit, add a rule to the file.

If Passive detect is selected, no probe string is sent to the attached device but the port buffer is
analyzed.

The script /tmp/cnf/passive_detect is executed and the results are saved to files: /var/run/
HostnamePortxx and /var/run/OSPortxx.

After editing the scripts as either active_detect or passive_detect, save them to flash using the
saveconf command so they are not lost after a reboot.

Configure Automatic Device Recognition

Configure a serial port for Automatic Device Recognition.

1 Accessthe web interface.

Initial setup is described in the Quick Start Guide included with the product packaging. A
copy of this document is also available online here.

2 Under the Serial Port heading, Click Configuration.
3 ChooseAll or an Individual port > Serial port parameters.

4 Edit the fields as they apply to your configuration.
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Serial port configuration - 1: Port T

Configure Automatic Device Recognition

itle #1

Enable/Disable this port
Port title
Automatic detection @
Use detected port title :
Port title :
Probe string :

Detected 0OS .
Device detection method :

Detection initiation :

Detection delay :

Save to flash | Save & apply

Enahle =
abl

o

]

m
4

I

Il ‘ort Title #1
[wx0D

IAdive vl

| Periodically j
every [5 minutes

| Cancel I

Apply all ports settings
Host mode configuration
Serial port parameters
Port logaing

Port event handling
Port IP filtering
Authentication

User access control
Alert configuration

Automatic detection - Enable or

disable automatic detection of devices

Use detected port title - Enable if you want the Digi CM unit to automatically use the results of
the detection mechanism to populate the port title. Disable if you want the default port title. If
you choose Disable, you can still use the alarm feature.

Port title - Manually entered or automatically populated title of the port.

The Digi CM unit allows access to a port by using only the number of the port title, making it
unnecessary to know the serial port number.

The default is set to “Port Title xx’

Probe string - The probe string is

" with xx being the port number.

an ASCII string that is sent to the device.

Special characters are coded in hexadecimal values like:

CR

LF

ESC

Examples are:
Parse string
root\x0d\x0a
\x1Btest\x0d
\x1B test\x0d
\x1b\x20test\x0D

Digi CM User Guide
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output

root<CR><LF>
<ESC>test<CR>
<ESC><Space>test<CR>
<ESC><Space>test<CR>
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Apply all ports settings

\X1B\x20\x74\x65\x73\x74\x0d = <ESC><Space>test<CR>
Detected OS - Displays the result of the Active or Passive detection process.

Device detection method - If Active is selected a probe string is periodically sent to the device
and the response is analyzed. If Passive is selected, the port logging is parsed to determine the
device name and the OS.

Detection initiation - Active only if automatic detection is Enabled. Periodically or If new device
is detected are the choices in the drop down menu. If Periodically is selected, the probe string is
sent once every n minutes to the device while no connection is active to the serial port. When a
new device is detected is selected, the probe string is only sent if a change on the DSR signal on
the serial port is detected. Normally a device will activate the DSR signal if the serial port
becomes active.

Detection delay - The delay before the first active detect process is started and between active
detections.

Click Save & apply.

Apply all ports settings

The Digi CM unit supports managing all ports simultaneously. If changes are made to the page “all
ports”, they are automatically applied to all ports. You can choose to exclude ports from this feature.

To enable/disable this feature for a port:

1

i A W N

Access the web interface.

Initial setup is described in the Quick Start Guide included with the product packaging. A
copy of this document is also available online here.

Under the Serial Port heading, click Configuration.
Choose an individual port > Apply Port Settings.
Select Enable or Disable from the drop down menu.

Click Save to flash and continue with other configurations or click Save & apply.

When changing a parameter for all ports, all settings of the complete page are applied to all
ports.
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Serial port configuration - 4 : Port Title #4

Enable/Disable this port
Port title
Apply all ports settings

Apply all ports settings ¢

— Moveto—

Enable

[ Save to flash H Save & apply H Cance\J

Host mode configuration
Serial port parameters
Port logging

Port event handling

Port IP filtering
Authentication

User access control

alert configuration

Power control configuration

Host mode configuration

Host mode configuration

The Digi CM unit provides four modes of communication between serial devices and remote hosts.
Console server, terminal server, dial-in modem, and dial-in terminal server. These are described in

the following sections.

Console server mode

Configuring a serial port as a console server creates a TCP socket on the Digi CM unit that listens for
a Telnet or SSH client connection. When you connect to the TCP socket, you have access to the
device attached to the serial port as though the device were connected directly to the network.
RawTCP is also supported with the Console Server Mode.

serial

Connection request

Terminal server mode

In terminal server mode, the Digi CM unit’s serial port is configured to wait for data from the device
connected to the port. If data is detected, the Digi CM unit starts a TCP session as a Telnet or SSH
client to a pre-defined server. The server must be defined by you before the port can be configured
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for a Telnet or SSH client. This mode is used when you want to access servers on the network from a
serial terminal. RawTCP is also supported with the Terminal Server Mode.

N ’ Connection request
terminals "<
§ I
g

serial

- — e O OAR
— : i —_—

Network (Ethernet) I

\

W

Server

Dial-In modem mode

In this mode, the Digi CM unit assumes an external modem is attached to the serial port and is
waiting for a dial-in connection from a remote site. When a user dials-in using a terminal
application, the Digi CM unit accepts the connection and displays the appropriate prompt or menu
for you that logged in. Example: User 'root’ would see the command line interface (CLI), whereas the
user ’admin’ would see the config menu or CLI depending on the shell for that user.

Connection request

/—\

serial
—— PSTN —_—
\\/,
Modem % PC

= PC Modem
- | Card
Network (Ethernet) |

5

L~

PC

Dial-In terminal server

Dial-in terminal server mode is a combination of the terminal server mode and the dial-in modem
mode. In the dial-in terminal server mode, the Digi CM unit assumes the serial port is connected to
an external modem and is waiting for a dial-in connection from a remote site. When you dial-in using
terminal applications, the Digi CM unit accepts the connection as a Telnet or SSH client to a pre-
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defined server. This mode is most frequently used when you want to use modems to access servers

on a network.

Connection request

T~ R ‘
s
Modem BaTN
X \ terminal
Modem / 5 ‘
p Y

terminal

......

Configure host mode

To configure a serial port for host mode, enter the values in the applicable fields. To access the Host
mode configuration screen, do the following:

1 Accessthe web interface.

Initial setup is described in the Quick Start Guide included with the product packaging. A
copy of this document is also available online here.

2 Under the Serial Port heading, click Configuration.

3 Choose Allor an Individual port > Host mode configuration.

4 Fillin the highlighted fields as they apply to your configuration.

Host mode - The options are console server mode, terminal server mode, dial-in modem mode,
and dial-in terminal server mode.
Type of console server - The options are MS SAC - English and MS SAC - International which you

use to provide a graphic user interface to the Windows Server 2003 Special Administration
Console (see Microsoft SAC support) and Other, which you use in all other cases.

Rackable Systems Mgmt Card - Enable to use Rackable Management card.

Enable/Disable assigned IP - Determines whether an IP address will be assigned to the port.

The default is Disabled.

Assigned IP - Also known as alternate IP, this field assigns an IP address to the port, enabling you
to Telnet directly to the serial port using an IP address (without having to specify a TCP port).
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5

Supported protocols

Serial port configuration - All ports : Port Title — Mowve to — ~
Enable/Disable this port
Port title
Host mode configuration
Host mode : Console server v
Type of console server : Other v
Rackable Systems Mgmt Card : .Disable v/
EnablefDisable assigned IP : Disahle
Assigned 1P :
Listening TCP port (1024-65535) : 001
Protocol : S8H A
Inactivity timeout (1-2600 sec, 0 for
unlimited) : 100
Enable/Disable port escape sequence : Enahle
Port escape sequence Ctrl- |2
Port break sequence : “hreak
Use comment : No
Quick connect via : Web applet v
Web applet encoding : English (latin1) -
[ Save to flash ] [ Sawve & apply ] [ Cancel ]
Serial port parameters
Port logging
Port IP filtering
Authentication
User access control
Alert configuration

Listening TCP port - This is the TCP port you will specify when connecting directly to the port
using Telnet or SSH.

Protocol - The options are SSH, RawTCP, and Telnet.

Inactivity timeout - In seconds, the time set for inactivity to trigger an action. Setting the timeout
to 0 (zero) means no timeout.

Enable/Disable port escape sequence - Allows the port escape sequence to function.
Port escape sequence - The key combination to initiate port escape.
Port break sequence - The sequence of characters that sends a break character to a device.

Use comment - Determines whether a port user is prompted to add a comment each time the
portis accessed.

Quick connect via - Determines method for connecting to a port when in console server mode.
Available with Telnet.

Web applet encoding - Supported languages for Java terminal.

Click Save & apply.

Supported protocols

In configuring a serial port, you have three protocol options. The three protocols available are:
RawTCP, SSH, and Telnet. Choose SSH as the protocol when logging in from an SSH client program
to access a port. Choose RawTCP when connecting directly to a TCP socket. Choose Telnet when
logging in from a Telnet client program and accessing the ports. Use the Host mode configuration
page in the web interface to select the correct protocol.
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Serial port parameters

In attaching a serial device to the Digi CM unit’s serial port, the port parameters must match. The
serial ports by default are enabled, meaning you have full access to the port. To configure the port
parameters for the Digi CM unit, do the following:

1 Access the web interface.

Initial setup is described in the Quick Start Guide included with the product packaging. A
copy of this document is also available online here.

2 Under the Serial Port heading, Click Configuration.

3 ChooseAll or an Individual port > Serial port parameters.

4 Fillin the serial port parameters. The following are the defaults: bps=9600, data bits=8,
parity=none, stop bits=1, flow control=none, and DTR behavior=High when open.

Serial port configuration - All ports : Port Title

Enable,/Disable this port
Part titls

Host mode configuration
Serial port parameters

Type : R5232

Baud rate 9600 =

Data bits 8 hits ¥

Parity : m

Stop bits m

Flow contral @ m

HTR b=havior - [Highwhen cpen =]
Sawe to flash Sawve & apphy | Cancel ‘

Port Iogging

Part 10 filtaring
Aurhentication
user aceess contral
alert configuration

5 Click Save & apply.

DTR behavior

DTR can be set on the serial port to one of three settings: always high, always low, or High when
open. Setting the DTR to High when open keeps the DTR high if a TCP connection is established. The
DTR setting cannot be set by you when the host mode is configured for dial-in modem or dial-in
terminal server mode.

Inter-character timeout

This setting is only available when the host mode protocol is set for RawTCP. The parameter sets the
time value for the Digi CM unit to transfer data stored in the buffer. The Digi CM unit transfers data
when the buffer is full using the TCP/IP protocol. However, if it is not full, the Digi CM unit will also
transfer data dependent on the timeout value selected.

Specialty Use of Port -When Data is Processed in Chunks

Some applications are written to process only chunks of data rather than continuous streams of
data. The Digi CM unit supports “chunking” holding back data from the serial device to the
application on the network until it detects a delimiter - at which point it sends the data to the
application.
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To configure a port for this mode:

1

2
3
4
5

Open a web connection to the Digi CM unit.

Click Serial Port > Configuration.

Select All ports to configure.
Click Host Mode configuration.

Select Serial port parameters

Serial port configuration - All ports : Port Title

Enable/Disable this port
Port title

Host mode configuration
Serial port parameters

Type :

Baud rate :

Data bits :

Parity :

Stop bits :

Flow control :

DTR behavior :
Enable/Disable delimiter :
Delimiter :

Delimiter option :

Inter character time-out (100-10000 msec) :

R5232
19200 ~

Shits v

MNone v

1hit v

None v

High when open v|
Disable v

100

[ Save to flash ][ Save & apply J [ Cancel I

Port logging

Port IP filtering
Authentication
User access control
Alert configuration

— Move to —

6 Configure the delimiter and supporting settings. Descriptions of the options follow.

Enable/Disable delimiter - Allows delimiter to function.

Remote ports

Delimiter - Define the sequence that should be received before forwarding the data to the

application

Delimiter option - with delimiters - sends the delimiter as part of the data to the application
without delimiters - remove the delimiter before sending the data to the application

Inter character time-out timeout - In msec (1-10000) If no delimiter is detected the data is
delivered after this timeout has elapsed.

Remote ports

The Digi CM unit supports remote ports. Remote ports are any type of port that can be accessed
using Telnet or SSH protocol. Types of ports include ports that are provided using PortServer
Terminals Servers or Sun ILOM ports. This feature establishes the Digi CM unit as the central access
system for any kind of text based out-of-band management. Using the Digi CM unit as a central
access system has multiple advantages:

?

?

Central point of access

Central user authentication

? Capturing of every user transaction on the remote system
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? Keyword monitoring and alarm while connection is up

Configure remote ports

To configure a remote port use the following procedure.

Access the Digi CM unit’s web interface.

Under the Serial Port heading click Configuration.

Scroll down the page to the section called Remote port configuration.
Enter the port title and click Add.

A pop-up window will appear to confirm the action.

Click the port title to access the configuration menus.

Select Remote port parameters.

Enter the IP address, port number, and protocol to use.

O 0 ~N 6o uu A~ W N =

Confirm you selections by clicking Save & apply. A pop-up window will appear to confirm the
successful execution.

If you want to use a Digi PortServer TS 2 as remote device you would configure: IP address as
assigned, IP port 2001 for port 1 or 2002 for port 2 and telnet or 2501/ 2502 when using SSH
as protocol.

All other settings of the remote port are equivalent to the settings of a local serial port.

Access a remote port

You can connect to a remote port using the web, Telnet or SSH client. You can also use the port
access menu or a custom menu to simplify navigation

Web Access

Click Serial ports > Connection > Port number.

Remote ports are sorted below the physical serial ports as V1...
Telnet

Telnet to the IP and the port number (the specific port number is defined on the 'Host mode
configuration’ page.

telnet 143.191.3.9 7051
SSH to the port number

SSH to the IP and the port number (the specific port number is defined on the ’"Host mode
configuration’ page).

SSH to the port name

SSH to the IP and the port number (the specific port number is defined on the ’"Host mode
configuration’ page).

Ssh user-name:’t=port-title’@ip-Address
Ssh sunadmin:’t=Switch3level:@MainDigi

You can access a remote port just like any local port:
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- directly using the portnumber

The parameters of the remote port are equivalent to regular serial ports. Enter any additional
parameters for the remote and click Save & apply or Apply all changes.
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Introduction

The Digi CM unit can be configured for system alerts and notifications. It sends email messages
when the number of system log messages reaches a certain value or when an alarm message is
detected in the serial port data. The Digi CM unit uses SMTP (Simple Mail Transfer Protocol) for
sending the notifications. To use SMTP, the system administrator must configure a valid SMTP server
for sending the emails. The Digi CM unit supports three types of SMTP servers: SMTP server without
authentication, SMTP server with authentication, and POP before SMTP.

The Digi CM unit also supports SNMP (Simple Network Management Protocol), a protocol used to
manage a network and monitor devices on a network. System and port alerts can also be sent using
SNMP traps. The Digi CM unit supports both versions 1 and 2 of the SNMP protocol. The main
function of SNMP on the Digi CM unit is to allow a system administrator to query remote devices for
information.

PANIC ]

serial ®pANIC
P

Internet

«««««

Configuring SMTP alerts

Most SMTP servers check the sender’s email address with the host domain name to verify the
address as authentic. Consequently, when assigning an email address for the device email address,
any arbitrary username with the registered hostname may be used. An example is
username@company.com.

To configure the Digi CM unit for SMTP alerts, the following parameters are required:
SMTP server - Use either the hostname or the IP address.
Device mail address - Specify the sender’s email address for the log and alarm delivery.
SMTP mode - Specify the type of SMTP server to use.

Username and password - These fields are required for POP before SMTP and SMTP with
authentication servers.

To configure SMTP alerts on the Digi CM unit, do the following:

1 Access the web interface.
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Initial setup is described in the Quick Start Guide included with the product packaging. A
copy of this document is also available online here.

2 Under the Network heading, choose SMTP configuration.

3 Fillin the required fields. SMTP with authentication and POP before SMTP require usernames
and passwords.

4 Click Save & apply.

SMTP configuration

Primary SMTP server : Enable >

Primary SMTP server name : |5mlp.yuurcompaﬂy.cum

Primary SMTP mode : ISMTP—;|

Primary SMTP user name : |1:-' 1in

Primary SMTP password : |n-u

Confirm primary SMTP password : I-----

Secondary SMTP server : Im

Secondary SMTP server name : |

Secondary SMTP mode : Iﬁ

Secondary SMTP user name : |-‘ Arnir

Secondary SMTP password : |n-u

Confirm secondary SMTP passwaord |-u“

Device mail address : IcmE@yUurcumpany.cDm
Save fo flash I Save & apply | Cancel |

SNMP information

Applications such as NMS (Network Management System) or an SNMP browser can exchange
information with the Digi CM unit and control actions to the unit. The protocol functions defined for
SNMP includes GET, SET, GET-Next, GET-Bulk, and TRAP. Below are the definitions of the protocol
functions found in SNMP. Authentication, power on, and link up traps are supported.

Proool —— Fncin

GET Queries a device for more information

SET Makes changes to a device’s state

GET-Next After an initial GET query, goes to the next value
GET-Bulk Retrieves tables of information and security functions
TRAP Notifies a system administrator of a significant event

Traps

There are additional traps that can be set at the port level. The following table shows where the trap
is under Serial port > Configuration on the web interface, trap name, configure options, and the
trap functions. The MIBs for login traps can be found at http://ftp.digi.com/support/utilities/digicm/
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Alerts and notifications

Configure SNMP

Port access menu Port login trap
Alert configuration Port login trap
Alert configuration Device connection trap

Alert configuration  Active detection trap

Alert configuration Dial-in modem test trap

Port event handling  Keyword notification trap

Configure SNMP

Notify about any login action to the port access menu
(succeed and fail)

Notify about login to this specific port (succeed and fail)
(only available if host mode is set to "Console server")

Notify about a change of the DTR signal line (only available
if host mode is set to "Console server")

Notify about changes in the device's response to the probe
string (see also Web interface, only available if host mode
is set to "Console server")

Notify about modem test (succeed and fail) (only available
if host mode is set to "Dial-in modem")

Notify about the occurrence of a keyword in the port log
(only available if host mode is set to "Console server")

To configure the Digi CM unit for SNMP do the following:

1 Access the Digi CM unit’s web interface.

2 Under the Network heading, choose SNMP configuration.

3 Fillininformation for the MIB-II system objects section and choose Yes under EnableAuthenTrap.
The fields are described in the following section:

sysContact - Identity of the contact person managing the MIB-II system.

sysName - The name identifying the system. By convention, this is the fully qualified domain
name of the Digi CM unit. An example is: DigiPassport@companyname.com.

sysLocation - The physical location of the unit such as Room 264 or Engineering Lab.

sysService (Read only) - A series of values, separated by commas, indicating the set of services
the system provides. By default, the Digi CM unit only supports Application (7) service level.

EnablePowerOnTrap - Determines whether the SNMP agent generates a trap each time the Digi

CM unitis started.

EnableAuthenTrap - Indicates whether the SNMP agent process is permitted to generate

authentication failure traps.

EnableLinkUpTrap - Determines whether the SNMP agent generates a trap each time the

network connection comes up.

EnableLoginTrap - Determines whether the SNMP agent generates a trap for each login.

Trap values override all other configuration information, meaning all other authentication
failure traps can be disabled with this setting.

4 Enter Access control settings based on the following field descriptions:
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IP Address - Defines what applications can access the Digi CM unit’s SNMP agent to exchange
information and control actions. If no IP addresses are listed, any application can access the
SNMP agent.

Community - The options are public or private.
Permissions - The options are Read only or Read/Write.

5 Enter Trap receiver settings based on the following field descriptions:
IP Address - Enter the IP address of the device receiving the trap alerts.
Community - The options are public or private.

Version - Choose the SNMP version, either version 1 or version 2c.

| SNMP configuration |

MIB-II system objects

sysContact : |admin|5tratnr
sysName : |Dwg\ Ch
sysLocation : |my\ucati0n
sysService : "
EnablePowerOnTrap : m
EnableauthenTrap : ITSLI
EnableLinkUpTrap : m
EnableLoginTrap : [es =]
Access control settings (NMS)
1P Address Community Permission
192.166.100.101 [igiem [Feadonly =]
looo [oublic [Fead only =]
0.0.00 public Feadonly =
Trap receiver settings
IP Address Community \ersion
ooo [public v =
T —— T i
T — T 7=
Save to flash | Save & apply | Cancel |

6 Click Save & apply.

Manage the SNMP protocol

The Digi CM unit’s SNMP protocol can be managed using an NMS or SNMP browser. However, before
the NMS or SNMP browser can access the data, the Access control settings must list the IP address of
the host from which the browser is executed. See the preceding graphic for details.

Configure port event handling

Once an SMTP or SNMP server has been configured, it can be used to send port-related alerts and
notifications. The following describes how to configure a port for port event handling.

1 Accessthe web interface.

Initial setup is described in the Quick Start Guide included with the product packaging. A
copy of this document is also available online here.
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2 Choose Serial port > Configuration.
3 Choose a port to configure and then Port logging.

4 SelectEnable.

Serial port parameters

Port logging
Port logging : |Enable v
Logging direction : Server output ¥
Port log storage location : |Memory v
Port log to SYSLOG server : -Disable v
Port log buffer size (KB, 3150 max.) : 50
Port logging filename : | Specify below VI
(null as default file name[portXXdata]) \portidata
Time stamp to port log : Disable v
Show last 10 lines of a log upon connect : |Disable v

Strip the ~M from SYSLOG :
Automatic backup on mounting :

Monitoring interval (sec, S5-3600) : |5

[ Save to flash ] [ Save & apply ][ Cancel ]

Port log :
Y<Vtigi<

Port event handling
Port 1P filtering

5 Choose Save & apply.

6 Choose Port event handling.
The following page appears.
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Port event handling

Check Keyword # Keyword

No keyword list...Please, add new keyword,

Reaction

Configure port event handling

Title of SNMP trap :

Use global SNMP configuration :

SNMP trap receiver IP address :

SNMP trap community :

SNMP trap version :

Secondary SNMP trap receiver IP address :
Secondary SNMP trap community :

SNMP trap version :

[ Save to flash ][ Save & apply “ Cancel ]

Port. IP filtering
Authentication
User access control
Alert confiauration

Action on keyword : ® add O Edit O Remove
Keyword :

Case sensitive : Enable v

Email notification : | Disable v

Title of email : |

Recipient's email address : |

SNMP trap notification : Disable v

7 Select an action and enter the keyword for the port event handling.

8 Enable Email notification.

Itis assumed that SMTP is configured first. If not, see Configuring SMTP alerts.

9 Enter the title of the Email (subject line).
10 Enable or Disable Case sensitive.

11 Enter the Email recipient’s address.

12 Enable SNMP trap notification.

13 Enter the title of the trap.

14 Choose either to use the global SNMP settings by enabling "Use global SNMP configuration" or

specify special settings for this port.
15 Enter the IP address of the trap receiver.
16 Enter the SNMP community
17 Select the version.

18 Complete configuration and then choose Save & apply.

Key word is any text string that will trigger an alert when it traverses the serial port.
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Configure alerts for Automatic Device Recognition (ADR)

Before configuring the alerts for Automatic Device Recognition, be sure you have configured the port
for ADR as described in Configure Automatic Device Recognition.

1 Access the web interface.

Initial setup is described in the Quick Start Guide included with the product packaging. A
copy of this document is also available online here.

2 Under the Serial Port heading, Click Configuration.
3 ChooseAll or an Individual port > Alert Configuration.

4 Follow the Email Alert steps to configure the email alert or follow the SMTP Notification to

configure SMTP.
N = N
Enable "Email Alert for active detection"  Enable "Active detection trap"
Enter the Title of email Configure the trap receiver by one of the following
Enter Name and email address where the ~ "WO Ways:
email should be sent. Enter "Use global SNMP configuration" OR

Enter the IP address of the trap receiver, the SNMP
trap community and select the version

5 Complete configuration and choose Save & apply.
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User administration

Administer users
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Administer users

Required privileges

Only root and admin can administer users. The root user has unlimited administration privileges.
Admin can view and change all attributes except those that belong to the root user.

There are several ways to manage users. A user can be added, edited, or removed. Multiple users can
be managed in Groups or Access lists. The difference between Groups and Access lists are that
Groups are established in the operating system on the Digi CM unit and privileges are predefined
such as Root or Admin and are used most often for configuration. Access lists allow access to the
ports and are created by defining the privileges of the lists. Access Lists manage rights of multiple
users at the same time. Multiple users with the same rights are associated with an access list. This
allows the administrator to simplify the overall administrative process.

Procedure

1 Accessthe web interface.

Initial setup is described in the Quick Start Guide included with the product packaging. A
copy of this document is also available online here.

2 Under System administration, choose Users administration. The following screen appears.

User administration

User name : User group : All group hd
Current local users

O« Uszr name User graup Shell

1 Gilligan Port admin Configuration menu

0= Skipner System admin CLT

(] admin System admin Configuration menu

+ root Roat CLI
(e ] (E30) [(Femave

The username on the Digi CM unit is case sensitive.

3 Do one of the following:

Do the following...

Add a user 1. Click Add.

2. Fillinthe attribute fields. See the table that follows for information on
attribute fields.

3. Click Add.

Edit a user 1. Click on the username.

2. Fillinthe attribute fields. See the table that follows for information on
attribute fields.

3. Click Submit.
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User administration

Do the following...

Remove a user

Create an Access list

Administer users

1. Check the box that corresponds to the user you want to remove.
2. Click Remove.

3. Choose OK at the prompt.

1. Under System administration, click Access List.
2. Enter the name of the Access List and click Add.
3. Click on the access list name to add users

4. Add the users to the access list

Note: The name field in the Access list allows you to add users that are
not locally configured on the Digi CM unit but use a centralized
authentication method like RADIUS, LDAP etc.

To change the privileges of an Access list, see Change the privileges of an
access list.

User name :

Select group :
Password :
Confirm password :

Shell program :

Select SSH Version
S5SH public key file:

SSH public key authentication IDisabIed 'I

|Gilligan

|User vI
I
I

| Custom menu j

I Browse.. |

Add Cancel I

4 Click Apply Changes.

Add an Access List to the Digi CM Unit

1 Access the web interface of the Digi CM unit.

Initial setup is described in the Quick Start Guide included with the product packaging. A

copy of this document is also available online here.

2 Under System Configuration choose Access Lists.

3 Enter the access list name into the edit-box and click [ADD].

4 A pop-up windows will appear confirming the successful addition of an access list. Now you can
add users to the access list by:

5 Click the name of the access list; a configuration windows will open.

6 Addone user at a time to the list by:

a. Entering the name into the edit-box and clicking [ADD].

Digi CM User Guide

68


https://www.digi.com/resources/documentation/DigiDocs/pdfs/90000300-88.pdf

User administration Administer users

& Spelling is not verified against the local user database. This allows you to add
externally configured users that only exist in the RADISU, LDAP or other central
databases.

After an access list has been added to the system, port rights can be associated with it. See
Configure security and authentication.

The following table describes the user fields.

[Fed ____Joesciption

User name Name for the user, which must be between 3 and 29 characters and
cannot include colons (:), less than or greater than signs (<>),
ampersand (&), spaces, or quotation marks.

The at sign @ and period . are acceptable.

The username on the Digi CM unit is case sensitive.

Select group Group to which the user is assigned. Groups include Root, System
Admin, Port Admin and User. See User groups for more information

Password Password to assign to the user. This must conform to the rules
stipulated above for a user name.

Confirm password Confirms the password.

Shell program Interface presented to the user when he/she logs on to the system
from a Telnet or SSH connection.

SSH public key Alternative method of identifying yourself to a login server.

authentication More secure than just a password.

SSH public key to use Current public file key or create a new public file key

Select new SSH public key  SSH1 only supports one type of key
version SSH2 supports both RSA and DSA key types

Select new SSH public key Location for the SSH public key file
file
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Introduction

Configure network IP filtering

Configure User Access Control

Security Profile

Authentication

Configure authentication methods for port access
Configure authentication for the web server
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Introduction

The Digi CM unit provides four methods for controlling access to the network and the devices on the
network:

?

N N ) oY Y

Restricting or permitting IP filtering

This method allows or prevents users with specific IP addresses from accessing devices or serial
ports on the network. IP filtering can be permitted or restricted for all ports globally or per port.

Restricting or permitting specific users
You easily can add users to or remove them from a list of restricted or permitted users list.

Enabling sniff session access
This method allows multiple users to access a single port.

Using a central point (System administration > Security profile) where you establish security
parameters per network, port, or password.

The Digi CM unit supports several authentication methods, including:
Local

RADIUS

TACACS+

LDAP

Kerberos (The Kerberos module is not part of the normal firmware because of memory
constraints. You can download the module from digi.com and place onto /usr2/if required. To
copy files to /usr2/, use a scp tool such as WinSCP.)

Custom PAM. You can configure authentication so that a secondary method is attempted if the
primary method fails.

Configure network IP filtering

The Digi CM unit offers built-in firewall functionality to limit TCP/IP traffic to and from certain
networks, TCP ports, and interfaces. The functionality implemented is based on the Linux tool IP
tables.

The next scenario shows that access to the device connected to the Digi CM is allowed only on the .1
subnet. The device at 192.168.1.108 can access the device connected to the Digi CM because itis in
the range allowed by the IP Filter rule.
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Filter IP: 192.168.1.0
Filter Mask: 255.255.255.0

192.168.1.108 .
l serial

(il 192.168.5.10

2

N

I Internet

N
192.168.1.108

Itis also possible to enable or disable specific services of the Digi CM unit by creating IP Filtering
rules:

Telnet console (TCP/IP port 23)
SSH console (TCP/IP port 22)
Web configuration (TCP/IP port 80)

1P filtering

#['\J\:terface Option IP address/Mask Protocol Port Chain rule Action

17l %] [Normal ](0.00.0/0.00.0 [TcP w22 ||accepT v

2 [a_¥] Nomal ¥]00000000 [1ce 4 |AcceT vi[ Remove ]

3[all ¥|[Nomal ¥|/00000000 |Tce w]so  ||AccEPT v|[ Remove |

a|al ¥||Nomal ¥|0.000/0.0.0.0 |TCP v|23 |DROP v [ Remove |
lall ¥||Normal || [[Tce & | AccepT v [ Add

{ Save to flash ][ Save & apply ”Cancel l

The fields are described next:

Interface - The name of the network interface through which a packet is received. The name can
be one of these values:

ethO: the default Ethernet interface of the Digi CM unit

ethl: the secondary interface added by using a PC card or wireless card
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all: both interfaces

Option - Determines that the rule will be applied to the IP address/Mask specified or its inverse;
that is, the rule will be applied to all except those specified.

Normal: applied to the hosts that are included
Invert: applied to the hosts that are excluded

IP address/Mask - Specifies the host range by entering base host IP address followed by “/” and
subnet mask. The host range can be one of the following scenarios by changing the value:

® Only one host of a specific IP address

® Hosts on a specific subnet

® Any host
Spectegnotrngs —putiomat
Any host 0.0.0.0/0.0.0.0
192.168.1.120 192.168.1.120/255.255.255.255
192.168.1.1 ~ 192.168.1.254 192.168.1.0/255.255.255.0
192.168.0.1 ~ 192.168.255.254 192.168.0.0/255.255.0.0
192.168.1.1 ~ 192.168.1.126 192.168.1.0/255.255.255.128
192.168.1.129 ~ 192.168.1.254 192.168.1.128/255.255.255.128

Protocol - The protocol that is being accepted on or dropped from the port:
e TCP
e UDP

e |CMP

Port - ATCP/IP port on the Digi CM unit that other hosts try to access. You can specify either one
port, using a single value, or a range of ports in this form

: portl:port2

where

portl defines the lowest port and port2 the highest port.

Chain rule - Determines whether access from the hosts is allowed:
ACCEPT: Access allowed

DROP: Access not allowed

To add a new IP filtering rule, enter the values for the parameters and click the Add button on the
right side of the table.

To remove a rule, click the Remove button.

After you finish editing the table, save the settings to flash:
® To save your changes, use the Save to flash button.

® To save and apply your changes, use the Save & apply button.
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Be aware that you must apply the changes to make them active.

This screen shows five established IP rules.

IP filtering

# Interface  Option IP address/Mask Protocol Port Chain rule Action
1[all v|[Nomal v|[192.168.0.0/255 255.0.0 (TCP w22 |[AccEPT ¥
2[al ~|[inven v[19216800/25525500  |TcP v|[23 'DROP v [ Remove |
3[al ¥||[Nomal ¥[00.00/0000 (TcP w80 DROP v
a[all | Nomal v[1921681.0/2552552550 |[TCP v[80 |ACCEPT v
all  v|[Nomal v|[192.16820/2552552550 [ TcP [0 |ACCEPT | [ Add
[ Save to flash H Save & apply ” Cancel]

This table describes the rules.

[Rule |Descripton

Defines SSH access to the Digi CM unit (port 22).

#1

#2

#3

Allowable Hosts

7 The Normal option specifies that the rule applies to all addresses listed.

7 Therule says to Accept traffic from these addresses for Port 22.

Defines Telnet access to the Digi CM unit (port23).

? The Invert option specifies that the rule applies to all addresses except those listed.

7 Therule says to Drop traffic from all addresses not listed.

Define access to the Digi CM unit using HTTP (port 80).

? Rule 3 blocks all traffic.

? Rule 4 allows access from IP address 192.168.1.0.

? Rule 5 allows access from IP address 192.168.2.0.

Input format

Base Host IP Address Subnet mask

Any host

192.168.1.120

192.168.1.1-192.168.1.254 192.168.1.0
192.168.0.1 - 192.168.255.254 192.168.0.0
192.168.1.1-192.168.1.126 192.168.1.0

192.168.1.129 - 192.168.1.254
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Configure User Access Control

Another method for controlling access to the serial ports on the Digi CM unit is the User Access
Control configuration. You can set up this configuration either globally (using the All Ports option) or
per port.

It is not necessary to have users added to the system to assign rights. However, for the permissions
or restrictions to be enforced, the username must match exactly. The username is case sensitive,
and the application does not recognize misspellings.

To add users, click on "System administration > Users administration". For details about adding
users, see User administration.

Users do not need to be authenticated locally; they can be users on any configured
authentication server.

Using Access lists, you can add rights to a single user or to multiple users at the same time. In
addition, you can group multiple users and assign one, some, or all these rights:

? Port access rights
? Port monitor rights

? Power management rights to an access list.

For more information, see Create an Access list.

This scenario shows a configuration with a restricted user: Joe does not have access to the Sun
server, while Mike does.

@ Restricted Users:

SUN
server

Joe

[RE— g M 12

-

Network (Ethernet) I I
N ’ b ‘
J <
J oe Mik e

Your strategy for assigning rights to a port can include:

? Allowing <<Everyone>> access to a port and then restricting access to certain users -or-
? Specifying each individual user and their specific rights to a port.

? Adding a user to an established group (Access list) with preconfigured rights to a port.
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If you check <<Everyone>>, all users, whether they are configured locally or are using a remote
authentication (such as LDAP or Kerberos), have access to this port.

If you do not check <<Everyone>>, no users are allowed to access this port unless they are
individually listed.

When you enter usernames for access permissions or restrictions, you must enter the username
exactly as the username on the remote authentication server or configured locally. The username is
case-sensitive.

In the next example, three users are configured on the Digi CM unit: Jeff, Tim and Paul. To give Tim
and Paul read/write access and power access to this port, you could either:

? Grantrights to Paul and Tim
? Restrict Jeff’s rights

? Add users to an Access list (in this example. sun-users) found under System administration >
Access list. For more information, see Create an Access list.

Serial port configuration - All ports : Port Title — Move to— ~

Enable/Disable this port
Port title

Host mode configuration
Serial port parameters
Port logging

Port IP filtering
Authentication

User access control

User or Access list Accessl type Action
Port Monitor Pawer
<<EVeryones> O O
0
Tim O
O O
— Selectan access list— v O O
. Move to Access lists to edit access list.
Enable/Disable sniff mode : Disable v

Sniff session display mode :
Display data direction arrows :

Perrnit monitoring only mode :

Save to flash I [ Save & apply ] [ Cancel ]

Alert configuration

Configure user access privileges

To configure user access privileges:

1 Select Serial Port Configuration > All Ports (or Port #)
2 Click User access mode

3 Enter the users and their privileges, and click Add user.
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Restrict a user’s privileges

To restrict user access:

1 Under Port configuration > User access control
2 Enter privileges for <<Everyone>>.

3 Enterrestricted user’s name (Here it is Jeff).

4

Enter the privileges this user has. (Notice that <<Everyone>> has more access than Jeff does.)

Enable/Disable this port
Port title

Host mode configuration
Serial port parameters
Port logaing

Port IP filtering
Authentication

User access control

. Access type .
User or Access list - L Action
Port Monitor Power
<<Everyones>

- 0
| |
:—Seled an access list— |

Move to Access fists to edit access list,

<

Enable/Disable sniff mode : Disahle V:
Sniff session display mode :

Display data direction arrows :

Permit monitoring only mode

Savetoflash || Save&apply || Cancel |

dlert configuration

The usernames and passwords on the Digi CM unit are case-sensitive. Notice <<Everyone>>
has access to Port, Monitor, and Power, while Jeff has access to only Monitor, with no Port or
Power access.

Change the privileges of an access list

1 On the same screen shown in the previous procedure, select an access list from the drop-down
box.

2 Click the Add access button, and then click and the Save & apply button. When you add the
access list, it will include Paul and Tim.
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Access lists

#  Username
1 Jan
2 Kim
3 Paul

Tir

Access list name : | SUn-users |

Action
Remove
Remove

Remove

] Add

In this screen, the "sun-users" Access group has access to Port, Monitor, and Power, while any other
users (<<Everyone>>) do not have access.

Serial port configuration - all ports :

Enable/Disable this port
Port title

Host mode configuration
Senal port parameters
Port logging

Port IP filtering
Authentication

User access control

User or Access list

w<Everyones>

sSun-users

— Selectan access list— v

Enable/Disable sniff mode :
Sniff session display mode
Displlay data direction arrows :

Permit monitoring only mode

Port Title

Access :
.WDE Action
Fort Monitor Power
O O ]

@ @ [ Remove |

[+ Add uzer

@ © B[]

Move to Access lists to edit access list.

Disable |

Saveloflash || Save & apply

| [ Cancel

Alert configuration

Type of users

Only specific users have
access "Permitted Users"

All users have access
except for a few
"Restricted Users"

Sniff session

Access types How to permit or restrict

Access type is unchecked for
Everyone (meaning All other
users) does not have access

Everyone has access to
everything by checking the
access types. If an access type
is unchecked, all users are
restricted from that access

type.

By listing specific users and checking
the access types - (Permitting them
access)

By listing users and unchecking the
access type they are restricted from
using

A sniff session enables multiple users to access a single serial port for viewing the data stream.
Anyone who is registered for a sniff session can access a specific serial port — even if someone else is
using the port. The Digi CM unit supports multiple concurrent sniff sessions.
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serial /

i log in

5t |||IlI . port 3
i £ T

=

Sniff Session
II||I| (Read only access)

[l ol Internet
" Port 3

Network (Ethernet)

yort 3 -
L — #

>

Main Session
(Read/write access)

Sniff session mode has four options: disabled, input, output, and both. You configure the sniff
session modes per port from the serial port configuration page.

Enable/Disable sniff mode

? Disabled - No one can enter a sniff session after the first user logs on.

? Enabled - Allows all users with access the following options in sniff mode:
Sniff session display mode

? server output - View all data to a serial port from a remote connection

? userinput-View all data from a serial port to a remote connection

? both - See all data transmitted or received through a serial port

Display data direction arrows

? Enable/Disable - Displays arrows to indicate the direction of data to or from the server. When the

second user accesses the port, the global "Port escape menu" is displayed. See Port escape
menu.

Permit monitor only mode

? Enable: A user with “Monitor" permissions can only connect to the port in read only mode any
time.

7 Disable: A user with “Monitor" permissions can connect if a read/write user has a connection to

the port. A read-only session is automatically disconnected if the main user (read/write session)
disconnects from the port.

Security Profile

The Security Profile tab, available under System Administration > Security Profile, provides a
centralized access for enforcing site-appropriate, minimum security parameters on the CM. These
are the available control mechanisms:

? System Security
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? Password Security (Force heightened)

System security

? SNMP

The CM allows you to use Get and Set commands for easy remote configuration and monitoring. You
can configure Get and Set individually using the Network > SNMP Configuration interface.

This option gives you a simple method for globally disabling any SNMP queries. (Traps always can be
sent if they are configured). In the Default configuration, SNMP is disabled.

? Discovery (ADDP)

Enables/disables the discovery protocol. While this is convenient for initial discovery of units on the
network, this service is often disabled when the system is ready for production, unless the system is
deployed on a controlled LAN.

? Telnet

Disabled by default, this feature can be enabled afterward if the customer does not plan to use
network security.

? SSH

Usually remains enabled; in some environments, however, access is allowed only by a totally out-of-
band connection (hard-wired serial, dial-up modem, or both). In such situations, the Ethernet
connection is used only for reports and alerts.

? SSHv1

SSHv1 (Secure Shell Version 1). SSHv1 uses server and host keys to authenticate systems. This
service is disabled by default.

? HTTP

Enables/disables access to the Digi CM using the Web interface. By default, HTTP is redirected to
HTTPS.

? HTTPS

Enables/disables access to the Digi CM using the Web interface. This service is enabled by default. If,
however, the unit will be deployed outside a controlled LAN, HTTPS is often disabled to limit the
number of services available.

? All Ports
Enables/disables access to all ports using any protocol.
? Setall ports to

Specifies the protocol to be used on all ports. The default is Telnet.

? Stealth Mode

Makes the Digi CM “invisible” on the network and exposes only ports that are used to provide access.
In Stealth Mode, the CM does not reply to pings or traceroutes and does not respond to
communication attempts on unused TCP/UDP sockets.

Password security
To enhance password security, you can use these settings:

7 Minimum password length - Allows passwords that are 3 to 255 characters long; also allows
spaces in passwords
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? Maximum password age - Specified in days. To disable this setting, enter 0.

Enforce password complexity - Cannot include all or part of a user’s account name. Passwords
must be at least eight characters long. If you enable Minimum Password Length, passwords can
be 8-255 characters long and must include three of these four categories of characters:

e English uppercase characters (A-Z)

® English lowercase characters (a-z)

® Base 10 digits (0-9)

* Non-alphabetic characters (!, $, #, %, and so on)

? Enforce password history - Cannot reuse the last nine passwords

Security profile

System security
Level of security : O custom @ Standard O Secure
SMNMP (getfset) :
Discovery (ADDP) :
Telnet :
SSH :
SSH V1 :
HTTP :
HTTPS :
All ports -
Set all ports to -

Stealth mode :

[ Save toflash ” Save & apply H Cancel I

Password security

Authentication
The Digi CM unit supports multiple methods of user authentication, including local, TACACS+,

RADIUS, RADIUS Down-Local, LDAP, Kerberos, and Custom PAM. The authentication protocolyou use
depends on your environment.
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4. Access granted

> AT

1.Connection request

—

Y
2. Query
User ID

N. <
o

~ =
= =

PC 3. Accept
W User ID

M

Authentication
server

Configure authentication methods for port access

You can choose between having a single authentication method, such as RADIUS, or an
authentication method where a Local authentication service is used in addition to the RADIUS,
LDAP, TACACS+ server, or Kerberos. These options are listed when you configure the Digi CM unit for
authentication. To configure the Digi CM unit for authentication, do the following:

1 Access the web interface.

Initial setup is described in the Quick Start Guide included with the product packaging. A
copy of this document is also available online here.

2 Under the Serial port heading, choose Configuration.
3 ChooseAll or an Individual port > Authentication.

4 From the drop-down menu, choose an authentication method. A configuration screen for the
authentication method you choose is displayed. This figure displays the options for setting up a
RADIUS server as the primary authentication server and Local authentication if the primary
authentication method fails.

Authentication

Authentication method : |FU-\DIUS servar - Local ;l
First RADIUS authentication server : |

Second RADIUS authentication server : |

First RADIUS accounting server : |

Second RADIUS accounting server : |

RADIUS timeout (0-300 sec.) : [10

RADIUS secret : [

RADIUS retries (0-50 times) : [3
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Configure security and authentication Configure authentication for the web server
Remote authentication to Port access menu can be obtained from Serial port >
Configuration > Port access Menu

5 Fillin the applicable fields.
6 Choose Save & apply changes.

Configure authentication for the web server
1 Accessthe web interface.

Initial setup is described in the Quick Start Guide included with the product packaging. A
copy of this document is also available online here.

2 Choose Network > Web server configuration.This screen opens.

Web server configuration

Web page refresh rate for statistics data display 10 —
(0-1800, 0 for no refresh) :
Logln%meout (0-1440, 0 for unlimited) : 60 minutes
Authentication method : Local v
Eliminate root access : Disable v
Serial ports count on connection page (16-90) : 50
Web applet option : Built-in with SSH2
HTTP port : 80
HTTPS port : 443

[ Save fo flash ] [ Save & apply ] [ Cancel ]

3 Choose an authentication method and then Save & apply.

When you are using remote authentication for the web server, such as RADIUS, RADIUS Down-local,
TACACS+, LDAP, Kerberos, or Custom PAM, you must also be added to the local database. The user
password must be different from local authentication; otherwise, the CM will authenticate against
the local database instead of the remote one. For details, see User administration.

When your password is approved by the authentication server, the Digi CM unit uses the local
permission rights to provide access privileges for you to ports and the configuration.

LDAP authentication

The Digi CM unit supports authenticating against an LDAP-based database, including LDAP systems
running on Linux servers as well as Microsoft Active Directory together with the LDAP gateway ADAM
(Active Directory Application Mode).

If the Digi CM unit authenticates against an LDAP directory, all users must be configured in one
container. The Digi CM unit will extend the username using the LDAP search base and authenticate
the user.

In the next example, the domain is called dilbert.com, the LDAP serveris at 10.1.1.1, and all users
with access to the Digi CM unit are located in the container: USA Users
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Configure the LDAP authentication as shown here:

Authentication method: LDAP server

First LDAP Server 10.1.1.1

Second LDAP Server

LDAP search base: ou=users,ou=usa,dc=dilbert,dc=com
Domain name for active directory:

If your LDAP database resides on a Microsoft system you also have to configure the Domain name for
the active directory (dilbert.com in the above example).

Do not use this setting if you are using a non-Microsoft system as it changes the LDAP to comply with
Microsoft syntax.

Custom PAM module

The Digi CM unit supports custom PAM modules for remote authentication. This allows you to create
your own authentication schema or use any other third party PAM module. The module must o be
compiled for the Digi CM unit’s environment.

Digi offers an SDK for the Digi CM family.
To download the SDK, contact technical support at support.wizards@digi.com.
1 Place the custom PAM modules onto: /usr/2 on the Digi CM unit.

2 Use an scp client (like WinSCP) to copy data to the /usr2 directory, or download the ftp client for
the Digi CM unit from support.digi.com.

3 Make sure the module is flagged to be executable (chmod 755 ...)

To activate the custom PAM module it has to be configured in the custom file located in /etc/
pam.d

4 Create afile called: /etc/pam.d/custom and add these lines:

auth required /usr2/my_pam _auth.so
session required /usr2/my_pam_ auth.so

(with the my_pam_auth.so being the "custom pam" module’s name)

To keep this file permanently copy it to /usr2 and add a line to /usr2/rc.user.
Cp /usr2/custom /etc/pam.d/

Example of an rc.user file:

#!/bin/bash

#

# rc.user : Sample script file for running user programs at boot
time

#

#PATH=/bin:/usr/bin:/sbin:/usr/sbin

# Add shell command to execute from here

cp /usr2/custom /etc/pamd/

exit 0
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Introduction

The Digi CM unit has several default menus for easy configuration and access by different users.
Depending on access privileges, the menus available are the Web Interface, Configuration Menu, and
Port Access Menu. A Custom Menu feature for creating menus is also available through the web
interface.

The Custom Menu feature enables system administrators to create menus for specific users; in other
words, system administrators can create a customized interface to selected ports. Custom menus
can only be configured via the web however, they can only be accessed via the shell (command line).

Make custom menus

Before making custom menus, plan the kind of menus and menu items you want available to your
users. A good plan would include the following:

1 Add users to the system.

2 Create a menu name with sort and display features.
3 Add menuitems and submenus to the new menu.
4

Assign users to the menus.

Add users

You cannot assign users to a menu until you have added users to the system. To add users, do the
following:

1 Accessthe web interface.

Initial setup is described in the Quick Start Guide included with the product packaging. A
copy of this document is also available online here.

2 System administration > Users administration > Add

User administration
User name : User group : All group w

Current local users

s Lser name User group Shell

1 Gilligan Port admin Configuration menu

=z Skipper System admin CLI

= admin System admin Configuration menu
4 root Foot CLI

| Add | [ Edit || Remave |

3 Enter the User name and User group from the drop down menu. Select Custom menu from the
drop down menu for the Shell program.
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Make custom menus

User name :

Select group .

Password @

Confirm password

Shell program

SSH public key authentication
Select 55H Wersion

SSH public key file:

Maryann
User

[ 111 11]]]
........|
Custam menu
Disabled

W

4 Click Add to add the user.

5 Continue to add users as needed.

You do not need to Save to flash or Apply changes to add users.

Create menu names
To make a custom menu, do the following:

1 Access the web interface.

Initial setup is described in the Quick Start Guide included with the product packaging. A
copy of this document is also available online here.

N

Custom Menu > Configuration.

w

The menu is added.

(S

Enter the Menu Name to assign and click the Add Menu button.

Click the hyperlink to the menu you just created.

Custom Menu - Menu Name: command

Menu Configuration

Menu Title: |The Command Menu
Sort Items: |Ely Key 'I

Display Items: |Aut0matic 'l
| Save to flash I Ca.ncel‘

Menu Items

Submenus

6 Click Save & apply.

7 Repeat asrequired to create additional menus.

Digi CM User Guide
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Add menu items

Once you have defined a menu name and added users, you can then add menu items. To add menu
items, do the following:

1
2

Custom Menu > Configuration > Menu Name hyperlink for the menu you want to configure.

Choose Menu Items > Add Item.

The following screen appears.

Custom Menu - Menu Name: Master - Item Configuration

3

4
5

Key:|b = Label:l

© Create new submenu

Submenu Mame: I

@& Goto an existing submenu
Submenu Mame: I 'l
¢ Connect to serial port

Serial Port: |1 'l

¢ Connect to clustered serial part
Clustered Slave: I 'l

Serial Port: |1 'l

" Telnet to a remote host

Femote Host: I
Remote Port: |23

" 55H (Secure Shell) to a remote host

Femote Host: I
Femote User: I

¢ Execute a custom command

Custom Cormmand: I
Applyl Cancel |

Fill in the desired parameters. The parameters are:
Key - Assign any letter or number except a value already used by another menu item.
Label - Assign a label or name for the menu item.

Create new submenu - Assign a name for a new submenu that this menu item will be assigned
or linked to.

Go to existing submenu - Choose an existing submenu from the drop down menu that this
menu item will be assigned or linked to.

Connect to serial port - Connects you to a specified port.
Connect to clustered serial port - Connects you to a clustered port.
Telnet to a remote host - Enter a remote host’s IP address or hostname.

SSH (Secure Shell) to a remote host - Enter the hostname or IP address of a remote host and
the remote username.

Execute a custom command - Enter a customized command that is any valid command on the
command line with acceptable user privileges.

Choose Apply.

Repeat this procedure to add more menu items.

Digi CM User Guide 89



Custom and default menus Default menu

To add or configure submenus, select the Submenus hyperlink on the Menu Configuration
page.

Assign users to a menu
Once a menu has been created, users can be assigned to the menu by doing the following:
1 Access the web interface.

Initial setup is described in the Quick Start Guide included with the product packaging. A
copy of this document is also available online

2 Configuration > Custom Menu > Menu Users.

A list of available users is displayed.

Custom Menu Configuration

Custam Menus
Menu Users

Lser Mame Assigned Menu

nicholas Idefaultmenu 'I
root Icummand 'I

MNote: You must add 3 user to #he systermn in the Users admindstration page.

Save to flash Cancel

Menu Configuration

3 Choose a menu for a user by selecting a menu from the drop down Assigned Menu list.

4 Choose Save & apply.

Default menu

Port Access menu

The Port Access menu is a flat (one level) menu showing all ports, port titles and the mode of each
port.

Using the Port Access menu you have a complete overview of all ports and can initiate a connection
to any of them.

When you choose to connect to a specific port, you are prompted again for the username and
password.

tle
Port Title Port Title #4
Port Title Port Title #6
Port Title Port Title #8

Enter command ¢(1-8 serial port, P passwd, others for exit)
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There are multiple ways to access the PortAccess menu:

? Assigned IP address (see Configure host mode)
? TCP/IP port 7000

? TCP/IP port 22 or 23 if the “Shell program” is set to “port access menu” for this specific user (see
User administration)

? By calling “portaccessmenu” from the command line
The PortAccess menu allows simple access to each port.

By typing the number of the port to connect to, the Digi CM unit initiates a connection to this port
using the appropriate protocol (Telnet of SSH).

You can also change your own password by using the “P” Key.

If the Digi CM unit is configured to be the master in a master-slave scenario, the “S” key will bring up
a list of all slaves. Selecting a slave will then spawn a connection to the Port Access Menu of the
slave.

When using a Digi CM 48, not all ports can be displayed on one screen. Ports 33-48 can be viewed
after hitting the <Enter> key.
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About the Digi CM Unit’s support for Microsoft Windows Server 2003
Setup the Windows Server 2003 port

Setup the Digi CM Unit for SAC support

Access the Windows Server 2003 Console port from the Digi CM Unit’s GUI
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About the Digi CM Unit’s support for Microsoft Windows Server

2003

The Digi CM unit provides a browser-based user interface to Microsoft’s text-based Special
Administration Console (SAC), an integral part of Windows Server 2003 Emergency Management
Services (EMS). Both the English and Japanese versions of SAC are now supported. When a server
running Windows Server 2003 is connected to the Digi CM unit’s serial port, key SAC functions--
normally accessed from the command line--are available from a graphical user interface (GUI). SAC
features accessible from this interface include:

? Reset and shutdown

? Show performance values like memory utilization
? Show and configure IP settings per interface
?

Show the process list and kill processes

While the EMS port is available at all times using Telnet or SSH, the special GUl is available
only while SAC is active.

Manage [MS SAC] on port 1 |

System
System Mame: WHOLED
Operating System: Windows Server 2003 Enterprise Edition
05 Version: 5.2
Service Pack: MNone
System dateftime: 0443042003 20:31:04 (GMT)
Time since last restart: 2 seconds.
Control
Connect | Connect to Microsoft SAC console
Bestar | Restart system
Shutdomn | Shutdown system
Performance
Processes

Serial Port Log
IP Settings

Setup overview
Setup for the Digi CM unit SAC support is a three-step process:

1 Setup the Windows Server 2003 for SAC support. To do this, ensure that the COM port used for
console traffic is properly set up. This includes designating a COM port for console
communication and setting the port speed (baud) appropriately. For further information see

below.
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2 Cable the console port on the Windows Server 2003 to the Digi CM unit’s port. See the
information in About serial port cabling.

3 Set up the Digi CM unit for SAC support. See Setup the Digi CM Unit for SAC support.

Setup the Windows Server 2003 port

1 Signon to the Windows Server 2003 as the administrator.
2 Access the command line.

3 Usethe bootcfg command to redirect console traffic to the correct COM port. The following is the
command syntax and an example. See the Microsoft documentation for additional information
on the SAC feature.

Command syntax
bootcfg /ems on /port com# /id # /baud 115200

where:

? com#isthe COM port to which console traffic will be redirected.
? #istheisthe number of the boot entry.

? The port speed is set to the recommended rate (although you can use any rate supported by
Windows Server 2003).

Command example

In this example, console output is redirected to COM 2, the boot entry is specified as 1, and the port
speed set to 115200.

bootcfg /ems on /port com2 /id 1 /baud 115200

Setup the Digi CM Unit for SAC support

To set up a serial port to provide access to the Windows Server 2003 console port, do the following:

1 Accessthe web interface.

Initial setup is described in the Quick Start Guide included with the product packaging. A
copy of this document is also available online here.

2 Choose Serial port > Configuration.
3 Choose a port.

4 Choose Host mode configuration.
The Host mode configuration page appears.

5 Set the Host mode to Console server and the Type of console server to MS SAC -English (or
Japanese) console as shown in the following figure.
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Microsoft SAC support

Serial port configuration - 1 : Port Title #1

Setup the Digi CM Unit for SAC support

Enable/Disable this port
Paort title

Apply all ports settings
Host mode configuration

[

| MS SAC console - English

Host mode @ |Console Server

Type of console server

Rackable systems MGMT card :

M3 SAC console - Japanese

Enahble/Dizable assigned IP Other
assigned IP : [192.166.1.101
Listening TCP port (1024-65535) : |?DD1

Terminal server option :

IRemote connection 'l

Terminal server shell program path |

Destination IP @ |D.D.D.D
Destination port (0-65535) : o

Protocol @ ITeInet 'l
Port escape sequence . Ctrl- |2

Port break sequence : |”break
Ina_l:ti_vity timeout (1-3600 sec, 0 for I1 o
unlimited) :

Modermn init string : |q1eDsD=2

IDisabIe 'l

Enable/Disable dial-in moderm callback :

Dial-in modem callback phone number : |

IDisabIe 'l

Enable/Disable dial-in modermn test :

Dial-in modem test phone number : |

avery |24 hiour(s)

Mo

IWeb applet 'l

English (latin1)

Dial-in modem test interval :
Use comment : =
Quick connect via :

-

Web applet encoding :

Sawve to flash Sawve & apply | Cancel |

Serial port parameters
Port logging

Port event handling
Port IF filtering
Authentication

User access control
Alert configuration

Set other fields as appropriate.

Click Save & apply.

Configure serial port communication settings, by doing the following:

a. Choose Serial port parameters from the menu.

b.
the Windows Server 2003 serial port and Flow control is
field.

c. Click Save & apply.
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Access the Windows Server 2003 Console port from the Digi CM
Unit’s GUI

To access the Windows Server 2003 console port, do the following:

1 Access the web interface.

Initial setup is described in the Quick Start Guide included with the product packaging. A
copy of this document is also available online here.

2 Choose Serial port > Connection.
A screen similar to the following appears.

Serial port connection

Port access menu connection
Part access menu connection
Individual port connection
P C M Port# Title # of User Comments
@ 1 Port Title #1 0 < Not used =
Bl 2 PortTite #2 0 < Not used =
3 Port Title #3 0 < Not used =
4 PortTitle #4 0 < Not used =
S Port Title #5 0 < Not used =
& Port Title #6 0 < Not used =
7 PortTitle #7 0 < Not used =
Bl = ODIGIRPMONPOrtS u] < Power controller =

3 Click on the title of the port to which the Windows Server 2003 console port is connected.

If support for "Windows Server 2003" and "Rackable Systems Management Card" is selected

a menu will appear and you must choose between the two functions.

A screen similar to the following appears.
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Manage [MS SAC] on port 1 |

System
System Mame: WHOLED
Operating System: Windows Server 2003 Enterprise Edition
05 Version: 5.2
Service Pack: MNone
System dateftime: 0443042003 20:31:04 (GMT)
Time since last restart: 2 seconds.
Control
Connect | Connect to Microsoft SAC console
Bestar | Restart system
Shutdomn | Shutdown system
Performance
Processes

Serial Port Log
IP Settings

4 Use the Digi CM unit’s GUI to perform SAC functions. The following table describes attributes of
the controls on the GUI.

Fed e

Connect Connects to the SAC console port via the command line interface.
Restart Reboots the Microsoft Server 2003.
Shutdown Shuts down the Microsoft Server 2003.

Caution! This switches off the server and you can no longer access it remotely.
Performance  Provides access to Microsoft Server 2003 status information.

Process Provides access to the process list, which allows you to view and kill active
processes.

Serial Port Log Provides access to port logging information.

IP Settings Provides access to IP settings, enabling you to verify and change settings.
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Introduction

Use Virtual KVYM with Remote Desktop protocol

Use Virtual KVM with VNC protocol

Use Virtual KVYM with X Window System Protocol and XManager software
Virtual KVM Assistant

Install programs for Virtual KYM
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Introduction

The Digi CM unit provides a method for gaining access to the graphical interface of a system using
the network. Using this method, Virtual KVM, you specify a connection method and IP address to use
to reach the system.

Supported methods include:

? Microsoft Remote Desktop Protocol
7 VNC

? XManager for X Window System

-

A user-defined option

An example configuration

This diagram shows the Digi CM managing a Linux SuSE 9.2 system, a Windows 2003 system, and an
HPUX system.

Serial port connection

Paort access menu connection
Part access menu connection

Individual port connection
P C M Port# Title # of User Comments

1 Windows Server (RDP) u] < Mot used =
2 Linux Server (WVNC) u] < Mot used =
3 HPUx (xManager) u] < Mot used =
4 Port Title #4 0 < Mot used »
5 Port Title #5 0 « Mot used >
& Port Title #6 [u] < Mot used =
7 PortTitle #7 0 < Mot used =
8 Port Title #8 0 < Mot used >

Virtual KVM protocols

This table lists the Virtual KVM protocols and the client software with which each protocol has been

tested.
Virtual KVM protocol Tested client software
Remote Desktop Windows 2000, XP, 2003 Remote Desktop Client
Linux: rdesktop
VNC Windows: tightVNC, realVNC, UltraVNC
Linux: vncviewer
X Window System Windows: Xmanager

Linux/Unix: X Window System

The rest of this section describes how to set up Virtual KVM with each of the supported methods and
connect to a system through Virtual KVM.
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Use Virtual KVM with Remote Desktop protocol

This section describes how to:

? Configure Virtual KVM with Remote Desktop Protocol

? Connect to a system through Virtual KVM using Remote Desktop Protocol

Configure
To set up Virtual KVYM with Remote Desktop protocol, follow this procedure:
1 Access the Digi Passport Web interface and log in.

2 Choose Serial Port > Configuration.

This window opens:

Serial port configuration

Port access menu configuration
Paort access menu configuration

All port configuration
Port# Title Mode Base address Port Proto Serial-settings
all - Port Title C5  0.0.0.0 7001 Telnet 9600-N-8-1-Nao

Individual port configuration

Port# Title Mode DestffdssignedIP  Port Proto Serial-settings
1 Windows Server (RDP) 5 0.0.0.0 7001 Telnet 9600-N-3-1-No
2 Linux Server (VNC) CE 0,000 7002 Telnet 9600-N-8-1-No
3 HPUX (¥Manager) 5 0.0.0.0 7003 Telnet 9600-N-8-1-MNo
4 Port Title #4 Cs  0.0.0.0 7004 Telnet 9600-N-8-1-No
5 Port Title #5 Cs 0.0.00 7005 Telnet 9600-MN-8-1-No
& Port Title #6 Cs 0.0.00 7006 Telnet 9600-N-8-1-MNo
7 PortTitle #7 5 0.0.0.0 7007 Telnet 9600-N-8-1-No
g Port Title #8 CE  0.0.00 7008 Telnet 9600-MN-8-1-No
9 Port Title #9 Cs  0.0.00 7009 Telnet 9600-N-8-1-No
10 Port Title #10 5 0.0.0.0 7010 Telnet 115200-N-3-1-Mo
11 Port Title #11 C5  0.0.0.0 7011 Telnet 9600-MN-8-1-No
1z PortTitle #12 Cs 0.0.00 7012 Telnet 9600-MN-8-1-No
13 Port Title #13 cE  0.0.00 7013 Telnet 9600-N-8-1-Mo

Remote port configuration
.4} Title Mode Assigned 1P Port Proto Remote-settings
Mo remote port found...

Click [Remove] button to remove the checked remote port profile,

Remote port title : Add

3 Choose the port you want to configure, and then select the Virtual KVM tab. (In this example, port

1is selected.)

A window similar to this one opens, showing the serial port number and title:

Digi CM User Guide

100



Configure virtual KVM

Serial port configuration - 1 : Windows Server (RDP)

Enable/Disable this port

Enable/Disable this port : Enahle

RealPort suppaort Disable

[ Sawve toflash ][ Sawe & apply H Cancel ]

Reset this port :
Set this port as factory default

Port title

Apply all ports settings
Host mode configuration
Wirtual KWW configuration
Serial port parameters
Paort logaging

Port IP filtering
Authentication

User access control
Alert configuration

Use Virtual KYM with Remote Desktop protocol

— Mowve to—

4 Click Virtual KVM configuration.

This window opens:

Serial port configuration - 1 : Windows Server (RDP)

Enable/Disable this port
Part title
anply all ports settings

Host mode configuration

Yirtual K¥M configuration
Virtual KM connection : Enahle +
Automatic IP detection :

IP address :

Disakle +
192.168.20.20
Client program :

Socket/Screen number far WHNC connection @ yncviewer $IPE:

Client program path : $ROCESIPE

[ Save toflash H Save & apply H Cancel l

Serial port parameters
Port logging

Port IP filkering
Authentication

User access control
Alert configuration

‘Windows remote deskiop connection v

— Move to —

From the drop-down list next to Virtual KVM configuration, select Enable.

If you are not using IP automatic detection, enter the IP address.

5
6 Then, from the Client program drop-down list, select Windows remote desktop connection.
7
8

Click the Save & Apply button.

If you are using Remote Desktop configuration and you want to use automatic IP address
detection, configure the host mode for the port to MS SAC console before you configure the
Virtual KVM feature for the port. For more information, see Setup the Digi CM Unit for SAC

support.
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Connect to a system through Virtual KVM using Remote Desktop
protocol

When you connect through the Connection window, and a Virtual KVM connection is configured, you
now see:

? The terminal monitor button, which connects to the raw ASCIl SAC console
? A mouse button (next to the monitor icon), which connects to the Virtual KVM graphical interface

? The manage button, which connects to the SAC GUI screen

Serial port connection

Port access menu connection
Port access menu connection

Individual port connection
P C M Port# Title # of User Comments

B [El 1 Windows Server (RDP) 0 = Mot used =
= 17 2 Linux Server (WNC) u] <= Mot used =
=17 3 HPUX (xManager) 0 < Mot used =
4 Port Title #4 ] < Mat used =
5 Port Tite #5 o < Mot used »
6 PortTitle #6 0 < Mat used =
7 Port Title #7 ] < Mot used >
8 PortTitle #8 0 < Mat used =

To connect through Virtual KVM using Remote Desktop, follow these steps:
1 Click on the mouseicon.

2 Click OKin each of the three Java confirmation request windows.

The applet first checks whether the optional Virtual KVM Assistant is installed on the system.
Then:

¢ Ifthe appletisinstalled, it starts Virtual KVM Assistant to manage the connection.

¢ Ifthe appletis not installed, the attempt to launch the Virtual KVM assistant fails, and the
applet tries to launch the connection directly.

¢ Ifthe Virtual KVM Assistant is not installed, a message indicates that the first connection
attempt failed. A second message indicates that the second connection attempt succeeded.
This is normal behavior if the applet does not find the Virtual KVM Assistant. For more
information, see Virtual KVM Assistant.

The application starts and you see a message that the connection succeeded:
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Launcher [ 1: Windows Server (RDP) ]

Wirtual kv server
103 0.20

The number of virtual kKM serveris 1
192.168.20.20

Failed in running the virtual K\ taol
Succeeded in running the client program
[mstsclvi192168.20.20]

Close

This login screen opens:

Log On to Windows

- y Windows Se

. Standard Edition

Capyright © 1885-2003 Microsoff Corporation

User name: I |

Password: I

OF I Cancel | Shut Down...l Options << |

3 Enteryour user name and password, and then click OK.

If the application does not start, check to make sure that the application is in the search path on
your server. See Install programs for Virtual KVM.

Use Virtual KVM with VNC protocol
This section describes how to:

? Configure Virtual KVM with VNC Protocol
7 Connect to a system through Virtual KVM using VNC Protocol

Configure

To configure Virtual KVM with VNC protocol, follow this procedure:
1 Access the Digi Passport Web interface and log in.

2 Choose Serial Port > Configuration.

This window opens:
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Serial port configuration

Port access menu configuration
Part access menu configuration

All port configuration
Port# Title Mode Base address Port Proto Serial-settings
All - Port Title C5 0.0.00 7001 Telnet 9600-M-8-1-Mo

Individual port configuration

Port# Title Mode DestfAssignedIP  Port Proto Serial-settings
1 windows Server (RDFP) CS 0.0.00 7001 Telnet 9600-M-5-1-No
Z  Linux Server (WNC) CS 0.0.00 7002 Telnet 9600-M-5-1-No
3 HPUX (XManager) CS 0.0.00 7003 Telnet 9600-MN-G-1-No
4 Port Title #4 CS 0.0.00 7004 Telnet 9600-M-5-1-Mo
S Port Title #5 CS 0.0.00 7005 Telnet 9600-M-2-1-Mo
& Port Title #6 CS 0.0.00 7006 Telnet 9600-M-2-1-Mo
7 Paort Title #7 CS 0.0.00 7007 Telnet 9600-M-2-1-Mo
g Port Title #& CS 0.0.00 7008 Telnet 9600-M-8-1-Mo
9 Port Title #9 CS  0.0.00 7009 Telnet 9600-M-8-1-Mo
10 Port Title #10 S 0.0.00 7010 Telnet 115200-N-3-1-Mo
11 Port Title #11 S 0.0.00 7011 Telnet 9600-M-8-1-Mo
12 Port Title #12 CE  0.0.0.0 7012 Telnet 9600-M-8-1-Mo
13 Port Title #13 CE  0.0.00 7013 Telnet 9600-M-8-1-Mo

Remote port configuration
O Title Mode Assigned IP Port Proto Remote-settings

Mo remote port found...

TR T AT D e P el

Remote port title

3 Double-click the port you want to configure.

Use Virtual KM with VNC protocol

A window similar to this one opens, showing the serial port number and title:

— Move to —

al port configuration - 2 : Linux Server (¥

Enable/Disable this port

Enahle/Disable this port : Enahble '+
RealPort support : Disghle +

[ Save to flash ][ Save & apply ][ Cam:el]

Reset this port :
Set this port as factory default :

Port title

Apply all ports settings
Host mode configuration
wirtual kWM configuration
Serial port parameters
Port logging

Port IP filtering
Authentication

User accass control
Alert configuration

4 Select the Virtual KVM tab.

This window opens:
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Serial port configuration - 2 :

Enable/Disable this port
Port title

Aspply all ports settings
Host mode configuration

Virtual K¥M configuration
Wirtual KM connection :
Automnatic 1P detection :
IF address :
Client program :
SocketfScreen number for VNG connection @

Client program path :

Linux Server (YNC)

Enable +
Disable v
10.4.100.41
WHEC
vhcviewer $IPE:

wnoviewsr $IP$1

[ Saveto flash ][ Save & apply ][ Cancel ]

Serial port parameters
Port logging

Port IP filtering
Asuthentication

User access control
Alert configuration

— Move to—

Use Virtual KM with VNC protocol

o ~N o un

Click Save & Apply.

From the Virtual KVM connection drop-down list, select Enable.

Then, from the Client program drop-down list, choose the VNC Client program.

Adjust the VNC socket/screen number, if necessary (the default is 1).

Connect to a system through Virtual KVM using VNC

When you connect through the Connection window, and a Virtual KVM connection is configured, you

now see:

? The terminal monitor button, which connects to the serial console

? Amouse button (next to the monitor icon), which connects to the Virtual KVM graphical interface.

Serial port connection

Port access menu connection
Port access menu connection

Individual port connection
P C M Port# Title

1 Windows Server (RDP)
Linux Server (WNC)
HPUX (¥Manager)
Port Title #4

Port Title #5

Port Title #6

Port Title #7

Port Title #8

Lol B R ) SO TN )

# of User

o oo ooooo

To connect through Virtual KVM using VNC:

1 Click on the mouse button.

Comments

< Mot used =
< Mot used =
< Mot used =
< Mot used =
< Mot used =
< Mot used =
< Mot used =
<= Mot used =

2 Click OKin each of the three Java confirmation request windows.

The applet first checks whether the optional Virtual KVM Assistant is installed on the system:

¢ Ifthe appletisinstalled, it starts Virtual KVM Assistant to manage the connection.
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e Ifthe appletis not installed, the attempt to launch the Virtual KVM assistant fails, and the
applet tries to launch the connection directly.

If the Virtual KVM Assistant is not installed, a message indicates that the first connection
attempt failed, and then another message indicates that the second connection attempt
succeeded. This is normal behavior if the applet does not find the Virtual KVM assistant.

The application starts, and you see a message that the connection succeeded:

Launcher [ 2 : Linux Server (¥NC) ]

Wirtual ki server

_

The number of virtual KV serer is 1
10.4.100.41

Failed in running the virtual KvM tool
Succeeded in running the client program
[vneviewer 10.4.100.41:1]

er i in your path,

The Virtual KVM VNC Connection opens:

*J Role User SUSE LINUX 9.2 isused2)

acmin i

e

Lsername |

Passward

Ldministration Logn Mems w

3 Enteryour user name and password, and click Login.

If the application does not start, check to make sure that the application is in the search path on
your server. See Install programs for Virtual KVM.

Use Virtual KVM with X Window System Protocol and XManager
software

This section describes how to:

? Configure Virtual KVM with X Window System Protocol and XManager Software

? Connect to a system through Virtual KVM with X Window System Protocol and XManager
Software
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Configure

Use Virtual KM with X Window System Protocol and XManager software

To set up Virtual KVM with X Window System Protocol and XManager Software, follow this procedure.

1 Access the Digi Passport Web interface and log in.

2 Choose Serial Port > Configuration.

You see this window:

Serial port configuration

Port access menu configuration
Port access menu configuration

All port configuration
Porté Title
all - Port Title

Individual port configuration
Port# Title

1 windows Server (RDP)
z Linux Server (VM)
3 HPU= (xManager)
<4 Port Title #4

S Port Title #5

& Port Title #6

7 Port Title #7

E Port Title #3

9 Port Title #9

10 Port Title #10

11 Port Title #11

1z Port Title #12

13 Port Title #13

Remote port configuration

O Title

Remote port title

Click [Remove] button to rermove the checked remote part profile.

Mode Base address Port Proto Serial-settings
CS  0.0.0.0 FO01 Telnet 9600-M-G-1-Mo

Mode DestfassignedIP  Port Proto Serial-settings

C5  0.0.0.0 7001 Telnet 9600-M-5-1-Mo
CE 0000 7002 Telnet 9600-MN-8-1-Mo
C3E 0,000 7003 Telnet 9600-M-5-1-No
CS 0.0.0.0 7004 Telnet 9600-M-G-1-No
S 0.0.0.0 7005 Telnet 9600-M-G-1-No
C5  0.0.0.0 7006 Telnet 9600-M-5-1-Mo
C5  0.0.0.0 7007 Telnet 9600-M-5-1-Mao
CE 0000 7008 Telnet 9600-M-5-1-No
C3E 0000 7009 Telnet 9600-M-5-1-No
CS 0.0.0.0 7010 Telnet 115200-M-8-1-Mo
CS 0.0.0.0 7011 Telnet 9600-M-G-1-No
C5  0.0.0.0 7012 Telnet 9600-M-8-1-Mo
C5  0.0.0.0 7013 Telnet 9600-M-5-1-Mao
Mode Assigned IP Port Proto Remote-settings

Mo remote port found. ..

Adldl

3 Choose the port you want to configure.

A window similar to this one opens, showing the serial port number and title:

Enable fDisable this port

Enable/Disable this port :
RealPort support

Serial port configuration - 3 : HPUX {XManager)

— hove to—

Enable v

Disable v

[ Sawve toflash ][ Sawve & apply

][ Cancel ]

Reset this port :
Set this port as factory default :

Port title

Apply all ports settings
Host mode configuration
Wirtual KM configuration
Serial port parameters
Port logging

Port IP filtering
Authentication

User access control
Alert configuration

Set

4 Choose Virtual KVM configuration.

This window opens:
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Serial port configuration - 2 : HPUX {XManager) —Move to—

Enahle/Disable this port
Port title

Lpply all ports settings
Host mode configuration
Virtual K¥M configuration

wirtual KWM connection @ Enahble

Automatic [P detection : Dizghle »

IP address : 104108131

Client program : *Manager b
Socket/Screen number for WRNC connection : yhoviewer $IPE:

Client program path : xmanager -query $IF$

l Sawve to flash l [ Sawve & apply l [ Cancel ]

Serial port parameters
Port lngging

Port IP filtering
Authentication

User aceess control
Alert configuration

5 From the Virtual KVM connection drop-down list, select Enable.

Then, from the Client program drop-down list, choose the Xmanager program.

6 Click Save & Apply.

Connect to a system through Virtual KVM using Xmanager

When you connect through the Connection window, and a Virtual KVM connection is configured, you
now see:

? The terminal monitor button, which connects to the serial console

? Amouse button (next to the monitor icon), which connects to the Virtual KVM graphical interface.

Serial port connection |

Port access menu connection
Port access menu connection
| Individual port connection
P C M Port# Title # of User Comments

1 Windows Server (RDP) < Mot used =

a
2 Linux Server (WNC) u] < Mot used =
3 HPUX (XxManager) u] < Mot used =
4 Port Title #4 u} < Mot used =
5 PortTitle #35 0 < Mot used =
6 Port Title #6 a < Mot used =
7 PortTitle #7 u] < Mot used >
8 PortTitle #8 0 « Mot used =

To connect through Virtual KVM using X Window System Protocol and XManager Software:
1 Click on the mouseicon.

2 Click OK for each of the three Java requests in pop-up windows.

The applet first checks to see if the optional Virtual KVM Assistant is installed on the system:
¢ Ifthe applet isinstalled, it starts Virtual KVM Assistant to manage the connection.

¢ [fthe appletis not installed, the attempt to launch the Virtual KVM assistant will fail, and the
applet tries to launch the connection directly.

¢ Ifthe Virtual KVM Assistant is not installed, a message indicates that the first connection
attempt failed, and then another message indicates that the second connection attempt
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succeeded. This is normal behavior if the applet does not find the Virtual KVM assistant. (For
more information, see Virtual KVM Assistant.)

The application starts, and you see a message that the connection succeeded:

Launcher [ 3 : HPUX (XManager) ]

Yirtual kKM server

_

The number of vitual KW server is 1
10.4.108.171

Failed in running the virtual KM tool
Succeeded in running the client program
[#manager-guery 10.4.108.171]

lake sure ¥manager is in your path|

Close

The Virtual KYM VNC Connection comes up:

Welcome to TL—71

Please enter your user name

ok | start over | optlens - | nelp |

3 Enter your user name and password, and click OK.

If the application does not start, check to make sure that the application is in the search path on
your server. See Install programs for Virtual KVM.

Virtual KVM Assistant

Digi provides an optional tool, Virtual KVM Assistant, that can be loaded on a Windows or Linux
system.

When the Virtual KVM Assistant is loaded, it registers itself with the browser so it can manage

requested connections. It creates a drop-down list of the available Virtual KVM sessions and
provides a floating dashboard, shown here:

“ ,.-r'.. N
= 5] X
| =
The floating dashboard allows fast access, without going through the Web Ul, to the:

? Serial Console
? Serial Console Log

? Power Controller, if it is configured
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How the Virtual KVM Assistant works

Users access the remote desktop of Windows Servers using the Passport web page.
Virtual KVM Assistant appears on the screen:

192,168, 161,13

our Server

3 Managing Your Server Roles
B

ha toois an infesustion Fourd e b 534 o rencve fols
0 your dy STt trve tasks. ) addorremove s e

) Read about server okes
) Resd shont remcte
kit o

Vo sarver has been cocligused wh the foboming roles:

Mcrosclt Techhit

Serial Console

Console Log

Power Control

s |3 @ | Arewmrorson | B Cwmoowsossen,.

To switch between multiple connections, choose the item from the drop-
down list.

To view the console logs, connect to the serial console, or cycle the power, use the buttons on the
dashboard.

User client PC platforms supported
? Windows XP/2000/NT

? Linux

Users need to download the program to use it. The Digi Passport java applet automatically detects
the program if it is present and in your path.

Install programs for Virtual KVM

Virtual KVM relies on software installed on the client system to provide access to the target system.
This section is for troubleshooting common issues that may come up as you use Virtual KVM.

? Because the Virtual KVM is launched by a Java applet, you must have Java installed on your
Workstation and in your browser.

? Regardless of the software package you use, make sure that the server has support for that
package enabled.
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Remote desktop protocol

Software needed

Remote Desktop Client software is provided as part of the standard installation of Windows for
Windows 2000, 2003, and XP systems. Generally, there are no issues, because it is installed in the
windows\system32\ directory. A Remote Desktop Client program is standard in major Linux
distributions and is available as an open source package that can be installed if it’s not already
present. Make sure the Remote Desktop Client is in your user path on your Linux/Unix server.

Usage notes

You can perform applications management and most diagnostics from the standard Remote
Desktop connection. On Windows Server 2003, however, note that there are actually two different
types of connection - one for general access and one to take over the primary VGA data stream.
Some applications may require access to the VGA data. Windows systems prior to Server 2003
provide the VGA facility on the standard data stream.

To get to the VGA video stream, do either of these steps:
7 Install additional software (tsmmc.msc) on your XP system.
At the command line, change the command in Virtual KVM from:
$RDCS
to:
tsmmc.msc

The VGA video stream is available for WinXP in the Win 2K3 administrative service pack for
Win2K3, on the Windows Server 2003 CD, or online from:

microsoft.com/en-us/download/details.aspx?id=6315
or

? Make a standard remote desktop connection to the W2k3 server and then run the tsmmc
command remotely on the target W2k3 server. The advantage of this method is that it doesn’t
require any additional software to be loaded onto Windows systems, and it works equally well
with Remote Desktop Client from Linux and Unix workstations.

To reach the VGA data stream from within an existing RDP connection:
1 Login with RDP.
2 Choose Start > Programs > Administrative Tools > Remote Desktops.

3 Under Console Root, right-click on Remote Desktops > Add New Connection > Use IP Address
127.0.0.1.

4 Right-click on 127.0.0.1 > New Window From Here > Log In.

To enable Remote Desktop on your Windows Server 2003 System, choose
My Computer > Right Click > Properties > Remote > Enable Remote Desktop on this Computer.

VNC Viewer

Client software needed

Windows:
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?  TightVNC from tightvnc.com

? RealVNC software from realvnc.com

? UltraVNC from uvnc.com

Linux: vncviewer from the VNC client software package for your distribution.

Make sure that vncviewer is installed into a folder in your standard Windows or Linux/Unix path. On
Windows systems, as a secondary option, you can copy the vncviewer.exe file to your c:\windows
directory.

Usage notes

Follow the distribution-specific instructions for enabling VNC support on your Unix or Linux Server.

Xmanager

Client software needed

The Xmanager software is available for free 30 day evaluation download from netsarang.com/
download/main.html

Usage notes

Install the client software in a directory in the PATH of the Windows system; otherwise, you must
update path to include the base directory for the Xmanager software.

Make sure that X Window System is configured to allow for remote connections from your Client
workstation’s IP address.

Full documentation of Xmanager capabilities is included with the evaluation download.
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Rackable Systems management card

Introduction
Setup the Digi CM Unit to support the Rackable Systems management card
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Introduction

Rackable Systems manufactures a management card that is built into some of their servers. It
interfaces between the Digi CM unit and the server’s serial port. In normal mode, it allows
transparent communication between the Digi CM unit and the server. After detecting an escape
sequence, it allows you to control functions from the server independently of the main processor.
The controllable functions are listed below:

?
?
?
?
5

?

Switching power on or off

Rebooting

Turning the status LED on or off

Programming the LCD panel

Reading the temperature from inside the server

Setting the power on delay

The Digi CM unit offers a graphical web based user interface to manage the Rackable Systems
Management Card.

Setup the Digi CM Unit to support the Rackable Systems
management card

To set up the serial port to provide access to the Rackable Systems Management console, do the
following:

1
2
3
4

(4]

Access the Digi CM unit’s web interface.
Under the Serial Port heading choose Configuration.
Choose a port.

Choose Host mode configuration.

The Host mode configuration page appears.

Set the Host mode to Console server.

Set the “Rackable Systems Mgmt Card” support to Enable.
Click Save & apply.

Configure Serial Port Communication settings

1

2

Choose Serial port parameters from the menu.

Adjust the settings as required. The defaults for the Rackable Systems Management Card are
identical to these of the Digi CM unit:

Baud rate 9600

Data bits 8

Parity None

Stop bits 1

Flow control None

DTR behavior High when open
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3 Click Save & apply.

Assign a port name

1 Choose port title from the menu.
2 Enteraporttitle.

3 Click Save & apply.

Access the Rackable Systems Management Card from the Digi CM
Unit’s User Interface
1 Access the Digi CM unit’s web interface.

2 Under the Serial Port heading choose Connection.

A screen similar to the following appears.

Serial port connection

Port access menu connection
Port access menu connection
Individual port connection
P C M Port# Title # of User Comments

2 Port Title #2 0 < Mot used >
3 PortTitle #3 0 < Mot used >
m 4 Rackable Server ] < Mot used >
E 5 Port Title #5 0 < Mot used >
& Port Title #6 0 < Not used >
7 Port Title #7 0 < Not used >
8 PortTitle #8 0 < Not used >

3 Click ontheiconin the M (Manage) column or on the title of the port to which the Rackable
Server is connected.

A screen similar to the following appears.

Rackable Systems Mgmt Card - 4 : Port Title #4

Control

Manufacturer : Rackable Systems

Connect to Rackable Systems Mgmt Card console :

LED/LCD management
Rackable Systems Mamt Card properties

4 Use the Digi CM unit’s user interface to perform Rackable Systems Management Card functions.
The following describes attributes of the user interface controls.
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Rackable Systems Mgmt Card - 4 : Port Title #4

Contral
LED/LCD management

[LED management]

Status @ OFF Blinking
[LCD management]

Currently displayed message : Enter message :

Server 25

Linux

[Eree (5o

Show saved LCD upaon startup Yes m ta Ma

Contrast (0-100): 50 Set

Rackable Systems Mamt Card properties

Rackable Systems Mgmt Card - 4 : Port Title #4

Contral
LED/LCD management
Rackable Systems Mgmt Card properties

[Temperature]

Temperature : 26 "C (78 °F)

[Powser on characteristics]

Power on delay (sec, 0-99) : 1 sec, {99 for off)

Power sense : Other m to Reset

[Communication parameters]

Baud rate : 19200 18200 = Set
Control
Power status The first column shows the current state.

Three buttons are available to initiate an action to either, power on, power
off or restart the server. Dependant on the current status Power on or Power
off is disabled.

Reboot Reboot the Rackable Server by sending a 500ms reset signal to the server.

Connect Spawn the Java Telnet applet or the local Telnet/SSH application to connect
directly to the port.

LED Mgmt

LED Management  To control the LED in the front of the Rackable Server.

The first columns shows the current status of the LED. Three buttons are
available to select the activity of the status LED: turn on, turn off and
blinking. Either of these buttons is disabled.

LCD Mgmt

Currently Shows the message that is currently displayed on the LCD display.
displayed message

Erase This function clears the LCD display.

The saved message stays saved to flash.
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Fed ___Josscrption

Save

Show saved LCD
message upon
startup

Contrast

Phantom
Properties

Temperature

Power delay

Power sense

Communication
settings

Baud Rate

Digi CM User Guide

Save currently displayed message to flash memory.

The first columns shows the current status: Yes or No.

This parameter defines which message is displayed upon startup of the
server, either the saved message or the standard: “Rackable Systems
Phantom Vx.xx”.

Set a contrast for the LCD panel.
The default is 50, the range is 0 - 100.

Indicates current temperature inside the Rackable Systems Server.

Time in seconds before the server starts up after applying power (0-98
seconds, 99 means no power on delay).

The power sense option toggles between sensing server power on the reset
header or on the J7 connector. Most applications will use the “Reset” option.
This option should be set before shipping from Rackable Systems, but may
need to be reset if somehow changed after shipping.

Configure the baud rate used to communicate with the Rackable Systems
Management Card. For this change to become effective reset or power-cycle
the Management card, and be sure to switch the port settings in the Digi CM
unit’s port settings.
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Introduction
Configure for dial-in modem access

Add a PC modem
Configure for Dial-In Terminal Server access
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Introduction

The Digi CM unit supports dial-in connections from remote sites for out-of-band access. In this
configuration, the Digi CM unit has serial ports configured for external modems and waits for dial-in
connections from remote sites. If you dial-in using a terminal application, the Digi CM unit accepts
the connection and displays a menu of available serials ports. In a dial-in terminal server mode, the
Digi CM unit makes a TCP connection with either a Telnet or SSH client to a pre-defined server.
RawTCP is also an option for dial-in users.

For more information on the different types of Host mode configuration, see Host mode
configuration.

Connection request

e PSTN _—_— ~\.‘

Modem % PC

PC Modem
Card

Configure for dial-in modem access

To configure a serial port for a dial-in modem, enter the values for these fields: Host mode, Modem
init string, and Inactivity timeout. To access the Host mode configuration screen, do the following:

1 Accessthe web interface.

Initial setup is described in the Quick Start Guide included with the product packaging. A
copy of this document is also available online here.

2 Under the Serial port heading, choose Configuration.

3 Choose a specific port under Individual port configuration and then choose Host mode
configuration.

4 Select Dial-in modem for the Host mode in the drop down menu.

5 Fillin the appropriate fields as they apply to your configuration.
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Rackable Systems management card Configure for dial-in modem access

Serial port configuration - 1 : Port Title #1 — Move to— v

Enable/Disable this port
Port title

Apply all ports settings
Host mode configuration

Host mode : Dial-in modem v
Modem init string : gqlelsl=2
Enable/Disable dial-in modem callback : Disable v:

Dial-in modem callback phone number : ’
Enable/Disable dial-in modern test : v:

Dial-in modem test phone number : I

Dial-in modem test interval : every | hour(s)

[ Save to flash ][ Save & apply I[ Cancel ]

Serial port parameters

Port logging

Port event handling

Port IP filtering
Authentication

User access control

alert configuration

Power control configuration

Modem init string - The default modem init string is q1e0s0=2. The init string sets the modem
to quiet mode, echo off, and Auto Answer on two rings. The modem init string is used for
initializing an external modem attached to the Digi CM unit’s serial port. See your modem user
manual for more information.

Callback - For security reasons, the callback feature can be activated.

Enable/Disable dial-in moderm callback : IEnabIe 'l
Dial-in modem callback phone number : |123444458?

If callback is enabled, the Digi CM unit does not accept any incoming calls. After the incoming call
is rejected, a callback is initiated to the phone number configured in the “Dial-in modem
callback phone number”.

Modem test - To ensure the proper functionality of the modem, the Digi CM unit has the
ability to test the modem connection in a configurable interval.

Enable/Disable dial-in modermn test : |Enab|e j
Dial-in modem test phone number : |123444458?
Dial-in modem test interval : avery |24 hiour(s)

The modem test allows you to specify a phone number and an interval.
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After the system has booted, the interval has elapsed, and the modem is not in use, the specified
dial number is called. The modem trains and receives a login prompt from the other side
(normally another Digi CM unit).

If the login-in prompt (login:) is detected the line is disconnected again and the modem test is
considered successful.

Two ports can call each other using this modem test procedure.

Please be aware that the tests will fail if the other modem is in use.
There are multiple ways to review the information about the mode test:
® syslogin the Digi CM unit:

07-16-2004 12:45:01 > Port #16 - Modem Test started. Calling to

1234444567.
07-16-2004 12:45:22 > Modem connected through Port #15
07-16-2004 12:45:22 > Port #16 - Modem Test succeeded

In this example a modem connected to port 16 is calling another modem connected to port 15.

Any errors occurring are captured in the syslog file as well.

¢ e-mail based notification

The Alert configuration dialog of the port configuration, contains multiple settings:

Serial port configuration - 1 : Port Title #1

Enable/Disable this port
Paort title

Apply all ports settings
Host mode configuration
Serial port parameters
Alert configuration

[Email alert configuration]

Ernail alert for dial-in modemn test : IEnabIe 'l

Title of email : |M0demtestpon1

Recipient's email address . |m0demtest@example.com

[SMNMP trap configuration]

Dial-in modem test trap : IDisabIe 'l
Use global SMMP configuration : IDisabIe 'l

Trap receiver settings :

1P Address Community Warsion
[pooo [public v =]
[pooo [public v =]

Sawve to flash I Sawve & apply | Cancell

The title of the e-mail and the address can be configured.

To be able to configure e-mail notifications, a primary SMTP server has to be configured under
Network > SMTP configuration.

? SNMP configuration
Itis also possible to receive notifications using SNMP traps.

When using SNMP traps the global settings for IP address, Community and Version can be used,
or specified separately.

The Trap MIB can be downloaded from support.digi.com (select your product and go to
Diagnostics, Utilities and MIBs).
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6

Click Save & apply.

Add a PC modem

A PC card slot is provided on the front panel of the Digi CM unit. The following graphic has an arrow
thatindicates the PC card slot.

PC card slot

Digi CM 32
i e—

Digi CM 32 shown

To install and configure the PC modem on the Digi CM unit, do the following.

1
2

Insert the card into the PC slot located on the front of the device.

Access the web interface.

Initial setup is described in the Quick Start Guide included with the product packaging. A
copy of this document is also available online here.

From the menu, choose Configuration under the PC card heading.

Choose Discover a new card.

The Digi CM unit searches for a PC card and displays a configuration menu.
Enter the appropriate parameters in the configuration menu.

Click Save & apply.

Configure for Dial-In Terminal Server access

The host mode Dial-In Terminal Server is identical to the host mode Terminal Server but allows you
to configure a modem init string. In this mode an incoming modem connection is automatically
connected to an IP address.

To configure a serial port for a dial-in terminal server access, enter the values for these fields: Host
mode, Destination IP, Base Port, Protocol, Inactivity timeout, and Modem init string. To access the
Host mode configuration screen, do the following:

1

Access the web interface.

Initial setup is described in the Quick Start Guide included with the product packaging. A
copy of this document is also available online here.

Under the Serial port heading, choose Configuration.

Choose a specific port under Individual port configuration and then choose Host mode
configuration.

Select Dial-in terminal server for the Host mode from the drop down menu.

Fillin the appropriate fields as they apply to your configuration.
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Rackable Systems management card Configure for Dial-In Terminal Server access

Destination IP - The IP address of the system that you will be automatically connected to when
you access the port.

Serial port configuration - 1 : Port Title #1 —Move to— v

Enable/Disable this port
Port title

Apply all ports settings
Host mode configuration

Host mode : :Dial-interminal server v:
Destination IP ; :U.U‘U.U
Destination part (0-65535) | 0
Protocol ; :Telnet v:
Inactivity timeout (1-3600 sec, 0 for ‘
. 100
unlimited) :
Modem init string : glels0=2

[ Save toflash H Save & apply HCancel]

Serial port parameters

Destination port - The TCP port that will be used when the port you accessed is automatically
connected to a system on the network.

Protocol - The protocol that will be used to establish the connection to Destination IP: port. The
options are SSH, RawTCP, and Telnet.

Inactivity timeout - The timeout length ranges from 1 to 3600 seconds; 0 is unlimited timeout.

Modem init string - Use the default string or enter your own string.

6 Click Save & apply.

Digi CM User Guide 123



Power Controller

Introduction

Install Power Controller
Configure Power Controller

Set alarms and thresholds
Outlet configuration

User access for Power Controller
Power Controller management
Cascade multiple Digi RPM units

Digi CM User Guide 124



Power Controller Introduction

Introduction

The Power Controller feature allows the administrators of the Digi CM unit to use console
management to control power functions. Power control consists of three basic functions: on, off,
and reboot (power cycle). There are two typical scenarios when using a power controller. The
simplest scenario is a non-serial device connected to a power controller (for example, an

environmental sensor controller or a tape backup device). The power controller is configured and
accessed through the Digi CM unit.

This illustration shows the a power controller configured through the Digi CM unit for non-serial

devices.
Tape Backup
Device
Environmental
Sensor Controller
Remote
Administrator
Digi CM 32
e — e
Internet e g = pe T
~ Power Control
Ethernet

The second scenario is a serial device (such as a router or server) managed through a port on the
Digi CM unit with its power supply mapped through the power control feature. After configuration is
complete, you need only reference the console management port on the Digi CM unit to also
manage power. The Power Controller feature handles the relationship of a specific outlet to a serial
device as if the power supply was also connected to the same port as the serial device. In other
words, you don’t need to see the physical connection or remember which outlet controls a specific
serial device after configuration - the Digi CM unit does that for you.

The following illustration shows a Sun server configured through a serial port connection on the Digi
CM 32.

Console Sun
A ——
Sewm |

Remote
Administrator

— |nternet
5
=

Digi CM 32

|
_\

Power Control

Ethernet
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Install Power Controller

To connect the Digi RPM power controller to the Digi CM unit use the straight-thru cable provided
with the Digi RPM unit. Plug one side into the “Console” port of the Digi RPM unit and the other into
any port of the Digi CM unit. If you plan to connect multiple power controllers, set up all of them as
described before proceeding. For details on how to configure the Digi RPM unit for cascading refer
to Cascade multiple Digi RPM units.

If you are using any other manufacturer of power controllers, please refer to About serial port
cabling for more information.

Before proceeding, plug the power controller into an appropriate power source and turn it on.

The DIP switches on the Digi RPM unit are used for cascading. Make sure that the dip
switches of the first unit are set to off. For more information about cascading refer to
Cascade multiple Digi RPM units.

Configure Power Controller
Only system administrators can add a power controller although authorized users may reconfigure
outlets or serial ports.
Configure the serial port parameters to match the Power Controller

1 Logintothe Digi CM unit.

Initial setup is described in the Quick Start Guide included with the product packaging. A
copy of this document is also available online here.

2 Click Serial port > Configuration.

3 Select the port number of the serial port you want to connect to the power controller.

4 Select the Serial port parameters:

Baud rate 9600

Data bits 8

Parity None

Stop bits 1

Flow control None

DTR behavior High when open

5 Click Save & apply.

6 Continue by adding the power controller.

Add the Power Controller

1 Login to the Digi CM unit.
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Power Controller

Set alarms and thresholds

Initial setup is described in the Quick Start Guide included with the product packaging. A
copy of this document is also available online here.

2 Click Power Controller > Configuration.

Power controller configuration

Add power controller

Port |2 'l
Manufacturer IDIGI FPh 'l
The number of cascaded units @ |1 'l

Add contraller |

Power controllers
Port# Title

No power controller added...

Manufacturer

Cutlets Action

3 Selectthe port number of the serial port you want have connected to the power controller(s), the
manufacturer of the power controller, and the number of units to be cascaded (1 means that one

unit will be connected (no cascading)).

The number of cascaded units cannot be changed later, so make sure you have all power

controllers connected before proceeding.

The default title is the manufacturer brand and the port number itis connected to. You have the

ability to change this title in step 5 if needed.
4 Click Add controller.

5 After the controller is detected automatically, you can correct the number of ports if necessary or

edit the port title.
6 Click Save & apply.

7 Continue by setting the alarms and thresholds.

Set alarms and thresholds

Power Controller allows administrators to set an alert via email notification or an SNMP trap when

environmental conditions exceed specifications.
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Power Controller Outlet configuration

Power controller configuration - Digi RPM 8

Power controller
Alarms & thresholds

Alarm threshold : |14.D amps (maximum value)
Temperature threshald ; ISD.D @ oop O op

[T send email alert { T On alarm threshold 7 On temperature threshaold 3
To: |

[T send SMMP trap { 7 On alarm threshold T On temperature threshold )

Use global SMMP configuration : IDisabIe 'l

Trap receiver settings :

1P Address Community Warsion

[o.0.00 [public [v1 =

[o.0.00 [public [v1 =
Cutlets

8 Under Power Controller click Alarms & thresholds.

9 Enter the appropriate parameters. Select the condition(s) for an alert and enter the information
for the alert (email, SNMP trap, or select both).

If multiple power management units are cascaded, the alarm threshold is set for the sum of
all outlets.

To set up an email alert it is assumed that the mail server has already been set up. If not, go
to Configuring SMTP alerts. If the SMTP server is not set up, the E-mail option will not be
available.

10 Click Save & apply.

11 Continue by configuring the outlets.

Outlet configuration

The following procedure allows you to setup the power supplied to your device from the power
controller.

1 From Power controller, click Outlets.

2 Click the outlet number to configure.
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Power controller configuration - DIGI RPM on Port 8

Power controller
Alarms & thresholds
Outlets

Cutlet  Port  Title

Unit#  Outlet#

0

1 MNone  Mone
Serial port : INone 'l
Cutlet title : |N0ne
User access control
User Power access
S EVErYONE s Il
| r

Sawve to flash I Sawve & apply | Cancell

MNone  Mone
MNone  Mone
MNone  Mone
MNone  Mone
MNone  Mone
MNone  Mone
MNone  Mone

LB I I ) [ S CN I e

Action

Add

oo o oo oo

1

LB I I ) [ S CN I e

Outlet configuration

Select the serial port number that controls the device connected to the Digi CM unit (if any). If the

port number has a title, it will appear.

If you want to add a title or change the existing title, go to Serial port > Configuration and
select the port number that you want to add or change the title. Enter the title and click
Save & apply. Go back to Power Controller > Configuration > Title > Outlets and select the

outlet you are configuring to continue.

If you are not selecting a serial port number, you can modify a user’s access on this screen. Enter

the User Access Control parameters - see User access for Power Controller.

Click Save to flash and repeat steps 2- 4 for each outlet you want to configure.

Click Save & apply.
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Power controller configuration - DIGI RPM on Port 8

Power controller
Alarms & thresholds
Outlets
Cutlet  Port  Title Unit#  Outlet#
1 1 Sun Server u] 1
2 2 Sun Server u] 2
Serial port : |1 'l
Mave to serial port configuration to change [title] or [power access]
Cutlet title : |Sun Server
User access control
User Power access Action
S EVErYONE s i
Gilligan I Bermowve |
|7 Adld
Sawve to flash Sawve & apply | Cancel |
3 MNone  Mone u] 3
4 MNone  Mone u] 4
5 MNone  Mone u] 5
5] MNone  Mone u] 5]
7 MNone  Mone u] 7
g MNone  Mone u] g

The screen above shows that serial port one on the Digi CM unit is connected to a Sun Server
that is supplied power from outlets 1 and 2 on the power controller. In the example above,
Gilligan has access to the power outlets.

7 To select the parameters for the User Access Control, click the User Access link. You may grant
specific users permission to access an outlet or restrict access for specific users from an outlet.
For more information see User access for Power Controller.

User access for Power Controller

The Digi CM unit can be configured to allow all users or specific users access to the power controller
feature as well as restricting specific users to the power controller feature. User Access is configured
on an outlet by outlet basis.

User Access to a serial device that is connected to the power controller in configured under
Serial Port > Configuration > Port # > User Access

Configure to allow specific users access

To configure the Digi CM unit for specific users, you must deselect <<Everyone’s>> access and add
the specific user and access as in the following steps.

1 Login tothe Digi CM unit.

Initial setup is described in the Quick Start Guide included with the product packaging. A
copy of this document is also available online here.

2 Click Power Controller > Configuration > Outlets > Select the outlet # to configure.
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Power Controller User access for Power Controller

3 Select the port to configure to the outlet. If it is a non-serial device select None.

4 Edit the outlet title. If there is a serial port, the port title will appear and cannot be edited from
this screen.

5 Click Save & apply.
6 Under Everyone uncheck the Access type and click Save to flash.

7 Enter the user that will have access and check the Access type.

Port is access to the port. Monitor is access to sniff. Power is access to the power

management.
8 Click Save to flash. Repeat steps 7 and 8 for additional users.
9 Click Save & apply after all users have been entered.
Power controller configuration - DIGI RPM on Port 8
Power controller
Alarms & thresholds
Outlets
Cutlet  Port  Title Unit#  Outlet#
1 1 Sun Server u] 1
2 1 Sun Server u] 2
3 MNone  Backup Tape Device u] 3
Serial port : INone 'l
Cutlet title : |Elackup Tape Device
User access control
User Power access Action
S EVErYONE s -
Gilligan I~ Remowve |
| r Add
Sawve to flash I Sawve & apply | Cancel |
4 None  Light display u] 4
5 MNone  Mone u] 5
5] MNone  Test u] 5]
7 MNone  Mone u] 7
g MNone  Mone u] g

The screen above shows outlets 1 & 2 control power to the Sun Server configured on port 1
of the Digi CM unit. Outlets 3 and 4 are not serial devices. Gilligan has been designated the
specific user to control outlet # 3.

Configure to restrict specific users

To restrict specific users, you must select access for << Everyone>> and add the restricted user by
deselecting his or her access.

1 Llogintothe Digi CM unit.

Initial setup is described in the Quick Start Guide included with the product packaging. A
copy of this document is also available online here.

2 Click Power Controller > Configuration > Outlets > Select the outlet # to configure.
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Power Controller Power Controller management

3 Select the port to configure to the outlet. If it is a non-serial device select None.

4 Edit the outlet title. If there is a serial port, the port title will appear and cannot be edited from
this screen.

5 Click Save & apply.
6 Check Everyone and click Save to flash.
7 Enter the username that will NOT have access, uncheck the Access types that are restricted, and

click Add.

Port is access to the port. Monitor is access to sniff. Power is access to the power
management.

8 Click Save to flash and repeat steps 7 and 8 for additional users.

9 When all users have been added Click Save & apply.
Power controller configuration - DIGI RPM on Port 8
Power controller
Alarms & thresholds
Outlets
Cutlet  Port  Title Unit#  Outlet#
1 1 Sun Server u] 1
z 2 Sun Server Backup u] 2
3 MNone  Backup Tape Device u] 3
4 Mone  Environmental Sensar 0 4
Serial port : INone 'l
Cutlet title : |Envir0nmental Sensar
User access control
User Power access Action
S EVErYONE s Il
Gilligan - Remowve |
I Add
Sawve to flash Sawve & apply | Cancel |
5 MNone  Mone u] 5
5] MNone  Mone u] 5]
7 MNone  Mone u] 7
g MNone  Mone u] g

Gilligan does not have access to Outlet # 4.

Power Controller management

The Power Controller Management option allows you to change outlet settings or get a quick update
of the power controller status.

1 Under Power Control click Management.

Power controller management

Power controller
Port# Manufacturer Title Cutlets Status
g DIGI RFM DIGI RFM on Port 8 g Connected
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The Power controller management screen gives a quick view of all the power controllers and the
current status of the connection. The Port # and Manufacturer fields are a link to the specific power
controller statistic page, which displays information for the power controller. If the status is
‘Disconnected’ the links are inactive.

2 Click either the Port # or the power controller title.

Power controller management - DIGI RPM on Port 8

Power controller

Model : RPMS

Alarm threshold . 20.0 amps

Temperature : 86.0 °F{ 30.0 °C )

Circuit breaker : Good

RMS voltage @ 120.0 valts

RMS current 0.0 amps

May current detected : 0.0 amps Clear |
Cutlets

The Power controller statistics screen appears to show the Alarm threshold, Current temp, Circuit
breaker condition, RMS voltage, RMS current, and Max current detected.

The Clear button will reset the Max current detected to 0.0 amps. From this screen click Outlets.

1 Selectthe outlet number that you would like to manage.

The screen below shows that all the outlets are powered On and outlet 3 is Rebooting,
therefore the Backup Tape Device is power cycling.

Power controller management - DIGI RPM on Port 8

Power controller
Outlets
Cutlet  Port  Title Unit# Outlet#

OM 1 1 Sun Server u] 1
[wl ] z 2 Sun Server Backup u] 2

Rebooting 2 None  Backup Tape Device u] 3

Fower an Fower aff Eeboot

ON 4 Mone  Environmental Sensor 0 4
OM 5 MNone  MNone u] 5
OM 5] MNone  MNone u] 5]
OM 7 MNone  MNone u] 7
OM g MNone  MNone u] g

2 Click Power on, Power off, or Reboot depending on what you want the outlet to do.

Cascade multiple Digi RPM units

The Digi RPM power controllers can be cascaded when used with the Digi CM unit.

The DIP switches on the front panel of the Digi RPM allow configuring unique identities (ID) to the
Digi RPMs so they can be identified. In a cascaded environment each unit has to be configured to a
unique ID.

To cascade the Digi RPM units, connect a serial port of the Digi CM unit to the Console Port of the first
Digi RPM unit using a straight-thru cable. Connect the “Cascade” Port of the first Digi RPM unit to the
“Console” Port of the second.

Following an example of two cascaded Digi RPM units connected to a Digi CM unit.S

Please note that the ID for the first unit is set to 0 and for the second unit it is set to 1.
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Digi CM 32

_ T
Consolel—

A Digi RPM 8 -

= : T ID=0

The following table shows all possible IDs that can be configured on the Digi RPM. unit.
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Unit ID Switch Configuration

Cascade multiple Digi RPM units

TN\ EITTH KT LT
(T EFFT LT LT
TR LT ELTEN LT,
TR\ ETTE) LEFT LT
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Port clustering

Introduction

Introduction

Port clustering is the ability to manage many serial ports on one or multiple slave devices from one

master device using a single IP address. For instance, the Digi CM unit can manage up to 16 slave
devices or a maximum 816 serial ports with one Master device. Ports can be configured either

collectively or individually depending on user preference. Each master and slave device is
configured separately; they cannot be configured from one master console.

A secondary IP address can be specified to put all slaves on a private network. The secondary IP

option can be found under Network —> IP configuration.

To set up the Digi CM unit for port clustering you will need to:

? Configure all the Digi CM serial ports.

? Assign one Digi CM unit as the master clustering device; all other Digi CM units default to slave

devices.
? Import slave configuration to the Digi CM unit’s master device.

Remote PC
Master ’
Ports 7000-7031 - Local L
8000-8031 - Slave 1
9000-9031 - Slave 2 Telnet 211.112.67.34 8005
IP211.112.67.34
[
= e Internet
N
= Port 5
Server Slave 1 Slave 2
192.168.1.102 192.168.1.103

Configure port clustering

Assign master clustering mode

To assign a Digi CM unit as the master cluster device, do the following:

1 Access the Digi CM unit through the web interface. This Digi CM unit needs to be the unit you

want as the Master.
2 Under the Clustering heading, choose Configuration.

3 Choose Master from the drop down menu.

Subsequent units will be configured in Slave mode by default.
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4 Choose Save & apply.

Clustering configuration

Clustering mode configuration

Clustering mode : Master v:
Authentication mode :

Update master on changes :

Save to flash ][ Save & apply ][ Cancel ]

Clustering information

UIrE)'t Slave unit address No. of port U{St Slave unit address No. of port
A 10.8.200.10 16 R -
N — - o J—— -
S — — —

(Y ——— — S J—— —
) Q— — ) — —
G — - I ~
[ [ ———— - [ ——— ~
o J— — = — -

Configure slaves to join a cluster

Digi CM units can be configured as basic slaves without any additional configuration. Two additional
settings, however, enhance the clustering capability.

Authentication mode - Local authentication is the slave independently authenticating all port
access.

Master authentication is the master performs port authentication. Users do NOT need to be
defined on the slave unit. Password verification will be done by the master unit.

Update Master on Changes - Automatically updates port name changes, port settings, and user
permission settings to the master unit. Generally, Update Master on changes should be yes.

Select the appropriate settings then click Save & apply.

Clustering configuration

Clustering mode configuration

Clustering mode : ‘Slave v
Authentication mode : Local v
Update master on changes : No «

[ Sawve toflash ][ Save & apply H Cancel ]
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Advanced clustering configuration

To refine a cluster environment, use the following parameters for advanced configuration of a
cluster. To access the Advanced menu follow the proceedure listed below.

1 Select Clustering > Configuration > Master > Save & apply.

2 Select the port number> Enable > Save & apply.

Clustering configuration - Unit A

Basic configuration

Enable/Disable this unit : Disable v

[ Save to flash ] [ Save & apply ] [ Cancel

3 Select Advanced from the Clustering >Master mode.

Clustering configuration - Unit A

Basic configuration Advanced >>

Enable/Disable this unit : Enable v:

Slave unit address : [ Auto Configure
No. of port : 48 v:

Slave authentication mode : Local v:

[ Save to flash ] [ Save & apply J [ Cancel J

Enable - This shows whether the portis enabled or disabled. All ports are enabled by default.
Slave unit address - IP address of slave.
No. of ports - Number of ports on slave.

Slave authentication mode - To specify if your database is controlled by the master unit, or
locally by the slaves themselves.

Update Master on Changes - Automatically updates port name changes, port settings, and user
permission settings to the master unit. Generally, Update Master on changes should be yes.

Connect to slave unit to change configuration - A quick access method to connect to the slave.

Source port - This is the port number that you would access to get to the slave on the master
unit. The first slave port defaults to 7100 for the port access menu and the port numbers increase
according to the number of ports on the Digi CM unit.

Destination port - The destination portis the corresponding port number on the slave unit. On a
32-port slave unit, the destination port numbers range from 7001 to 7032.

Protocol - The four options are N/A (not available), SSH, Telnet, and RawTCP.

Base source port - If you choose not to use AutoConfig, you can set these ports manually. Base
source port is the first port number on a master unit. By default the base source port on the
master unit is 7001. The base source ports extend the master’s ports via the slave ports. For
example, starting the base source port number with 7101 results in a 32-port unit being
numbered from 7101 to 7082. Port number 7100 is the port access menu of the slave. If you
configure the device manually, the port access menu must also be configured separately.
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Configure port clustering

Base destination port - The physical port numbers of the slave device.

However, you can change the base source port number to another number and the rest of
the ports on the unit will be sequentially numbered from the base source port.

Basic configuration

Enable/Disable this unit :
Slave unit address :

No. of port :

Slave authentication mode :

Update master on changes :

<< Basic

(Enable v |

10410253
2>

:Maste‘r v/ [ Set Authentication ]
[ves v [ Set Update Master ]

Connect to slave unit to change configuration : Please, Do [Auto Configure] after changing

Enable Source port  Destination port  Protocol
7149 | 80 | [HTTP ¥  [Connectto slave unit]
Port access menu configuration
Enable Source port  Destination port Protocol
|7100 |7000 Telnet v
Individual port configuration
Port Enable . Source Destination
# 0 Title - port Protocol
1 Port Title #1 7101 (7001 | [ssH v
2 Port Title #2 7102 |02 | [ssH  ~
3 Port Title #3 7103 | (7003 |[ssH v
4 [Port Title #4 7104 | [r004 | [ssH v
5 Port Title #5 7105 | [7008 | [ssH v
6 Port Title #6 7106 (7008 | [ssH v
7 [Port Title #7 707 | [r007 | [ssH v

Access the cluster ports

You can connect to the slave port using the web, Telnet or SSH client. You can access the port access
menu or custom menu of each slave device or connect directly to each slave port.

Web Access
1 Click Clustering > Connection > Port number.
2 Loginto the port.

3 Enterthe port escape sequence (listed on page).

Telnet

1 Telnet to the IP and the port number of the device.
telnet 143.191.3.9 7101

2 Login.

3 Enterthe port escape sequence (listed on page).
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SSH

1 Click onthe port with SSH protocol

2 Login.

3 Enterthe port escape sequence (listed on the page)

Depending on your access rights you can sniff (read only) or monitor (read/write), or manage
power of the ports.

Digi CM User Guide 141



System administration

Introduction
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Set the date and time

Configure a host name
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Introduction

This section describes how to perform tasks performed either by root or the system administrator.
These tasks fall under the general heading of system administration and include firmware upgrades,
saving configurations, resetting the unit to defaults, and disaster recovery procedures.

Upgrade the firmware

Web interface

The web interface allows you to download the latest firmware version to the Digi CM unit. The latest
firmware can be found at: https://www.digi.com/products/consoleservers/digicm#productsupport.
Do the following to upgrade the firmware:

1 Access the web interface.

Initial setup is described in the Quick Start Guide included with the product packaging. A
copy of this document is also available online here.

2 Under the System administration heading, choose Firmware upgrade.
3 Select Local machine or CF card (if configured).

4 Choose the Browse button and locate the firmware download.

5

Choose Upgrade. The Digi CM unit will automatically reboot when the upgrade is complete.

Firmware upgrade

Select the new firmware binary file
This will take 8 minutes maximum

Location : Local machine i§4
Local machine : |[_Browse...

[ Upgrade ][ Reset ]

Str:_‘tgr:natic firmware and configuration upgrade at boot Disable <
Protocal :

Use DHCP option for remote server and hash file :
1P address of remote server :

Hash file name :

[ Save to flash ][ Save & apply ][ Cancel ]

Do not power cycle the unit for five minutes after the firmware upgrade is completed, as the
unit is writing the firmware to flash!

Configuration management

Configuration management allows you to save all or parts of your configuration. You can also
establish the time frame to save the configuration either periodically or 10 minutes after the latest
changes. The Digi CM unit saves all configurations when the Save & apply button is used or the
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System administration Configuration management

Apply changes link is used. These configurations are saved to the loca IDigi CM unit in /tmp/cnf
directory by default. Manage these configurations by exporting the files to your location of choice.

1 Click System administration > Configuration management. The Configuration management
screen appears.

2 Under Configuration Export, select the file locations that you wish to save enter aname and click
Export.

Configuration management

Configuration export

Location : CF Card Primary NFS server O User space(fusr2) O Local machine
Encrypt ; Yes ¥
File name : .SYSCm

Configuration import

Location CF Card Primary MFS server O User space(/usr2) O Local machine

& Factory default
Configuration selection @

Select all
System configuration ( [ Including IP configuration )
Serial port configuration
Clustering configuration
Custom menu configuration
System user configuration
Encrypt : NGRS

File selection : Local

Save the configuration automatically

Further down the screen are the options for automatically saving the configuration either
periodically or 10 minutes after the latest changes. The following list contains the parameter
descriptions.

? Automatic backup option
Disable - if you do not want to use an automatic save option
Periodic - used to set the save option per your time frame

10 minutes after last change - as described

-~

Location

CF card, Primary NFS server, User space, Send via email - options for where to save the
configuration

-~

Encrypt

Yes - file will be encrypted (.syscm)

No - file will not be encrypted (.tar.gz) in a tar and a gzip’d format
? File Name

The name of the configuration file

-~

Backup interval

The periodic hourly interval to back up the configuration files.

-~

Recipient’s email address
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The email address to send the configuration file.

To setup the automatic backup option follow the procedure.
Select Periodic or 10 minutes after latest change from the drop down menu.
Select the location to save the file.

Select Yes or No to encrypt and enter the file name.

1

2

3

4 Enter the number of hours for the backup interval (if periodic)

5 Entertherecipient’s email address to send the configuration file (if the location is sent via email).
6

Click Save & apply.

Autormatic backup configuration

Automatic backup option : _Disable ¥

Location : CF Card Primary NFS server User spacelfusra) Send via email
Encrypt :

File name : . |,syscm

Backup interval (hour, 1 - 720) :

Recipient's email address : [

| Sevetoflash || Savedapply || Cancel |

Automatically upgrade the Digi CM Unit’s firmware or
configuration using TFTP

The Digi CM unit supports upgrading the firmware, configuration, or any other files in the file system
using a TFTP-based mechanism.

During boot, the Digi CM unit can verify a “hash” file and determine if it needs to download upgrades
from the TFTP server.

There are multiple ways to configure the TFTP upgrade function.

DHCP

The DHCP server can automatically assign a TFTP upgrade server and file to the Digi CM unit during
boot. The options implemented are:

(66) TFTP server address
(67) TFTP filename (this is the filename of the hash file)

To enable DHCP firmware upgrade:

1 Click System administration > Firmware upgrade.

2 Set “Automatic firmware and configuration upgrade at boot time” to Enable.
3 Set “Use DHCP option for remote server and hash file” to Yes.
4

Click Save & apply.
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The next time the Digi CM unit reboots, it will analyze the hash file and upgrade the firmware,
configuration, or other files if required.

Directly configure the TFTP Server and the name of the hash file

To configure the IP address of the TFTP server and the filename of the hash file on the Digi CM unit,
follow the steps below:

[

Click System administration > Firmware upgrade.

2 Set “Automatic firmware and configuration upgrade at boot time” to Enable.
3 Set “Use DHCP option for remote server and hash file” to No.

4 Configure the “IP address of remote server “.

5 Configure the “Hash file name".

6

Click Save & apply.

The next time the Digi CM unit reboots, it will analyze the hash file and upgrade the firmware,
configuration, or other files if required.

If you have trouble with the TFTP upgrade process, please verify that the hash file and the other files
are accessible using TFTP.

The structure of the hash file

The hash file is an ASCII configuration file with one line per entry. Each entry defines one upgrade
action.

There are three actions defined:

[

Upgrade firmware
2 Upgrade configuration
3 Upgrade any file

4 Execute an application.
The action is the first entry in the line and it also defines the syntax of the line.

Syntax for action 1: firmware upgrade
<image name>,<model name>,<version>

<image name> specifying the path and the filename of the firmware on the TFTP server

<model name> specifying the product name especially the port count e.g. DigiCM48, DigiCM32,
DigiCM16 or DigiCM8

This allows you to have one hash file for different models.
<version> the version number of the firmware

The Digi CM unit will download the firmware if the version number of the running firmware is
different than the firmware version in the hash file (the current firmware version is saved in file /
tmp/cnf/version).

Make sure the firmware version in the hash file matches the firmware version on the FTP
directory, otherwise you will start a continuous upgrade process.
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Example:
Passport48.img,DigiPassport48,v1.6.0

After the firmware was upgraded the Digi CM unit boots again.

Syntax for action 2: configuration upgrade
<image name>,<model name>,<version>

<image name> specifying the path and the filename of the configuration file on the TFTP server

<model name> specifying the product name especially the port count e.g. DigiCM48, DigiCM32,
DigiCM16 or DigiCM8

This allows you to have one hash file for different models.
<version> theversion number of the firmware

The Digi CM unit will download the configuration if the version in the hash file is different from the
version saved in the file /tmp/cnf/.cnfversion. This file does not exist until you do the first automatic
configuration upgrade. It is also deleted if the unit is reset to factory defaults.

If the /tmp/cnf/.cnfversion file does not exist, no download will occur. The file /tmp/cnf/.cnfversion
is a hidden file.

Example:
config.tar.gz,DigiPassport48,v1.6.0

After the firmware configuration is upgraded the Digi CM unit boots again.

A sample hash file can be downloaded from: https://www.digi.com/products/consoleservers/
digicm#productsupport.

Syntax for action 3: file upgrade
<file name>,<options>,<destination>
<file name> specifying the path and the filename of the file on the TFTP server
<options>
- F: forced copy (override existing file)
- X: decompress
-Z:unzip
- U: default option for file uploading
<destination> directory on the Digi CM unit to place the file

These files are downloaded every time the Digi CM unit boots and there is no reboot after
downloading.

Example:
snmpd.conf,FU,/tmp/cnf

The file snmpd.conf is copied from the TFTP server and placed into /tmp/cnf. The file is used as is
and the previous version is overwritten.

Syntax for action 4: execute a command
<command> <parameters>

<command> any application residing on the Digi CM unit that is executable by root
<parameter> all parameters this application requires

Example:
touch /tmp/test
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Reset factory defaults

There are two ways to reset the unit to the factory defaults. The quickest and simplest method is to
push and hold the hardware factory default reset button until the Ready light on the front panel
goes out. The reset button is located on the back panel of the unit next to the Ethernet port. The
arrow points to the reset button’s location.

Factory reset button

= = - - = = . W ) 0 0 .

PPN IR DREOED z -
5
- = O] - g " 1) E T g ; T " ' = e

Digi CM 32 shown

The alternative method to reset the unit is through the web interface. The web interface provides the
option of retaining the IP settings. To use the web interface to reset the Digi CM unit, do the
following:

1 Accessthe web interface.

Initial setup is described in the Quick Start Guide included with the product packaging. A
copy of this document is also available online here.

2 System administration > Configuration management

3 Under Configuration import select Factory default.

Configuration management

Configuration export

Location : © cFcard € Primary NFS server € User space(fusr2) © Local machine
Encrypt IYes 'l
File name : | LSYSCM

Export |

Configuration import

Location : © cFcard € Primary NFS server € User space(fusr2) © Local machine
' Factory default
Configuration selection :
¥ select all
System configuration { [ Including IP configuration )
Serial port configuration
Clustering configuration
Custom menu configuration

EURE U

System user configuration

Encrypt IYes 'l
File selection : |—Se|edfi|e—j Lacal ;| Browse. . |

1 Select the Configuration factory default options you want to restore from the checklist.

2 Click Import. The Digi CM unit will automatically reboot.

The following are the default values when the Digi CM unit is reset to the factory defaults.

? Static IP Address: 192.168.161.5
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Port Access Menu IP Address: 192.168.1.100
Port Access Menu TCP Port Number: 7000
Serial Port IP Address: 192.168.1.101-
Serial Port TCP Port Number: 7001-

NN ) oY

Set the date and time

The Digi CM unit provides two options for keeping system time. The first is by using an NTP server
and the other is through an internal battery backup. To configure the Digi CM unit for date and time,
do the following:

1 Accessthe web interface.

Initial setup is described in the Quick Start Guide included with the product packaging. A
copy of this document is also available online here.

2 System administration > Date and time.

Date and time

Use NTP : Disable v
NTP server (0.0.0.0 for Auto) :

Date [mm/dd/yyyy] : iD4/28/2005
Time [hh:mm:ss] : kU4:36:39
[Standard time] ‘

Timezone : UTC

Time offset from UTC (UTC + [x.x]hours) : VU.D
[Daylight saving time]

Enable/Disable daylight saving time : Enable v
Daylight saving timezone : :cms

Time offset from UTC (UTC + [x.x]hours) : iD.D

Start date [mm/dd] : ;03"2?
Start time [hh:mm:ss] : 02:00:00
End date [mm/dd] : 1016

End time [hh:mm:ss] : 02:00:00

[ Save to flash ] [ Save & apply ] [ Cancel ]

3 Touse an NTP server, choose Enable, the NTP server’s IP address, the Time offset, and the Date
and Time fields.
or
To use the internal battery, fill in the Date and Time fields only.

If you change your time zone, you must go back and reconfigure your time for the time zone
change to be effective.

4 Choose Save & apply.
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Configure a host name

The system administrator can assign a Host name to the Digi CM unit. This is often helpful for
administration purposes to locate a specific Digi CM unit on the network. To assign the Digi CM unit a
device name, do the following:

1 Access the web interface.

Initial setup is described in the Quick Start Guide included with the product packaging. A
copy of this document is also available online here.

2 System administration > Device name.
3 Enter the name you want to assign the Digi CM unit.

4 Choose Save & apply.
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Introduction

The Digi CM unit runs the embedded Hard Hat Linux operating system. The command line interface
for configuration purposes is accessible only by the root user. The system administrator has read
only privileges from the command line. By default the root user is connected to the CLI (command
line interface) when accessing the Digi CM unit through Telnet or SSH. To gain access to the
command prompt, the root user uses the username root and the root password. This chapter
includes the Linux commands available on the embedded Linux operating system and the location
of files useful to the root user for administrative purposes.

Initial setup is described in the Quick Start Guide included with the product packaging. A
copy of this document is also available online here.

The root user should be aware that deleting or corrupting files may prevent the Digi CM unit
from booting properly. Before editing any files, be sure to back up your configuration files.

Linux commands

The purpose of this section is to list the various Linux commands available on the Digi CM unit. This
is simply a listing of commands and does not detail what the commands do or give their particular
parameters. If you need more information, see the man pages on a Linux system.

Two commands that are very important for saving and applying changes to the configuration files
are:

? saveconf: The saveconf command saves the configuration files to flash memory.

? applyconf: The applyconf command immediately applies the configuration changes.
The configuration files are located in /tmp/cnf directory.

Two system utility menus that are important for accessing and configuring the Digi CM unit and the
serial ports are the portaccessmenu and configmenu.

? portaccessmenu: This menu allows the user to access the serial ports on the Digi CM unit.

? configmenu: This menu enables the system administrator to configure the Digi CM unit. It has
essentially the same functionality as the web interface for configuring a unit with the exception
of the ability to create custom menus.

? portreset #:Thiscommand allows the user to reset a specific port. It restarts all processes
associated with the port.

Shell and shell utilities

sh ash bash echo sed

env false grep more which

File and disk utilities

T
| E
o

ls cp mv rm mkdir

rmdir In mknod chmod touch
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File and disk utilities

sync gunzip gzip zcat tar

dd df du find cat

Vi tail mkdosfs mke2fs e2fsck
fsck mount umount scp

System utilities

date free hostname sleep stty
uname reset insmod rmmod smod
modprobe kill killall ps half
shutdown poweroff reboot telnet init
useradd userdel usermod whoami who

Network utilities

5_.
%)
c

ifconfig iptables route telnet ftp

ssh ping

Important file locations

The Digi CM unit has several files that are important for administrative use. Below is a brief listing of
some files that the root user or system administrator might desire to either monitor or edit.

Default script

The default script file is executed whenever the Digi CM unit is booted. The file is /usr2/rc.user and
can be modified with the vi editor. The modified script becomes effective when the system is
rebooted.

Booting sequence

When the Digi CM unit boots, it decompresses the /cnf/cnf.tar.gz file to /tmp/cnf/* and unmounts the
[enffile. If the configuration files are modified in the /tmp/cnf file and the configuration is saved to
flash (saveconf), the unit mounts the /cnf file and compresses the /tmp/cnf/* to /enf/cnf.tar.gz.

Config files

All config files are in /tmp/cnf and /tmp/cnf subdirectories. The following table lists the filenames
and a brief description.
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Flonme ——beiion

active_detect
chap-secrets
client.pem
./cluster/cluster.conf
./cluster/unit#.conf
.cnfversion
dhcpd.opt
ez-ipupdate.conf
group

host.cnf

hosts

interfaces

krb5.conf
./keywords
./menu
pap-secrets
passive.detect
passwd
./power/power.cnf
pppoe.conf
redirect.cnf
resolv.conf
server.pem
shadow
snmpd.conf
./.ssh
system.cnf

timezone

Digi CM User Guide

Active auto detection of serial devices

Chap authentication information when using “PPPoE”
Web certificate

Cluster “Master” port information

Cluster “Slave” port information

Version of current configuration. Used for TFTP update only
DHCPD information

“Dynamic DNS” information for IP assigning

User group information

Host name look up order

Host name table

Basic loopback (lo) and ethernet interface (eth0) information (IP, gateway,
etc.)

Kerberos information

Keywords for alert configuration

All custom menu information, .xml files

PAP auth via PPPoE

Passive auto detection of serial devices

User password file

Power management configuration

Config file for PPPoE

Basic port and portaccessmenu config information
DNS information

Private key for SSH with key certification information
Secure password file

SNMP information

Directory for SSH information

Basic network config information (IP, gateway, etc.)

Time zone configuration
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Filename ____[pescription |

.J.usracctl Directory containing user access control information
version Firmware version
User storage space

The Digi CM unit comes with 1 megabyte of user storage space. This storage space can be used to
store custom scripts. The location is /usr2. Custom scripts such as simple commands, are simply
dropped into /usr2. If a file needs to be edited, copy the file into usr2/rc.usr, kill the process, then
restart the process from the new file. Scripts from the user storage may be created to run during
boot after the network is up. The following are some examples of various ways to create a script
stored in the user storage space.

? Saving IP tables options permanently
? Changing radius socket ports

? Limiting root access to the console on Digi CM products
? Sending a break

Example scripts
Example script: Saving IP tables options permanently

Add the following command in the '/usr2/rc.user’ script file just above "exit 0". Disabling Telnet is
just shown as one example.

1 Create anew script file '/usr2/run.user' that includes the commands you want.
iptables -A INPUT -p tcp --dport 23 -j DROP

2 Run the following command to make the script executable
chmod 755 /usr2/run.user

3 Add the following command in the '/usr2/rc.user' script, just above "exit 0"
1n -s /usr2/run.user Jetc/rc.d/rc2.d/S60runuser

4 Reboot

reboot

If you factory default the unit, the '/usr2/rc.user' script file is moved to '/usr2/rc.user.old#'
and the default rc.user file will be restored.

Example script: Changing radius socket ports

The radius client obtains the radius socket ports to use via the '/etc/services' file. The client only
looks up the lines starting with 'radius' and 'radacct’.

1 Modify the /etc/services file as follows. Change lines starting with 'radius' and 'radacct’ to the
socket numbers you wish. For example:

radius 1645/tcp
radius 1645/ucp
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radacct 1646/tcp
radacct 1646/ucp

2 After editing /etc/services copy it to /usr2

cp /etc/services /usr2

3 Edit /usr2/rc.user and add the following line just above "exit 0":
cp -a /usr2/services /etc/services

4 Reboot

reboot

If you factory default the unit, the '/usr2/rc.user' script file is moved to '/usr2/rc.user.old#'
and the default rc.user file will be restored.

Example script: Limiting root access to the console on Digi CM products (for SSH only)
This prevents root access from any means except physically logging in on the Digi CM console.

1 Modify 'Jetc/inetd.conf' and append -f/usr2/sshd_config to the sshd line.
cp /etc/inetd.conf /usr2/inetd.conf

2 Edit'/etc/ssh/sshd_config'. Change "PermitRootLogin" to no.
cp /etc/ssh/sshd_config /usr2

3 Add the following commands in the '/usr2/rc.user' script. Add these commands just above "exit
0"

cp -a /usr2/inetd.conf /etc/inetd.conf
while killall dinetd 2>/dev/null;

do sleep 5;

done

/usr/sbin/inetd

4 Reboot

reboot

If you factory default the unit, the '/usr2/rc.user' script file is moved to '/usr2/rc.user.old#'
and the default rc.user file will be restored.

Example script: Sending a break from an existing session with the Digi CM unit from a Telnet session

If the Telnet was initiated from a UNIX command line Telnet client. Issuing the Telnet escape
sequence 'M]' (control-right_square_bracket) will take you to the 'telnet>' prompt.

telnet>send brk
Other Telnet clients often have a "send break" option.

From an ssh session Type the [tilde-break] which is the default ssh break characters.
~break

The ssh break can changed from the Web Ul or config menu under Serial ports > Configuration >
Host mode configuration > SSH break sequence
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Additional binaries or applications can be added to /usr2 such as:
? crontab

? netstat

? fuser

To download these utilities go to:

User administration

Add, edit or delete users with the Digi CM unit’s command line interface.

root@BDigi_CH_Device:"™#f useradd —-dstmp—g 582 —srhinseditconf —p testl testl
usage: wseradd [-uw wid [-0l] [-g groupl [-G group....]

[-d home]l [-= zshelll [-¢ comment] [-m [~k templatell

[-f inactivel [-e expire 1 [-p passwd]l name

useradd -D [-g groupl [-b basel [-g shelll
[-f inactivel [-e expire 1
root@Digi CH_Device :™it

? Adduser
Example:useradd -d /tmp [-g groupid] [-s shellprogram] [username]
groupid = Options are: Sys admin, Port admin, or Standard User.
500 = Sys admin
501 = Port admin
502 = Standard User
These are the three types of groups supported by the Digi CM unit. You must use one of these.

shellprogram = Options are: CLI (Command Line Interface), Config menu, Port access menu, or
Custom menu.

/bin/bash = CLI

/bin/editconf = Configuration menu
/bin/vts.master = Port access menu
/bin/menu = Custom menu

These are the four types of shells supported by the Digi CM unit. You must use one of these
four.

e passwd [username]
e saveconf
e applyconf

? Modify user
Example:usermod -d /tmp [-g groupid] [-s shellprogram] [username]

Syntax is the same as it is for useradd mentioned above.
® saveconf
e applyconf

? Delete user

Example: userdel[username]

e saveconf
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e applyconf

Locator LED script

The Find Me LED on the Digi CM 48 can be deactivated and reactivated with the following file and
command.

All other Digi CM units have the locator feature without a Find Me LED. To identify another
Digi CM unit, all the LEDs blink when the feature is activated.

The file and syntax for the locator LED is /bin/blinkled [start|stop]
Example to stop and start locator LEDS

root@mankato:~# /bin/blinkleds stop

root@mankato:~# /bin/blinkleds start
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Introduction to the configuration menu
Access the configuration menu
Configure SSH

Add, edit, and remove users
Add and configure a PC card
Host Mode Configuration

Port parameters

Port Access Menu

System logging

Configure SNMP

Configure SMTP

Network IP filtering

Port IP filtering

Sniff sessions

Authentication

Upload server certificate
Dial-in modem access

Dial-in terminal server access
Clustering

Firmware upgrade

Restore factory defaults

Set the date and time

Access the Boot Loader program
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Introduction to the configuration menu

The configuration menu presents the same functionality in configuring the Digi CM unit as does the
web interface, excluding the creation of custom menus. The configuration menu is navigated by
using the number representing the menu item and the ESC key to return to earlier menus. Telnet to
the Digi CM unit, log in and enter configmenu to start any configuration. If you log in as admin, the
configuration menu will automatically appear.

Initial setup is described in the Quick Start Guide included with the product packaging. A
copy of this document is also available online

Access the configuration menu

The configuration menu is available through a Telnet or SSH session to the root user, system
administrator, or port administrator. (Port administrator can only change serial port parameters.)
The configuration menu enables the authorized users to configure the Digi CM unit with the same
functionality as is available with the web interface. The only functionality missing from the
configuration menu is the ability to create custom menus.

1 Telnetinto the Digi CM unit. The root user, by default, is connected from a Telnet session to the
Linux command line.

2 Enter configmenu at the command prompt. The configuration menu follows the layout of the
web interface.

login: root
Password:
root@Digi_CHM_Device:™# configmenu

Welcome to Digi CM 48 configuration page

Current time : A1,/02/1970 B4:43:01 F/\W REU. H

Serial No. : U34751584 MAC Address : BB-40-9d-23-84-36
: DHC IP Address : 10.8.16.39

Select menu

. Network Configuration

. Serial Port Configuration
. Clustering Conf iguration
Power Controller

PC Card Configuration

. System Status & Log

. System Administration

. Save Changes

Exit without Saving

Exit and Apply Changes
Exit and Reboot

. Start Device Locating
(ENTER) Refresh

i
2
3
4,
5.
6
2
8
9.
a.
h.
¢

Choices for the configuration menu are made by selecting the number of a menu item. The ESC key
allows you to move back a menu each time it is selected. Sometimes only one menu item is
presented; however, that single menu item has two or more options that have to be configured.

Configure SSH

1 Choose Serial Port Configuration and then an individual port number or 0 (zero) for all ports.

2 Choose Host mode configuration > Protocol > SSH.
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Port
Port
Port
Port
Port
Port
Port
Port
Port
Port
Port
Port
Port

Title
Title
Title
Title
Title
Title
Title
Title
Title
Title
Title
Title
Title

eI ®

a.
-a.

Enter pult numhel to confiugre

<8 -

S

1.
3.
3.

S

8

all ts,

a — add remote port,

<ESC> B\ck <ENTER> More
1

. Port Title

> port #H1
Enable

: Port Title #1

. Host Mode Configuration
. Serial Port Parameters

. Authentication

. Apply all ports setting :

. Port Management
RealPort Support
(ESC) Back, <ENTER>

elect menu
Host mode

Protocol : Telnet

. Inactivity timeout
. Modem init string :
<ESC> Eack <ENTER>

eluct P)otocol =
1 = Telnet, 2
-> 2

elect menu
. Host mode
. Destination IP & por
- Protocol : SSH

. Inactivity timeout
. _Modem init string
(ESC\ Back. <ENTER>

: 168

= SSH.

: gl
Refre

Enable

: Disable
Refr

: Dial-In Terminal Server
Destination IP & port : 0.0.0.0:

sec
eBsB=2

1
Refresh

3 = Raw TCP

: Dial-In Terminal Server
t : 0.0.08.8:8

: 188 sec

=2

Telnet
Telnet
Telnet
Telnet
Telnet
Telnet
Telnet
Telnet
Telnet
Telnet
Telnet
Telnet
Telnet

RS232-1920B-N-8-1-No
RS232-1920B8-N-8-1-No
RS232-19208-N-8-1-No
RS232-1920B-N-8-1-No

B-N-8-1-No
R8232-1928B-N-8-1-No
RS232-1928B-N-8-1-No
RS232-19208-N-8—-1-No
RS232-1920B-N-8-1-No
R8232-19208-N-8-1-No
RS232-1920B8-N-8-1-No
RS232-1928B-N-8-1-No
RS232-1920B-N-8-1-No

d — delete remote port >

3 Usethe ESC key to return to the main configuration menu.

4 Choose Exit and apply changes.

Add, edit, and remove users

1

Add, edit, and remove users

Choose System administration > User administration and then choose an operation to perform

(Add, Remove, or

Edit)

Configure the user as required.

Use the ESC key to return to the main configuration menu.

Choose Exit and apply changes.

Add and configure a PC card

To add a modem card, compact-flash card, wireless LAN card, or a network card to the Digi CM unit
using the configuration menu, do the following:

1 Access the configuration menu.

2 Choose PC Card configuration
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Power Controller

PC Card Configuration
System Status & Log
System Administration
Save Changes

Exit without Saving
Exit and Apply Changes
Exit and Reboot
<ENT§R§ Refresh

f- - -1--EN - T Y

PC Card Configuration

Currently configured PC cam

Select menu
1. Change card configuration
2. Stop the card service to disabhle or remove card
3. Configuring a new card
<ESC>» Back. <ENTER} Refresh
>3

Inzert new card and then press [ENTER] key
How configuring card type. Please wait *
Press [ESC] key to stop card configuring.

3 Configure the card by choosing Change card configuration.

The system searches for the card and displays information on the product model number
and type of card.

Select menu
1. Change card configuration
2. Stop the card service to disabhle or remove card
3. Configuring a new card
<ESC> Back, <ENTER> Refresh
>3

Now configuring card type. Please wait 11!
Press [ESC] key to stop card configuring.
PC card found.

PC Card

Currently configured PC card : ATA-/IDE Fixed Disk Card
Model = TOSHIBA THNCFB64MMA

Size = 64 MB

File System : ext2

Select menu

1. Change card configuration

2. Stop the card service to disabhle or remove card
3. Configuring a new card

<ESC§ Back. <ENIER> Refresh

4 Use the ESC key to back out to the main configuration menu.

5 Choose Save Changes.

Host Mode Configuration

1 Access the configuration menu.

2 Choose Serial Port Configuration > an individual port number or 0 (zero) for all ports > Host Mode
Configuration.

Port Title .168.1.111 R8232-7680-N-8-1—No
Port Title
Port Title
Port Title
Port Title
Port Title

Enter port number to confiugre ¢
(ESC; gack. <ENTER> Refresh

Enable/Disable Port : Enahle
Port Title : Port Title
Host Mode Configuration
Serial Port Parameters
Port Logging
IP Filtering
Authentication
User Access Control
9. SNMFP Trap Configuration
B. Port access menu configuration
<ESC> Back, <ENTER> Refresh
>

1
2
3
4
5
6
7
8
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3 Enter the desired parameters for each menu item.
4 Use the ESC key when all parameters are entered to return to the main menu.

5 Choose Save changes.

Port parameters

1 Access the configuration menu.
2 Choose Serial Port Configuration > an individual port number or 0 (zero) for all ports.

Port Title - 1. RS8232-2680-H-8-1-No
Port Title - 1. R8232-9600-N-8-1-No
Port Title - 1. 88 R8232-2680-H-8-1-No
Port Title - 1. R8232-9600-N-8-1-No
Port Title - 1. 88 R8232-2680-H-8-1-No
Port Title - 1. 7016 R8232-9600-N-8-1-No

Enter port number to confiugre ¢ #» all port configuration >
(ESC; gack. <ENTER> Refresh

Enable ] : Enahle
Port Title : Port Title
- Host Mode Configuration
- Serial Port Parameters
- Port Logging
. IP Filtering
- Authentication
- User Access Control
- SNMP Trap Configuration
. Port access menu configuration
<ESC> Back, <ENTER> Refresh
>

3 Enter the desired parameters for each menu item.
4 Use the ESC key when all parameters are entered to return to the main menu.

5 Choose Save changes.

Port Access Menu
Another default menu is the Port Access Menu, which is available to all users.
1 Access Configuration menu
2 Select Serial Port Configuration.
3 Select 0 for all ports.
4

Select Port access menu configuration.
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elect menu

. Network Configuration

. Serial Port Configuration
. Clustering Configuration
. Power Controller

. PC Card Configuration

. System Status & Log

. System Administration

. Save Changes

. Exit without Saving

. Exit and Apply Changes

. Exit and Reboot

<ENT§R§ Refresh

T O W B

Title

-a.
-a.
-a.
-a.
-a.
-a.
-a.
<

Enter port number to confiugre
<ESC> Back, <ENTER> Refresh
>a

——>» All pow

. Enable-Disable Port

. Port Title : Port T

. Host Mode Configuration

. Serial Port Parameters

. Port Logging

. IP Filtering

. Authentication

. User Access Control

. Alert Configuration

. Port access menu configuration
(ESC; gack, <ENTER> Refresh

Telnet
Telnet
Telnet
Telnet
Telnet
Telnet
Telnet

Serial-Settin
RS232-9688-N-8—
RS5232-2688-N-8-1-No
RS5232-2688-N-8-1-No
RS5232-2688-N-8-1-No
RS5232-2688-N-8-1-No
RS5232-2688-N-8-1-No
RS5232-2688-N-8-1-No
RS232-92688-N-8-1-No

for all port configuration >

System logging

You can access this menu through a Telnet or SSH session using the IP address of the Digi CM unit
followed by the port number 7000 as in the following example:

telnet 192.168.100.200 7000

By default root is connected to the command line interface and the preceding option allows the root
user access to the port access menu.

System logging

System logging is a two part process. First, the device being used to record the system logs must be
configured. Secondly, system logging must be configured for the system under System status and

log. System logs can be saved to the Digi CM unit’s system memory (there is no need to configure the
memory), a compact-flash card, an NFS server, or a SYSLOG server.

Configure the system log device

To configure the compact-flash card for system logging, see
or SYSLOG server, do the following:

1 Access the configuration menu.

2 Choose Network configuration > NFS or SYSLOG server configuration.

elect menu

. IP configuration

- SNMFP configuration

- Dynamic DMS configuration

- SMIP configuration

. IP filtering

- SYSLOG server configuration

- NF8 server configuration

- Weh puer conf iguration

. Ethernet configuration

. TCP sevrvice configuration

<ESC> Back, <ENTER> Refresh
> 7.

5
1
2
3
4
5
]
?
8
9
a

3 Disable or enable the server.
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4 Use the ESC key when all parameters are entered to return to the main menu.

5 Choose Save changes.

Configure system logging

1 Access the configuration menu.

2 Choose System Status & log > System logging.

Select menu
1. System status
2. System logging

3. User logged list

on
<ESC> Back, <ENTER> Refresh

Select menu

1. EnablerDizahle system logging = Enable
2. System log huffer size : 58 KB

3. System 1 storage location = Memory
4. Displa stem logs

5. Clear em logs

6. Send system log by Email : Disable
<ESC>» Back, <ENTER> Refresh
>

3 Enter the desired parameters for the menu items.
4 Use the ESC key when all parameters are entered to return to the main menu.

5 Choose Save changes.

Configure SNMP

To configure SNMP from the configuration menu, do the following:
1 Access the configuration menu.

2 Choose Network Configuration > SNMP configuration.

Select menu

. IP configuration

- 8HMP configuration

- Dynamic DNS configuration

- SMIP configuration

. IP filtering

. 8YSLOG server configuration
- NF8 server configuration

- Webh server configuration

. Ethernet configuration

. TCP sevvice configuration
<ESC> Back, <ENTER> Refresh
- > 2

-1 RR T YL AT T

Select menu
1. Configure the MIB-II System ohjects
2. Configure the Access control settings
3. Configure the Trap receiver settings
<ESC> Back, <ENTER> Refresh

>

3 Enter the desired parameters for the menu items.
4 Use the ESC key when all parameters are entered to return to the main menu.

5 Choose Save changes.
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Configure SMTP

To configure SMTP from the configuration menu, do the following:
1 Access the configuration menu.

2 Choose Network configuration > SMTP configuration.

Select menu

. IP configuration

- 8HMP configuration

- Dynamic DNS configuration
- SMIP configuration

. IP filtering

. 8YSLOG server configuration
- NF8 server configuration
- We rver configuration
. Ethernet configuration

. TCP service configuration
<ESC> Back, <ENTER> Refresh
- >4

1
2
3
4
5
]
7
]
9
a

Select menu
1. Send mail
2. SMIP server : MNone
3. Mode = SMIP without authentication
4. secondary SMIP sewrver : MNone
5. Device mail address :
<ESC> Back, <ENTER> Refresh
>

3 Enter the desired parameters for the menu items.
4 Use the ESC key when all parameters are entered to return to the main menu.

5 Choose Save changes.

Network IP filtering
To configure the Digi CM unit for Network IP filtering, do the following:
1 Access the configuration menu.

2 Choose Network configuration > IP filtering.
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Select menu

1. Hetwork Configuration
Serial Port Configuration
Clustering Configuration
Power Controller
PC Card Configuration
System Status & Log
System Administration
Save Changes
Exit without Saving
Exit and Apply Changes

b. Exit and Rehoot

<ENT§Ri Refresh

Select menu
IP configuration
SNMP configuration
Dynamic DNE configuration
SMIP configuration
IP filtering
SYELOG server configuration
MFE server configuration
Web server configuration
Ethernet configuration
a. TCP service configuration
(ESC; gack, <ENTER> Refresh

Option IP/Maszk Command
Invert 192.168.8.8-255.255.0.8 DROP
Invert 192.168.0.8-255.255.0.8
Normal 192.168.1.8-255_255.255.0
Normal 192.168.2.8-255.255.255.08
Normal B.8.8.8-8.8.8.8
Normal 192.168.1.8-255_255.255.0

all Invert 192.168.2.8-255.255.255.08

= O O G DO

Telnet Console Enabled
S8H Console : Enabled
Web Configuration HTITP Disabled : HITPS Enabled

Add a Rule
Remove a Rule
Edit a Rule
(ESC; Back, <ENTER> Refresh

3 Choose a menu item and enter the desired parameters for the menu items.
4 Use the ESC key to return to the main menu.

5 Choose Save changes.

Port IP filtering

To configure the Digi CM unit for Port IP filtering, do the following:
1 Access the configuration menu.
2 Choose Serial port configuration.

3 Choose anindividual port number or 0 (zero) for all ports > IP filtering.

Port Title #i1 192.168.1.111 Telnet R3232-7688-N-8-1-No
Port Title #i2 192 168.1.112 Telnet N-8

Port Title #13 192.168.1.113 Telnet

Port Title #i4 192 _168.1.114 Telnet 23 686

Port Title #15 192.168.1.115 Telnet RS232-7688-N-8-
Port Title #i6 192 _168.1.116 Telnet RE232-9688-N-8-

Enter port number to confiugre ¢ B for all port configuration >
(ESC; gack. <ENTER} Refresh

Serial configuration —2>» A1l ports
- Enahle/Dis

- Port Title

- Host Mode Configura

- Serial Port Parameters
- Port Logging

. IP Filtering

- Authentication

- User Access Control

- SNMF Trap Configuration

BOE-JC N b=

Port access menu configuration
<ESC>» Back. <ENTER} Refresh
> 6

4 Choose a menu item and enter the desired parameters for the menu items.
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5 Use the ESC key when all parameters are entered to return to the main menu.

6 Choose Save changes.

Sniff sessions

To configure a port or all ports for sniff users, do the following:

1 Access the configuration menu.

2 Choose Serial port configuration.

3 Choose anindividual port number or 0 (zero) for all ports > User access control.
4 Choose User Access Control.
5

Choose Enable/Disable Sniff Mode.

. Network Configuration
. Serial Port Configuration
. Clustering Configuration
. Power Controller
. PC Card Configuration
. System Status & Log
. System Administration
. Save Changes
. Exit without Saving
. Exit and Apply Changes
. Exit and Reboot
NTgRg Refresh

T O W B

Serial-Settings
RS8232-2688-N-8-1-No
RS5232-2688-N-8-1-No
RS5232-2688-N-8-1-No
RS5232-2688-N-8-1-No
RS5232-2688-N-8-1-No
RS5232-2688-N-8-1-No

Title Telnet RS232-2688-N-8-1-Ho

A EEEEEE
@ IEEEEE®E

Enter port number to confiugre
<ESC> Back, <ENTER> Refresh
-> 8

for all port configuration >

1 configuration

. Enable-Disable Port Enahle
. Port Title : Port Title
. Host Mode Configuration
. Serial Port Parameters
. Port Logging
. IP Filtering
ication
s Control
uration
menu configuration
<ENTER> Refresh

2. EnablersDisable Sniff Mode : Disable
<ESC> Back,. <ENTER> Refresh

> 2
Select enablesdisable sniff mode ¢ 1 = Enable. 2 = Disahle > :

6 Choose a menu item and enter the desired parameters.
7 Usethe ESC key when all parameters are entered to return to the main menu.

8 Choose Save changes.

For information on entering a sniff session, see the next section,
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View a sniff session

A sniff user enters a sniff session by starting a Telnet session on a specified port. In the following
example, a sniff user telnets to port 7 of the Digi CM unit. From the command prompt enter the
following command:

telnet 192.168.100.42 7007
1 Loginand enter your password

2 Enter the port escape sequence.

Port Menu:

send bhreak
disconnect a sniff s
zend message to port user

close current connection to port

When sniff users login to a port from a Telnet session, a sniff session menu is displayed with your
permitted options. The first user (with port access rights) to login to the port is in the main session.

Port Menu:

{Port Title #1> (Port 1> iz bheing used by {Gilligan>
The <Skipper> is connected in monitoring mode.

take over main
enter asz a slaw

diszconnect a sniff se
send message to port

close current connection to port

The next user (with port access rights) to enter the port will be given the option to take over the main
session. This user is given the option to take over the main session by either terminating the first
user or switching the first user to sniff (read only).

Port Menu:

{Port Title #7> (Port 7)Y iz being used by {Gilligan>
The <Skipper> is connected in monitoring mode.

take over main
enter as a slav on

show last 188 lines of log buffewr
disconnect a sniff session
zsend message to port user

4 close current connection to port
Take over master n and

t terminate ion of main session
] switch main sion to sniff mode

Field descriptions for sniff sessions

Escape
sequence

Ctrl+ Description of action

m take over main session (read/write) only presented to users with read/write
access upon entering a session

S enter as a slave session (read only) only presented to users with read/write
access upon entering a session

b send break not functional for sniff users

[ show last 100 lines of log buffer must enable logging for this option
d disconnect a sniff session only functional to admin

a send message to port user(s) not available to sniff users
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Escape
sequence

Ctrl+ Description of action

Authentication

only if power management is available on

r reboot device using power-switch
this port
p power device on/off (show only on or off) only if power
management is available on this port
X close current connection to port closes the sniff session connection
Authentication
1 Access the configuration menu.
2 Choose Serial port configuration.
3 Choose anindividual port number or 0 (zero) for all ports > Authentication.
4 Choose Authentication type.

. Network Configuration

. Serial Port Configuration
. Clustering Configuration
. Power Controller

. PC Card Configuration

. System Status & Log

. System Administration

. Save Changes

. Exit without Saving

. Exit and Apply Changes

. Exit and Reboot

ENTgR% Refresh

T O W B

D
a
a.8.8.
a.8.8.
a
a
a
a

Title

A EEEEEE
@ IEEEEE®E

Enter port number to confiugre
<ESC> Back, <ENTER> Refresh
-> 8

. Port Title : Port Title
. Host Mode Configuration
. Serial Port Parameters
. Port Logging

. IP Filtering

. Authenticati

guration
- cess menu configuration
<ESC> Back,. <ENTER> Refresh
e

@O0 WP

1. Authenticaton Type : Local
<ESC> Back,. <ENTER> Refresh
1

>
Zelect authentication type.
B = None, 1 = RADIUS, 2 = Local, 3 = RADIUS-Local. 4 = Local-RADIUS

6 = TACACS +—Local.

? LDAP-Local,. a
Kerberos, 12 = Kerberos—Local, 13
RADIUS Down-Local

5 Use the ESC key to return to the main menu.

6 Choose Save changes.
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Serial-Settings
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RS5232-2688-N-8-1-No
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Upload server certificate

To upload your own certificate, you can use one of following two methods,

1 Use Upload Server Certificate menu.

Note that this menu is displayed only when you run configmenu on the serial console of the Digi
CM unit. (configmenu run on CLI via Telnet or SHI will not display this menu)

2 Copy your own server.pem file to /tmp/cnf/ using scp.
Do not forget to run saveconf command in CLI if you want to keep this change permanently.

You can use your own certificate for your Digi CM unit after replacing the original server.pem on /
tmp/cnf/ with your server.pem. The following procedure is to import an SSL certificate for the HTTPS
interface.

OpenSSL(SSLeay) Simple CA Usage - Install Openssl

1 Download latest openssl package

2 Install openssl package

cd /work/

tar -xvzf openssl-0.9.7c.tar.gz
cd openssl-0.9.7c

./config

make

make test

make install

H oH H H H H

Make Root CA (Certificate Authority for self-signed)

1 Edit openssl configuration file

# vi /usr/share/ssl/openssl.cnf

Modify [req_distinguished_name] section of "openssl.cnf" Please refer to sample
openssl.conf file(openssl.conf.digi). Modify [req_attributes] section of "openssl.cnf"

challengePassword_min =0
challengePassword_max =0

2 Make self-signed Root CA(Certificate Authority)

# cd /work/openssl-0.9.7c/

# mkdir CA

# cd CA

# sh Jusr/local/ssl/misc/CA.sh -newca

CA certificate filename (or enter to create)
5 (Press Enter to use default value)
Making CA certificate ...
; openssl 1is called here as follow from CA.sh

; openssl req -new -x509 -keyout ./demoCA/private/./cakey.pem \
;3 -out ./demoCA/./cacert.pem -days 365
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3 Use configuration from
/usr/local/ssl/1lib/ssleay.cnf

4 Generate a 1024 bit RSA private key.

........ ettt
...................... ettt

5 Write new private key to './demoCA/private/./cakey.pem’

6 Enter PEM pass phrase:

; CA Password (Enter passsword and remember this)
Verify password - Enter PEM pass phrase: ; CA Password

The following information will be incorporated into your certificate.

You will enter text for a field call Distinguished Name or a DN. Although there are many fields, some
can be left blank, use a default, or enter’’ and the field will be left blank.
————— ; CA's Information
Country Name (2 letter code) [AU]: US
State or Province Name (full name) [Your-State]: Minnesota
Locality Name (eg, city) []: Minneapolis
Organization Name (eg, company): Digi International
Organizational Unit Name (eg, section) [] (Enter)
Common Name (eg, YOUR name) []: Bob Alou
Email Address []: (Enter)
#

7 Verify the CA key file(demoCA/private/cakey.pem) and CA certificate (demoCA/cacert.pem)
is generated

# 1s demoCA/
cacert.pem certs crl index.txt newcerts
private serial

# 1s demoCA/private
cakey.pem

Make a certificate request
To make new certificates, you should make a certificate request first.

1 Enter the following
# cd /work/openssl-0.9.7c/CA

2 Run the following commands:

# openssl genrsa -out key.pem 1024

# openssl req -new -key key.pem -out req.pem

It is assumed that you are using sample configuration file -
"openssl.conf.digi" )

3 Use configuration from /usr/share/ssl/openssl.cnf

You are about to be asked to enter information that will be
incorporated
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into your certificate request.

What you are about to enter is what is called a Distinguished Name
or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

The following information will be incorporated into your certificate

You will enter text for a field call Distinguished Name or a DN. You may enter a default or ’’ to leave
the field blank.
————— ; CA's Information
Country Name (2 letter code) [AU]: US
State or Province Name (full name) [Your-State]: Minnesota
Locality Name (eg, city) []: Minneapolis
Organization Name (eg, company): Digi International
Organizational Unit Name (eg, section) [] (Enter)
Common Name (eg, YOUR name or your server’s hostname) []: Digi CM
Email Address []: (Enter)

Enter the following 'extra’ attributes to be sent with your certificate request
A challenge password []:(Press Enter - Do not enter any other
characters)
An optional company name []: (Press Enter - Do not enter any other
characters)

Sign a certificate request

1 Tosign a certificate request, enter the following:

# cd /work/openssl-0.9.7c/CA

# cp req.pem newreq.pem

# sh /usr/local/ssl/misc/CA.sh -sign

Use configuration from /usr/share/ssl/openssl.cnf

2 Enter PEM pass phrase:
CA Password (Enter CA Password from Make Root CA (Certificate Authority for self-signed)

3 Check that the request matches the signature

Signature ok

The Subjects Distinguished Name is as follows

countryName :PRINTABLE:'US'

stateOrProvinceName :PRINTABLE:'Minnesota'

localityName :PRINTABLE:'Minneapolis'

organizationName :PRINTABLE:'Dig7 International'
commonName :PRINTABLE:'Digi CM'

Certificate is to be certified until Oct 6 09:39:59 2013 GMT (3653 days)
Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/n]y
Write out database with 1 new entries

Data Base Updated

Certificate:
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Data:
Version: 3 (0x2)
Serial Number: 1 (0x1)
Signature Algorithm: md5WithRSAEncryption
Issuer: C=US, ST=Minnesota, L=Minneapolis, O0=Digi International,
CN=Digi International
Validity
Not Before: Oct 6 09:39:59 2003 GMT
Not After : Oct 6 09:39:59 2013 GMT
Subject: C=US, ST=Minnesota, L=Minneapolis, 0=Digi International,
CN=D1igi CM
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (1024 bit)

Signed certificate is in newcert.pem

4 Verify signed certificate(newcert.pem) is generated.

# 1s
demoCA key.pem newcert.pem newreq.pem req.pem

Make certificate for the Digi CM Unit

1 Removing headingsin newcert.pem file

# cd /work/openssl-0.9.7c/CA
# cp newcert.pem server.pem
# vi server.pem

Certificate:

Data:
Version: 3 (0x2)
Serial Number: 1 (0x1)
Signature Algorithm: md5WithRSAEncryption
Issuer: C=US, ST=Minnesota, L=Minneapolis, 0=Digi International,
CN=Digi CM
Validity
Not Before: Oct 6 09:39:59 2003 GMT
Not After : Oct 6 09:39:59 2013 GMT
Subject: C=US, ST=Minnesota, L=Minneapolis, 0=Digi International,
CN=Digi CM
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (1024 bit)

== Removing above lines ===
————— BEGIN CERTIFICATE-----

2 Concatenating key.pem file to server.pem
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# cat key.pem >> server.pem

Dial-in modem access

Dial-in modem access

Individual serial ports on the Digi CM unit can be configured for dial-in modem access. To use dial-in
modem mode, an external modem is first attached to a serial port and then the serial port is
configured for dial-in modem access. In the illustration below, port 7 is configured for a dial-in

modem.

To configure a serial port for a dial-in modem, do the following:
1 Access the configuration menu.

2 Choose Serial Port Configuration.

3 Choose anindividual port number and then Host Mode Configuration.

4 Select Host mode and then Dial-in modem.

Select menu

Metwork Configuration
Serial Port Configuration
Clustering Configuration
Power Controller

PC Card Configuration
System Status & Log
System Administration
Save Changes

Exit without Saving

Exit and Apply Changes

. Exit and Reboot

ENTgR% Refresh

T O W B

szignedlP Port Proto Serial-Settings

a Telnet R8232-968A-N-8-1-HNo
Telnet R8232-968A-N-8-1-HNo
Telnet R8232-968A-N-8-1-HNo
Telnet R8232-968A-N-8-1-HNo
Telnet R8232-968A-N-8-1-HNo
Telnet R8232-968A-N-8-1-HNo
Telnet R8232-968A-N-8-1-HNo
Telnet R8232-9688-N-8-1-HNo

Title
Title
Title
Title
Title
Title
Title
Title

Enter port number to confiugre
<ESC> Back, <ENTER> Refresh
—> 1

for all port configuration >

. Enable-Disable Port : Enable
. Port Title : Port Title #1
. Host Mode Configuration
. Serial Port Parameters
. Authentication
. Apply all ports setting = Enable
. Port Management
; gack, <ENTER> Refr

Select menu

1. Host mode : Terminal Server

2. Terminal Server Option : Shell Program
3. Shell Program Path :

(ESC; fack, <ENTER> Refresh

Select Host mode :
1 = Terminal Server, 2 = Console Server, 3 = Dial-in modem.
Dial-In Termimal Server
3

5 Usethe ESC key to return to the main menu.

6 Choose Save changes.

Dial-in terminal server access

Individual serial ports on the Digi CM unit can be configured for a dial-in terminal server access. To
use dial-in terminal server access, an external modem is first attached to a serial port on the Digi CM
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unit and then the serial port is configured for dial-in terminal server mode. In the illustration below,
port 7 is configured for dial-in terminal server mode.

In terminal server mode, you are connected directly to a server.

To configure a serial port for a dial-in terminal server, do the following:
1 Access the configuration menu.

2 Choose Serial port configuration.

3 Choose anindividual port number and then Host Mode Configuration.

Select menu
1. Host mode : Dial-in modem
. Inactivity timeout : 188 sec
Modem init string @ gleB@=B=2

iESC; Eack, <ENTER> Refresh

Select Host mode :
1 = Terminal Server,. 2 = Console Server. 3 = Dial-in modem.
4 = Dial-In Termimal Server

4 Choose Dial-in Terminal Server and configure the other configuration parameters.
5 Use the ESC key to return to the main menu.

6 Choose Save changes.

Clustering

By default clustered slave devices are configured using the Telnet protocol and port parameters of
the following: bps=9600, data bits=8, parity=none, stop bits=1, flow control=none. When the master
device autoconfigures a slave device, it simply imports the information from the slave unit. If you
want other protocols or other port parameters, you should configure your slave unit first with those
parameters before autoconfiguring.

Before you start this configuration procedure, the slave units should already be configured unless
you want them set to the default values. To set up the Digi CM unit for clustering, do the following:

1 Access the configuration menu.
2 Choose Clustering configuration > Unit position.

3 Assign the unit as the master device.

A new screen is displayed.

Select menu
. Hetwork Configuration
. Serial Port Configuration
. Clustering Configuration
. Power Gontroller
. PC Card Configuration
. System Status & Log
. System Administration
. Save Changes
. Exit without Saving
. Exit and fApply Changes
. Exit and Rehoot
(ENTER; Refresh

EE- LRI YL

Select menu
B. Unit position : Master

i5.
<ESC> Back. <{ENTER> Refresh

4 Enter the number 1 for the first slave unit.
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5 Choose Enable/Disable unit clustering > Enable.

Select menu

1. EnablerDisable unit clustering : Disable
(ESC; ?ack. <ENTER> Refresh

6 Enter the values for Slave Unit IP, No. of ports, and Port configuration.
7 Select the port number to configure or 0 for all ports.

Select menu
1. EnablesDisable unit clustering = Enable
2. Slave Unit IP : MNone
3. No. of Ports : 8@
4. Port configuration
< > Back, <ENTER> Refresh
2

lave unit IP : 143.191.4.181

Select menu

1. EnablesDisable unit clustering = Enable
2. Slave Unit IP : 143.191.4.181

3. No. of Ports

4. Port configuration

(ESC; gack, <ENTER» Refresh

. Enable D hle unit c ering
. Slave Unit IP : 143.191.4.181
- No. of Ports = 32
. Port configuration
> Back, {ENTER> Refresh
4

Cluster

Purtf - - - - Proto Port# 8. Port D. Port Enb

UNKENOW
UNENOW
UNKENOW
UNENOW
UNKENOW
UNENOW
UNKENOW
UNENOW
UNKENOW
UNENOW
UNKENOW
UNENOW
UNKENOW
UNENOW
UNKENOW
UNKENOW

S0 Ee®
S0 Ee®
ooooooooogooooog
DEOEIEEEEEEEEEE®
DEOEIEEEEEEEEEE®
Coooooooooooooos

UNKNOW

Enter port number to confiugre ( @ for all port configuration >
> A

8 Select Enable configuration
9 Select Auto Configuration

10 Choose Exit and apply changes.

Firmware upgrade

Before upgrading firmware from the configuration menu you should have:
? Downloaded the firmware to a system on the same subnet

? Setup aterminal emulation program that supports Zmodem transfer protocol
To upgrade the firmware with the configuration menu, do the following:

1 Access the configuration menu.

2 Choose System administration.
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Select menu

1. User administwation

2. Device name : Digi_CH_Device
3. Date and time

4. GConfiguration management

5. Firmware upgrade

<ESC> Back, <ENTER> Refresh
> 5

#x% Firmware upgrade will RESTART your device.
Do you want to start firmuare u

3 Choose Firmware upgrade. Enter y for Yes when asked if you want to upgrade the firmware.

If the firmware upgrade is successful, the Digi CM unit will reboot automatically. If a Firmware
upgrade failed! Warning appears, do not reboot the unit but repeat the upgrade process.

Restore factory defaults

You have two choices to restore the unit to its factory defaults. The options are restoring all factory
defaults or restoring all factory defaults except IP settings. To restore your unit to the factory
defaults, do the following:

1 Access the configuration menu.
2 Choose System administration.
3 Select Configuration import.
4

Select Location.

Select menu

1. User administration

2. Device name : Digi_CH_Device
3. Date and time

4. Configuration management

5. Firmware upgrade

<ESC> gack. <ENTER> Refresh

Select menu

1. Configuration export

2. Configuration import
(ESC; gack. <ENTER> Refresh

Select menu
1. Location : HNone
- Filename : MNone
- Encrypt : Yes
. Configuration Selection (Press A-E to select each option
fA. [X] System configuration
B. [¥]1 Serial port configuration
. [¥]1 Clustering configuration
. [¥1 System uszer configuration
E. [X1 Custom menu
<ESC> Back, <ENTER> Refresh
> 1

Select location.
{1 = CF Card .
2 imary HFS

er Space (;USPZ),
ocal Machine.
actory Default >

5 Select Factory Default.

The system will restore factory defaults, and the unit will automatically reboot.

Use System Administration to save your configuration in case you need to reload it later or
onto another system. See for more information.
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Set the date and time

Date and time on the Digi CM unit can either be kept internally or by an NTP server. To set the
parameters for date and time on the Digi CM unit, do the following:

1 Access the configuration menu.
Choose System administration.

2

3 Choose Date and Time.

4 Enter the desired parameters.
5

Choose Save changes.

Access the Boot Loader program

The Boot Loader program can be accessed during the boot process. The main function of the
program is to provide a backup means for restoring the firmware if the Digi CM unit will no longer
boot. It also provides a hardware testing module that detects and tests hardware components on
the unit.

To access the Boot Loader program, do the following:

1 Connect the Ethernet cable from the console port on the rear panel of the Digi CM unit to a serial
port on a workstation. Use the Ethernet cable packaged with the Digi CM unit and attach the DB-
9 adapter. The arrow in the following graphic points to the Console Port.

Console Port
- - - - - - - * -
= =] = 2ED =

back of Digi CM 32 shown

2 Setup aterminal emulation program, such as HyperTerminal, using the following port
parameters: bps=9600, data bits=8, parity=none, stop bits=1, and flow control=none.

3 Turn the power on to the unit.

4 Press ESC within 3 seconds of booting the unit to get Boot Loader menu.

Hardware test menu

The Boot Loader program provides a hardware test for detecting and testing hardware components
on the Digi CM unit. From the Boot Loader menu, choose the number 3 to access the Hardware test.
Options for several components appear.

Disaster recovery

The Digi CM unit provides a disaster recovery procedure in the event the configuration data is
destroyed or corrupted. The Digi CM unit automatically restores a corrupted configuration file
system to the factory default settings. However, if the Digi CM unit fails to boot in spite of being reset
to the factory default settings, the firmware can be restored by using the Boot Loader program.
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To restore the Digi CM unit to the factory default configuration settings, you will need to use a TFTP
or BOOTP server. To use the Boot Loader program to flash new firmware, do the following:

1 Connect the console port on the rear panel of the Digi CM unit to a serial port on a workstation.
Use an Ethernet cable with a DB-9 adapter.

2 Setup aterminal emulation program such as HyperTerminal. Use the following port parameters:
bps=9600, data bits=8, parity=none, stop bits=1, flow control=none

3 Reboot or power on the Digi CM unit.
4 Press the ESC key within three seconds of applying power to the device.
5 The following screen appears.

jootloader{48port> 1.1.1 (Jun 2 2884 — 15:87:26>

hyll :  HPCBSSxxZPnnD4 (65 MHz>
JRAM = 256 MB

‘LASH : 32 MB

' CARD : Mo card

iEPROM : ATy

pe exist
ithernet : AUTO-NEGOTIATION
lutohoot Start:

Welcome to Boot Loader Configuration page

Select menu

1. RIC configuration [ Oct 29 268084 — 18:54:22 1
2. Hardware test

3. Firmware upgrade [S-/W Uersion : vi1.5.3.11

4. Exit and boot from flash

5. Exit and reboot

<ESC> Back, <ENTER> Refresh

6 Choose Firmware upgrade by entering 3.

The following screen appears.

Firmware upgrade

Select menu

1. Protocol [BOOTFP]

2. IP address assigned to Ethernet interface [192.168.161.51]
3. Server’s IP address [192.168.8.1281]

4. Firmuware File Mame [cm48.binl

5. Start firmware upgrade

<ESC> fack, <ENTER> Refresh

Select protocol ¢ 1 = BOOTP. 2 = TFIF> : 2

Firmware upgrade

Select menu

1. Protocol [TFTP]

2. IP address assigned to Ethernet interface [192.168.161.51]
3. Server’s IP address [192.168.8.1281]

4. Firmuware File Mame [cm48.binl

5. Start firmware upgrade

-~

Enter the information for the first menu items.

-~

Protocol: The choices are BOOTP or TFTP

-~

IP address assigned: Enter the IP address of the Digi CM unit
Server’s IP address: The IP address of the BOOTP or TFTP server

-~

o~

Firmware File Name: The filename for the firmware

Use the ESC key to back up to earlier menu screens.

8 Choose Start firmware upgrade.
The firmware upgrade will take several minutes to process.

This will factory default the unit.

9 When the upgrade process is complete, choose ESC to return to the main menu.
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10 Choose Exit and boot from flash.
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Introduction

This section provides information on Digi CM hardware. Among the topics covered are the hardware
specifications, LED descriptions, pinouts for the Ethernet cable, pinouts for the cable adapters, and
rack mounting specifications.

Hardware specifications

Digi CM 48

Value Value
AC Powered DC Powered

Operating 40°F to 120°F (5°C to 50°C) 40°F to 120°F (5°C to 50°C)
temperature

Storage -20°F to 140°F (-29°C to 60°C) -20°F to 140°F (-29°C to 60°C)
temperature

Humidity 10% to 90% non-condensing 10% to 90% non-condensing

Power supply

Power
consumption

Fuse (internal)

Internal, 100 -240VAC, 50/60 Hz, 1.2A
(max)

0.37A /120VAC, 45W (typical), 150W
(max)

FUSE (Type L) AC250V, 2A

Internal, 36 - 72 Vdc, 1.2A (max)

0.4A /48Vdc, 19W (typical), 40W (max)

Fuse (Type L) 250V, 5A

Operating Linux Hard Hat embedded Linux Hard Hat embedded
system

SDRAM 256 megabytes 256 megabytes

Flash memory 16 megabytes 16 megabytes

Dimensions: 17.5” x 10.0” x 1.75” 17.5” x 10.0” x 1.75”

unpackaged (44.5x25.4x4.5cm) (44.5x25.4x 4.5 cm)

Dimensions: 20.375” x 15.25” x 4.75 (517.5 mm 20.375” x 15.25” x 4.75 (517.5 mm
packaged 387.3 mm x 120.6 mm) 387.3 mmx 120.6 mm)

Weight: 6.5 lbs (2.95 kg) 6.7 lbs (3.05 kg)

unpackaged

Weight: 9.95 lbs (4.51 kg) 10.2 lbs (4.61 kg)

packaged
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Digi CM 16 and Digi CM 32

Hardware specifications

AC Powered DC Powered
Value Value

Operating
temperature

Storage
temperature

Humidity

Power supply

Power
consumption

Fuse (internal)
Operating system
SDRAM

Flash memory

Dimensions:
unpackaged

Dimensions:
packaged

Weight:
unpackaged

Weight: packaged

40°F to 120°F (5°C to 50°C)

-20°F to 140°F (-29°C to 60°C)

10% to 90% non-condensing

Internal, 100 -240VAC, 50/60 Hz, 1.2A
(max)

0.1A /120VAC (type), 12W (typical),
40W (max)

FUSE (Type L) AC250V, 2A
Linux Hard Hat embedded
64 megabytes

8 megabytes

17”x8.5” x 1.75” (431.8cmx215.9
cmx 44.5 cm)

20.375” x 15.25” x 4.75 (517.5cm
387.3cm x 120.6 cm)

5.8 lbs (2.63 kilograms)

8.6 lbs (3.9 kilograms)

Digi CM 8 AC powered

e e

Operating temperature

Storage temperature

Humidity

Power supply

Power consumption

Operating system
SDRAM

Flash memory

Digi CM User Guide

40°F to 120°F (5°C to 50°C)

-20°F to 140°F (-29°C to 60°C)

10% to 90% non-condensing

Internal, 36 - 72 Vdc, 1.2A (max)

0.25A /48Vdc, 12W (typical),
40W (max)

Linux Hard Hat embedded
64 megabytes
8 megabytes

17”x8.5”x 1.75” (431.8cmx215.9
cm x44.5 cm)

20.375” x15.25” x4.75 (517.5cm
387.3cmx120.6 cm)

5.8 Ibs (2.63 kilograms)

8.6 Ibs (3.9 kilograms)

40°F to 120°F (5°C to 50°C)

-20°F to 140°F (-29°C to 60°C)

10% to 90% non-condensing

External, 100 - 240VAC, 50/60 Hz, 1.0A (max)

AC input: 0.05A /120VAC, 6W (typical), 12W (max)
DCinput: 0.8A/5VAC, 4.5 W (typical), 8W (max)

Linux Hard Hat embedded

64 megabytes

8 megabytes
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e e

Dimensions 9.5”x6.25” x1.25” (241.3 cm 158.75x 31.75 cm)

Weight 2.5 |bs (1.13 kilograms)

LED indicators

Use the LED indicators to confirm your attachment to the network and that the Digi CM unit is able
to send and receive data.

System Power On when power is supplied
Ready On when system is ready to run
PC On when a PC device is running
Ethernet 100Mbps On when 100Base-TX connection is detected
LINK On when connected to an Ethernet network
Act Blinks when there is activity on the Ethernet port
Serial port* In use On when the serial port is ready to run
Rx/Tx Blinks when there is traffic on the serial port

*Not available on the Digi CM 48

About serial port cabling

The Digi CM unit simplifies cabling. The RJ-45 8-pin configuration matches all SUN and Cisco RJ-45
console port configurations, enabling CAT 5 cabling without pinout concerns. Three DB-25 and one
DB-9 adapters come in the package. A DB-25 male, a DB-25 female, and a DB-9 adapter support
console management applications. A DB-25 male adapter provides a modem connection. See the
cable adapter information that follows later in this chapter.

The cable length restrictions common to RS-232 cables apply to the Digi CM serial cable as
well.
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Serial port pinouts

The Digi CM unit uses an RJ-45 connector for serial ports. Pin assignments are listed in the following

table.

o bt
1 CTS
2 DSR
3 RxD
4 GND
5 DCD Note: Inbound signal can also be used as a second ground.
6 TxD
7 DTR
8 RTS

Cable adapters

The Digi CM unit comes with four cable adapters. The following illustrations show cable adapter pin
outs. Additional adapters can be purchased from Digi in quantities of 8.

DB-25 Male console adapter
(Digi 8-pack reorder P/N 76000672)

Pin #13
Pin #1

Pin #25

DB-25 Male to RJ-45 connector pin assignments

s S
1 CTS

Connected to 4 RTS
2 DSR Connected to 20 DTR
5 DCD
3 RxD Connected to 2 TxD
4 GND Connected to 7 GND
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RJ-45 m—mm

Connected to

7 DTR Connected to 6 DCD
8 DSR
8 RTS Connected to 5 CTS

DB-9 Female console adapter
(Digi 8-pack reorder P/N 76000671)

Pin #1

DB-9 Female to RJ-45 pin assignments

Connected to

2 DSR Connected to 4 DTR
5 DCD
3 RxD Connected to 3 TxD
4 GND Connected to 5 GND
6 TxD Connected to 2 RxD
7 DTR Connected to 1 DCD
6 DSR
8 RTS Connected to 8 CTS
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DB-25 Female console adapter
(Digi 8-pack reorder P/N 76000673)

Pin #1

Pin#1

\ Pin#25

DB-25 Female to RJ-45 pin assignments

Ri4s__signal | [pBasM_signal
1 CTS

Connected to 4 RTS
2 DSR Connected to 20 DTR
5 DCD
3 RxD Connected to 2 TxD
4 GND Connected to 7 GND
6 TxD Connected to 3 RxD
7 DTR Connected to 6 DCD
8 DSR
8 RTS Connected to 5 CTS
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DB-25 Male modem adapter (Digi 8-pack reorder P/N 76000670)

Pin #13
Pin #1

Pin #25

DB-25 Male modem to RJ-45 pin assignment

Ri4s_sigat | [pe3sM
1 CTS

Connected to 5 CTS
2 DSR Connected to 6 DSR
3 RxD Connected to 3 RxD
4 GND Connected to 7 GND
5 DCD Connected to 8 DCD
6 TxD Connected to 2 TxD
7 DTR Connected to 20 DTR
8 RTS Connected to 4 RTS
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DB-9 Male modem adapter (Digi 8-pack reorder P/N 76000702)

(Available but not included)

Pin #5

: ﬂ

Pin #6

DB-9 Male Modem to RJ-45 Pin Assighment

DSR
RxD
GND
DCD
TxD
DTR

RTS

Ethernet pinouts

The Digi CM unit uses a standard Ethernet connector, that is a shielded and compliant with AT&T 258
specifications.

Pin
1

2

Digi CM User Guide

Description

Tx+

Tx-

Rx+

NC

NC

Rx-

NC

NC

Connected to
Connected to
Connected to
Connected to
Connected to
Connected to
Connected to

Connected to

DSR
RxD
GND
DCD
TxD
DTR

RTS

Ethernet pinouts

Pin #1

Pin #8
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Rack mounting installation

1
2

S <&
& /

il

4 \\ Rack shown in illustration is

™~ not included with the Digi CM
: unit.

Attach enclosed bracket ears to rack as shown inillustration.

Follow safety precautions when placing the Digi CM unit on the rack.

Rack mounting safety precautions

?
?

?

Distribute weight evenly in the rack to avoid overloading.
Ensure proper ventilation with at least 12 inches (30 centimeters) of clearance on all sides.

Check equipment nameplate ratings before connecting to the supply circuit to avoid overloads
that may damage over-current protection devices and supply wiring.

Maintain reliable earthing for rack-mounting equipment, especially for supply connections.

Install equipment in Restricted Access Areas only (dedicated equipment rooms/closets) in
accordance with Articles 110-16, 110-17, and 110-18 of the National Electrical Code, ANSI/NFPA
70.

Connect equipment to a DC supply source (reliably earthed) that is electrically isolated from the
AC source.

Directly connect the equipment chassis to the DC supply system-grounding electrode conductor
or a bonding jumper from a grounding terminal bar (or bus) that is connected to the DC supply
system grounding electrode conductor.

Contain equipment that has a connection between the grounded conductor of the same DC
supply circuit, the grounding conductor, and also the point of grounding of the DC system in the
same immediate area. Do not ground the equipment elsewhere.

Locate the DC supply source within the same premises as the equipment.

Route away and secure all DC input wiring from sharp edges to prevent chaffing as well as
provide strain relief.

Provide a readily accessible disconnect device and protective device a fixed wiring for a DC
power supply suitable for the specified rated voltage and current. Disconnect and protective
devices to be rated 2A Amps maximum.
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Safety

Power and ground - Digi CM 48 single and dual power
Emissions

Immunity

Solaris ready
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Safety

Digi CM User

Safety

? US:UL1950

? Canada: CSA 22.2 No. 60950

? Europe: EN60950 (CB Scheme Report)

This equipment is not suitable for use in locations where children are likely to be present.

Warning to service persons

CAUTION DOUBLE POLE/NEUTRAL FUSING.

Working inside the Digi CM Unit

NOTICE: Do not attempt to service the Digi CM unit yourself, except when following the instructions
from Technical Support personnel. In such a case, first perform the following actions:

? Turn off the Digi CM unit.

? Ground yourself by touching an unpainted metal surface at the back of the equipment before
touching anything inside your equipment.

Replacing the battery

A coin-cell battery maintains date and time information. If you have to repeatedly reset time and
date information after turning on the Digi CM unit, replace the battery.

A new battery can explode if it is incorrectly installed. Replace the 3 Volt CR2032
battery only with the same or equivalent type recommended by the battery
manufacturer. Discard used batteries according to the battery manufacturer’s
instructions.

Remplacer la batterie

Une pile bouton maintient les informations de date et d'heure. Si vous devez réinitialiser a plusieurs
reprises les informations d'heure et de date aprés avoir allumé 'unité Digi CM, remplacez la batterie.

Une nouvelle batterie peut exploser si elle est mal installée. Remplace le Pile 3 volts
CR2032 uniquement du méme type ou d'un type équivalent recommandé par le
fabricant de la batterie. Jetez les batteries usagées en fonction de la batterie
instruction du fabricant.

Rack mounting installation considerations

For a rack setup with forced air, the device can run 0-55° C with no extra space above or below the
device (default design of the Digi CM Rack provides 1/16” = 2mm between devices).

For a rack setup with no forced air, make sure that the air in-between devices does not get warmer
than 55°C by the following measures:

? Providing space between the devices, or
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controlling the ambient temperature on the rack.
Distribute weight evenly in the rack to avoid overloading.

Check equipment nameplate ratings before connecting to the supply circuit to avoid overloads
that may damage over-current protection devices and supply wiring.

Maintain reliable earthing for rack-mounting equipment, especially for supply connections.

Environmental considerations and cautions

The following is a list of environmental considerations that will ensure safe and efficient operation
of the Digi CM unit:

?

Do not position the Digi CM unit near high-powered radio transmitters or electrical equipment,
such as electrical motors or air conditioners. Interference from electrical equipment can cause
intermittent failures.

Avoid exceeding the maximum cabling distances discussed in the online cable guide.

Do not install the Digi CM unit in areas where condensation, water, or other liquids may be
present. These may cause safety hazards and equipment failure.

For DC powered equipment:

?

Install equipment in Restricted Access Areas only (dedicated equipment rooms/closets) in
accordance with Articles 110-16, 110-17, and 110-18 of the National Electrical Code, ANSI/NFPA
70.

Connect equipment to a DC supply source (reliably earthed) that is electrically isolated from the
AC source.

Directly connect the equipment chassis to the DC supply system grounding electrode conductor
or a bonding jumper from a grounding terminal bar (or bus) that is connected to the DC supply
system grounding electrode conductor.

Contain equipment that has a connection between the grounded conductor of the same DC
supply circuit, the grounding conductor, and also the point of grounding of the DC system in the
same immediate area. Do not ground the equipment elsewhere.

Locate the DC supply source within the same premises as the equipment.

Route away and secure all DC input wiring from sharp edges to prevent chaffing as well as
provide strain relief.

Provide a readily accessible disconnect device and protective device a fixed wiring for a DC
power supply suitable for the specified rated voltage and current. Disconnect and protective
devices to be rated 2A maximum.

The Digi CM unit is intended to connect to networking devices. Do not attempt connecting to
a telephone line.

Safety instructions

?

?

CAUTION: Do not operate the Digi CM unit with the cover removed.

To avoid shorting out the Digi CM unit when disconnecting the network cable, first unplug the
cable from the equipment and then from the network jack. When reconnecting a network cable
to the equipment, first plug the cable into the network jack and then into the equipment.

To help prevent electric shock, plug the Digi CM unit into a properly grounded power source. The
cable is equipped with 3-prong plug to help ensure proper grounding. Do not use adapter plugs
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or remove the grounding prong from the cable. If you have to use an extension cable, use a 3-
wire cable with properly grounded plugs.

To help protect the Digi CM unit from transients in electrical power, use a surge suppressor, line
conditioner, or a continuous-protected (a power supply that cannot be interrupted) power
supply.

Be sure that nothing rests on the Digi CM unit cables and that the cables are not located where
they can be stepped on or tripped over.

Do not spill food or liquids on the Digi CM unit. If it gets wet, contact Technical Support.

Do not push objects into the openings of the Digi CM unit. Doing so can cause fire or electric
shock by shorting out interior components.

Keep the Digi CM unit away from heat sources and do not block cooling vents.

Power and ground - Digi CM 48 single and dual power

This Console Management Server shall be connected to main socket outlet with a protective
earthing connection.

Rated a.c. voltage 100-240V a.c.
Rated frequency 50-60 Hz
Rated current 0.37A

Protective earth; protective ground, IEC 60417-5019 (2006-08)

Emissions
7 US:FCCpart15,Class A
? Canada: ICES 003 Class A
? Europe: EN55022
? Japan: VCCI
? Australia: AS3548
Immunity
Europe:

EN55024:1998
EN61000-3-2: 2000
EN61000-3-3: 1998
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Solaris ready

microsystems

Solaris™
Ready

All Digi CM products are Solaris Ready certified. This certification identifies these products have met
the stringent testing requirements for system compatibility, inter operability, ease-of-installation,
functionality, and network interpretability as defined and controlled by Sun Microsystems.
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